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Visualizing Mandatory Access Control Effects of TOMOYO Linux

Yuka Ogura™ Hidenori Tsuji! Masaki Hashimoto '

Abstract. With increasing sophistication of cyber attacks, it is rapidly becoming important to focus on arresting destructive actions
inside the system rather than preventing intrusions. Secure OSes are not spreading widely, though having been proved to be
effective for protecting information systems from unknown attacks. We estimate that user-unfriendliness and ambiguity of their
efficacy prevent secure OSes from spreading widely. Although there are some research approaching their user-unfriendliness, there
is currently no such research focused on clarifying the ambiguity of their efficacy. This paper concentrates on visualizing the effect
of Mandatory Access Control (MAC) performed by TOMOYO Linux, which is one of the main secure OSes, with the experiment
of attacking TOMOYO Linux system and showing the process of preventing attacks. Consequently, this research expects to get
synergetic effects, in which both the concept of secure OSes and efficacy of TOMOYO Linux are coming to be acknowledged.
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Picture 1  exploit to the target machine with 43418.c

mkdir

x1 /home /tomoyod 1s

B2 MR O =~ v FO%T

Picture 2 executing arbitrary commands after gaining root

(i) enforcing & — NIZERE L7 HE
a) W' — FOEITHIIC enforcing T— RIZ L7z%E
FEBR({)D %, TOMOYO Linux OF— K& 0 X THhb
KB —RE2RTLIELE A, HM3DKSREHLLRY,
WiEa— FZ2DbOETHIES S, WRITR L.

b) B o— FOEFTHKIT enforcing T— FIZ L725HE
FER ()Da) BITo72%, F—I T2 FERL,

© 2018 Information Processing Society of Japan

THELZZTLUEHEHEREZEE SN TLE 2K

TOMOYO Linux # 5| € — FIZEI O 272 2 A, K41Z
AT R B LD, KB — ROFATIZE > TEED
O~y ROFETEHRIRT D ENTELEZ L 2R L.

tonoyo@tomoyo-VirtualBox: ~5 whoant
tonoyo
ofitomoyo-VirtualBox:-$ s

exanples.desktop

onoyofitonoyo-VirtualBox:-§ . /43418
star
and kernel versions
0-31-generic

-]

]

]

]

]

-]

] g

] done, namespa
.] KASLR byp. d, getting kernel add
] fEFFFFFFa1000000

] fFEffffffa16e g

.
]
]
]
-]
]
-]

-] done, ker
comnit_cred

prepare kernel cred:
SMEP bypass enabled,
done, fak

executt

[
|
[
[
{
[
[
[
|
[
[
[
[
[
L
(
[
(

SOmPEThing went w

3 TOMOYO Linux D€ — K
Picture 3 TOMOYO Linux in enforcing mode

FEBR (i) ~ (i) OFE 5, TOMOYO Linux % disabled &
— RIZ L7z &, enforcing & — K L7=HF & T Root HERR
B (R A) /5 2 iA 2~ (Read) / F X IA Fr (Write) /R AT
(eXecute) D 4 KT HHIROENER2IZELDD.

£ 2 EBR (0)~ (i) O

Table 2 Results of the experiments

TOMOYO TOMOY & Y TOMOYO &Y
L BUBEETHIND) | (HBEETHND)
Fe R 545 O X O
R O X X
w O X X
X O X X

4.3 TOMOYO Linux DFIE7 Y £ AR5IESIRDAR{E
FEBRNEORFULIZH T, BEEE I LD BER B
VAT LAOEENERINDIZEDIETOBRBREEK S DX
ANTTODAT v I LT, BiETIT - 72 EB)R T,
VE—INOLORATIERL, 2—U NV TOHERFKETH

—952 —



Sl &ML, AEIFERA -« —fka—F OREREIFO 2 B

BECOWTIERm G & biThhcb D & L TAHEEIT 572,

X6k LUK 7%, WTFiLd TOMOYO Linux (T & %5
Hil 7 7 & AR E 1T o 7oA TO AT AN OB
OETEZRLTEY, K6 I1THBEa— T (/43418)DFEAT
ATz & 52> U TOMOYO Linux % enforcing &— NIZFE
LTRWESE, K7 I138% a2 — FET IV THERRA-4%
DT 7212 TOMOYO Linux % enforcing & — NIZEXE
LIZ5E OB BOEITIRI TH 5.

X 5~ 7 O rEERER L Y, TOMOYO Linux % A %5t
L7 WIGE TIE Y AT ANEROMEEIGE 3 S, FEmIC
VAT AOEHENER SO IZx L, TOMOYO Linux @
i 7 7 ' AHERRE A R L7c a8, v AT A
OMEEFREZHIETED Z & 2RISR TE D,

tomoyo@tomoyo-VirtualBox:~$ , /43418

0 and kernel versions
0-31-generic' detected

ing payload fFFFfffffe104516a
hould be root now

f we got root

A A
LrtualBox: /home /tonoyor \d
: Operation no
LBox: /home/t

Ope on
yo-VirtualBox: /ho

tonoyow t /etc/passwd
permitted
{tonoyo# uname
bash
rootgtomoy

N -r now

tonoyo# vi Je
ot permitt
tomoyo# rm examples.desktop

X 4 TOMOYO Linux (= X % 5| 7 27 & 2 i
Picture4 TOMOYO Linux in enforcing mode

© 2018 Information Processing Society of Japan

5. FHMiiLEE

51 FHEDH

AWFGEDEA&E 72 HAZX, TOMOYO Linux, OWTCidt
X7 0S ZRMTHZ EICEARET 7 AL R %
AT 22 THD. DIREWATREIRTICHIY, ki
DFEBRIF L ORI DR BRI HOWTEEDER L= 3 D
FTAh 2 R LR SHMBEICRE TSNS ERRTT 5.

# 3 RHtisEh & SEA

Table 3 Results of the evaluation

At i PN
B RRF X A
FEAID I B & A
AL S NOY N A
TeRED 530 5 &
SEONTCBEFED 53N X
n5s

ZOFHHIZOWTI, O« A« X O 3 BERECTEERIcIT
Sfc. FHMEFEITRFEMICH Y, T — Ml bE
TETWRNI ENLEBNRFHMICRE E>TNDR, K
ZRREZRIRY o TN THZ LT, KHORRTIEHIC
EOAZLEHEL LTV, ROBICE#HKTEEAT v
IOV TOBADS LT S, HLGEHO AR
BED S0 RLF DWW TIEA R K& 72 diER A RaA £
N5 M, AERILDLTWD, HENEEOHEITR;IRIC
Ko TSFAZEMTEEEEDY MY B SICBAL O, 8]
Bl BWTCRMET 2 Z E R TWh RNz, 5%IC
M CRIEETT S LERH 5.

52 &

AR TITo T FERTIE, £ 1 —D /L TOMHERAKZ
ITWY AT LREABZEDOWEIEE 217 5 XE L T,
TOMOYO Linux 7% disabled DA & enforcing DA & %
bz L, FTEIZ TOMOYO Linux % enforcing & — RIZFXE T
LDHAI T R B — FOFTATE BTHRD 2 32—
W23, T O CRHBHEB OMEITIC E OREDOENEL
LZ0EE L. 20 BT, BANL VAT AOEHEER
ETO T OOERPSICHEHEE 208 L, 3 SDOERENE
NICBWTEZFE TN EA T (= &2 6 Ok
EEEHAHLET 22N TEEMNEFASE T2 2Tk
Y, TOMOYO Linux # A\ 2 Wi4A X Y $ TOMOYO Linux
WS-G0 G PN EEIEE &2 LT 2 0 ROBLE THE
REND DL EEFENICGRRT S LR o

7 BPEDBERT o AT L T E AT, T
VIR A D CREEIE B O TR LD ZEZ R L2 Z & T

—953 —



TOMOYO Linux 7238 3 %A 11T KB OHEITH IRIC K& 7
MERSDIEERTZIENRTEEN, LOURHIC
TOMOYO Linux O R =Bk v L, FIAHZF O
TOMOYO Linux B X O EF =27 OSEACHENTTHH D
2O, BRI E D L S e a~r ROFEITHHIR S,
FIUZE-oTED L D REENMRE I NI ZFEAIZ A
FEFRERATD AN TS DLERDH D
ETFETHERBO LS SZEHERALTBY, 43 TR
LEafRfbRICE TN ERBEIIET IR,
TOMOYO Linux 3& 2% & 1013 eWiGE L i L Ty
AT ANESOMEEFR B 2R F TREWIED D Z N TE 72
PLEDOFERITFAER S Z & RHRRVIRIETH 5. AL
FE % L5 A TOMOYO Linux 3 X OV % = 7 0S % F H
THZEODREETFICTRHBE LTI ENTEDL LI,
HHEZEO LR EZ R T HEENRSGE TH D &
EZobD.

— %1 —H D HEPRENG

EEEERICHS

SAFLAREDO 7 7 A NEEE

T77ANEFE~ADEBE AR - EH

AR = LOHERLEDET

X 5 FEEBRARE Q) (220 T ORI R

Picture 5 Visualization results of experiments (i)
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Picture 6 Visualization results of experiments (ii) a)
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Picture 7  Visualization results of experiments (ii) b)
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