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Abstract: In cryptocurrency systems, private keys to activate unused transaction are outside of the crypto-
graphic protection mechanism. Recent incidents suggest that users are not fully aware of the mechanism of
cryptocurrency, and lack basic knowledge to handle the key securely without being exposed to risks associ-
ated with the internet environment and digital devices. We would like to discuss methods to achieve risk-free
environment for private key management. The discussion would include the MELT-UP cycle to cover not
only management aspect but social implication and technology consideration. The discussion of Technology
and Management has clarified the mechanism in which the private key could be handled within cryptographic
protection mechanism. The results were applyed to a cryptocurrency exchange system to enhance overall
security.
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Fig. 2 Exchange systems with cryptographic protection mechanisms to secret keys for

subscriber wallets(left) and for both (right).
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