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Discovering Multi-Vector DDoS attack by Correlation Analysis of
Darknet Backscatter and Honeypot Logs
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Abstract: Multi-vector DDoS attacks have become a major threat among DDoS attacks. In multi-vector
DDoS attacks, different types of attack method such as bandwidth consumptin attack, resource consump-
tion attack and application layer attack are utilized. Still overall status of multi-vector attacks is not well
analyzed and it is necessary to know how often and what types of attacks are utilized for multi-vector DDoS
attacks. In this paper, we propose a method of detecting multi-vector DDoS attacks by correlation analysis
of Darknet backscatter traffic and honeypot logs. Evaluation result shows that proposed method is possible
to detect that resource-consuming and bandwidth- consuming attacks occur simultaneously or intermittently.
Especially, intermittent attacks are likely to occur with other attack methods within one hour. In addition,
14% of detected attacks are targeting malicious IP addresses, and there is a possibility of detecting attacks
among attackers each other.
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Table 1 Darknet Logs for Analyzing Multi-Vector DDoS attacks.
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Table 2 Honeypot Logs for Analyzing Multi-Vector DDoS attacks.
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Table 3 Parameter Setting of Experiments.

RRIG TP | BRI B B UDP %7 a ha)  TCP KETw hal
A FRFFEAER 2018/1/31 21:00  Darknet, N=—Fv + A udp123 tcp80

B AR 2018/3/11 20:55  Darknet, N=—3FKv b A udpl1211 tcp80

C Eipeit) 2018/4/30 00:00 Darknet, N=—2FR>y k B udp123 tcp8403
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Table 4 Conditions of Data Sets.
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Table 5 Parameter Setting of Experiments.
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Table 6 Number of Victim IP and Detection Ratio in Multi-
Vector Attack.

R FE AT ICRE | TR R U ElE
S AR 199(0.23%) 781(0.92%) 980(1.16%)
1 HY¥ 1.48(0.25%) 5.65(0.90%) 7.19(1.18%)
1 EREY | 8.62(0.25%) 34.35(0.94%) | 42.96(1.19%)
17 A | 34.67(0.24%) 137.50(0.92%) | 172.17(1.16%)
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Fig. 2 Trend of Number of Victim IP by Time Difference.
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Fig. 3 Trend of Number of Victim IP by Multi-Vector Attack.
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Fig. 4 Trend of Multi-Vector Attack Ratio in Honeypots.
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Table 7 Protocols in Multi-Vector Attacks.

I R 7 A A [H R T o
UDP TCP fiREncy UDP TCP HEE
1 | udpl23 (64.07%) tcp80 (40.67%) udp123&tcp80 (27.86%) udp123 (61.29%) tcp80 (42.69%) udp123&tcp80 (29.18%)
2 | udp389 (16.99%) tcp8403 (24.23%) | udpl23&tcp8403 (17.27%) | udp389 (14.37%) tcp8403 (5.97%) | udp389&tcp80 (5.72%)
3 | udpll211 (6.13%) | tcp25461 (3.34%) | udp389&tcp8d03 (5.85%) | udpll2ll (10.70%) | tcpdd3 (4.60%) | udpl1211&tcp80 (3.92%)
4 | udp5093 (2.79%) | tcp22 (2.51%) udp389&+tcp80 (5.57%) udp111 (1.80%) tep22 (1.80%) udp123&tcp8403 (2.86%)
5 | udp9987 (2.51%) tep443 (2.51%) udpl1211&tcp80 (2.79%) udp9987 (1.31%) tcp8080 (1.24%) | udpl23&tcp443 (2.68%)
KR8 EHOV 7L I XX BEAMREMTIVF R X W
Table 8 Example of Concurrent Multi-Vector Attack by Distributed Reflectors.
FERY TP | BCRE ) Bl B A UDP ¥ 7m by TCP 7w ban
X FIREFEERL  2018/6/14 4:30  Darknet, N=—H v b A udp123 tcp80
X FIREFEERL 2018/6/14 4:30  Darknet, N=—31Kv b B udp123 tcp80
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g VF R ZBEOARENED D B, FIBIRIC B 1T B A
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Fig. 5 Trend of UDP Protocol in Concurrent Attack.
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Fig. 6 Trend of TCP Protocol in Concurrent Attack.
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Table 9 Example of Concurrent Multi-Vector Attack by Multiple UDP Protocols.

RN TP | OS] (NS B UDP %~ 7u ka3  TCPBK®E7u b al
Y FRFFEAER 2018/1/23 23:40  Darknet, N=—Fvy + A udp123 tcp80
Y FRgFEAE 2018/1/23 23:40  Darknet, N=—3F v b B udp389 tcp80
R 10 BREIRVF R RBCE

Table 10 Example of Intermittent Multi-Vector Attacks.
KRR TP | Mo B B UDP % 7o b+ 2 TCP K70 ha)u
7 il R B 2018/3/27 Darknet, N=—®F v A udp11211, udpl23, udp389 tcp0, tcp80
Z fifl R B 2018/3/29 Darknet, N=—®F v ;b A udp123, udp389 tcp80, tcp8600
Z Eileis 2018/3/30  Darknet, N=—H v b A udp123 tcp8600
Z il eI 2018/4/1 Darknet, N=—®Fy b A udp123, udp389 tcp8600
Z iy 2018/4/2 Darknet, N=—®Hv b A udp123 tcp8600, tcp9987
7 Byt 2018/4/3  Darknet, N=—1Fv M A udp123 tcp80, tcp8600
/ Eipseitl 2018/4/4  Darknet, N=—®Kv k A udp11211, udpl23, udp389  tcp8600

= 11 R EIBE O MRS R
Table 11 Result of Service-Based Detection.

R 7 R

R AR A b 199  100%
RKEFREA N 48 24.12%
HhkR A b 151 75.88%
H#9 5 FQDN | 0 0.00%
HMERA N 170 85.43%
MR A N 29 14.57%

% 12 KA NOHEICHHAT 5 HH®
Table 12 Information to Classify Host Type.

el (i<
RPEIE

undetected_downloaded_samples
undetected_communicating_samples

undetected_referrer_samples

TEMENEHR | detected_urls
detected _downloaded_samples
detected _communicating_samples
detected _referrer_samples
5. ER

5.1 HKEEMAICET ER

BHHIFAN O 70 b 2)VOMERE A S, iR 8 R
BClE udpl23 28, VYV —AHEERKE T tcp80 b
FHXINZEDD, udpll2ll, tcp8403 DAz ¥ H3EH
I, ZDZ NS, TILFRIZXFBIZENTHIRE
Fik, RHHEOMTEME, SHLROREFEREEZERALTY
LZEDLHEIENG.

MZAT, MAMUAZKEBOFIZIE, RIWZRLEZLDIZ
NTP kU CLDAP 7 ¥ OEE D 7ot 3z & 2 FHIRK
WD, No—Ry NZTEIIZBR2 78 b3 EMHALTH

SRMBMER T E 2. WBHFHIL, HIRRBIZGLT, 7
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B haNRY T I REEERFNFITTWSERENEND B.

5.2 FARBRERRERVERIEKEOHEEZICET 2ER
XN 7a b a Mz KEREWIIRSNT, HHR
AL TE b AVKFIEFRKETH o7z, WU T, BEEOR
AR A METIE, RIS X 0 & IRAIBER L N
EWVWIKERIZA o7z, ZDZ s, FEEERIT T
FRY RBE R ETTDEHEEDNL WATREMEDR D 5. KT
B 1 KRR DARIZ 81 2 810 TP A 2 IP B0
ONEETH 72 205, 1 HELAMICHEERE % Ei
TOWEENL VRS EZ 6N5.
ZTOfDEREL LT, ~EORBIZMHHAINS TCP &k
"UDP 70 b 2V O H MRILED X D 2 \WEANZ B
BZEEMERLE. £ I10IWIZAR UL ICHEIRBKXETIE
B O UDP, TCP 0 IR PHI NS, FIEHAER
WRIZPWTHEEDO T a2 MAT 57 — A 3R
IND, WEEOHWD R BA[EEMEL D 5. [RIRFEIIL
PSR 2R B B R DI e F LT S
DKL, MRBUBEETIEREE»OBET D S IV
HEHIZE O RERAZES TS0 HllaNS.

5.3 BRI MORBICETZER

[ —FRA BRI B 3 2 ERREE R 5, [Al—D FQDN %
FRETHIREEMRT DL LIETE R, — /T,
FILITRLULELEDIIRILF R ZEEOER & L THRA
U7z R A MDD S EDOM 14% DM HR A N TH B Z & HVHIH
U7z, iMMIOmRENE2EZR Lz LTH, EEKRANE
R L U IV F R RILEDRFEF I N T WS EErE IS
W, 2D EMS, YILFRZZEEIZEWT SRR EH
HTOBBEHIIfTONTEDY, BERA N WS —D0
AT IV E-EEREEEORNR L R0 ED LI NS,
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5.4 MRAMRICEAT ER

HERFER D S, REPFIEIC L b ERFRAERSE L O’
BIRBROBANTEII U7z, AU 72 8RR MU 1 HD
720 2FRRE, N=—FRy b THRIUZKEBHNDILF X
JABEBOLRIL 0 2%9EETH-72. 5K, I6K1b7
WF R ZBEOMEHZ HIETHE, 2 207 Ju—Fi
BEINS.

1 EIE, EREROZ AR TH S, F—ENY—
Y 2AMKEECH D EIF72 FQDN 22 & flil4 D IP 7 K L ABA
HZEHTEHZLITED, TIVFARZ XBEOBREED |
HizreEZON5.

2 MBI, DR ROTETH 5. AR TIL, Darknet K&
UN=—Ry MIHET 2 HEOAZBAINIR L U,
N=Z—FKvy bD&&, Darknet DADEBHUFERIZBE VT D,
BETO P aNIZEBINTF R BB EE R LT, Lz
75T, Darknet O N=—Rw O B D BIHHEF x5t
UCTIRETFEZEHTL2ZLTH, FIHOTILFRI ZK
BrAITEs LHHAIENS.

MU E2 SoMEHZ & - T, MEIREO EVHFFTE 5.

5.5 ERICET2ER
WERHAFERDO T — XA R—=Z, BHIY AT L E~DK
WexZES D546, MEKERXOHRENPEZE L 5. K
HIFSEE B L T, FIRFBEIBCRMA L D & MRS
WL ORI N BRENRL N AL 7=, — 5. HNRy
PEIZBE LTIk, B0 AL T DM & 72 B[R] g A U I
HIPENTW S, NADOMARERIIF SRR D70, B
LB 2 Wb EE, EROBHMKEREMHT 22 LT,
R 2 DRI D B MAI DS e BE & 72 B .

MRS R OIGH AL LT, FARBEMNEEDY 55—
FETCIZY TIVRA LOXNKEHEL DD, BIREKEDT
T — N &I I RET 2 HBIZMRA S 2 \VWo Tz D
DOREZLNS.

6. BbHYIC

BBOBRETELHH L7 DDoS WEBTH LI INLF A
I RBBITBREE > T\WB, ARTIE, HHEiEN SR %
ROV Y —AEBRBEE U2V FRT RBED
BHifE %2 HM L LT, Darknet KON=—HRw b OEHI
FEROMBEONTIZ &2 T IVF R XA TIE2REL
7o, FMSEERIZ L D, VY — AJHERIBEE iR E T
WD RS F 72 XM RN FRAEL TWB Z & OBHNZ R Ih
U7z, RRICEREISCRI 1 RPN BRI & 2 D
FETHARENENZ QB L 2. Lzdi-T, FEi
T® DDoS WEENFIZHE W T, —DD DDoS W# % IR
H - BIEIL 7285, IROBKBEADOKFIZE D M Z & WE
EThD. £z, MAILZBKED UREEEHESI L TY
LZIP 7 RLVAANOKETH D, WREMEIZE ) 5%
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ERAU AL D L. SR, BRAKEOR L, e
kR EZHIET 2L 29 5.
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