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An extraction method for collaborative scanning host groups using
number of destination changes
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Abstract: In recent years, there is a scanning activity what is called a distributed type. It has distributed
sources and destinations respectively, making it difficult to detect by conventional methods. In this study,
we estimated that the scanning activity by the same program has similar behavior. Then, the number of
changing the destination within a certain period of time is defined as the destination change number, and I
will detect collaborative scanning activity in which the changed pattern to the destination is similar. Also,
we apply this method in an observation environment with actual continuous addresses and show the detected
results.
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Fig. 1 C: Number of destination changes
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Table 2 Observated environment.
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Table 3 Result example.
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Fig. 3 Clustering result.
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Fig. 2 Scatterplot of Alive Time and

Number of Unique Destination
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Table 4 No.16 Cluster Details.

RIETET RV A | 237y M| SFRIRERR | SEEZSMEE C | SR U | SEEE(R R | EfFHM
59.53.67.* 125962 38.0 113765 1246 91.304173 | 4861181
61.147.103.* 103566 29.0 100561 1245 80.771888 | 3004348
61.160.215.% 108164 28.0 101186 1245 81.273896 | 3040075
122.226.160.* 126572 38.0 97236 1245 78.101205 | 4890841
180.225.197.%* 131281 39.0 111965 1246 89.859551 | 5147444
200.70.40.%* 165914 30.0 110172 1240 88.848387 | 5015748
211.143.243.* 129901 28.0 87643 1232 71.138799 | 3718248
218.2.22.%* 122493 21.0 114591 1245 92.040964 | 2614835
218.17.156.* 90278 42.0 88535 1231 71.921202 | 3865483
222.186.52.% 103021 25.0 89847 1219 73.705496 | 2605946
222.186.62.%* 123034 24.0 111658 1245 89.685141 | 3010819
XD IEHIZERTIE D LD BRRBEICODVWTERET . [6] Rapidity Networks, Hajime: Analysis of a decentralized

internet worm for IoT devices,
https://security.rapiditynetworks.com/

SE publications/2016-10-16/hajime.pdf, (2017/9/1).
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Table 5 No.32 Cluster Details.

RBEILT RVA | %y M| Plllsiei | SRR C | SEEREIR U | stk R | EFHIH
80.152.143.* 263263 12.0 128872 118 | 1092.135593 | 3251534
87.228.206.* 382085 7.0 84867 80 | 1060.837500 | 3012409
174.61.113.* 355228 8.0 136108 116 | 1173.344828 | 3009825

180.43.49.* 308812 10.0 124079 100 | 1240.790000 | 3251097
217.128.182.* 190282 15.0 103423 97 | 1066.216495 | 2910976
220.132.230.* 561052 5.0 114105 90 | 1267.833333 | 3010952
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