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Abstract: Along with the advent of 64-bit malware, analysis environment of 64-bit malware is now required.
We are developing Alkanet 10, which is a system call tracer for 64-bit malware analysis on Windows 10 using
virtualization technology. However, with the discovery of the Meltdown vulnerability, countermeasures were
taken in Windows, so Alkanet can no longer work with its traditional tracing methods. In this paper, we
describe the findings obtained from the survey on KVAS which is a Meltdown countermeasure function of
Windows. Specifically, we describe each process of KVAS with internal implementation. Furthermore, we
describe Alkanet’s tracing methods improved based on it.
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{"cpu_id":2,"no":6749, "logtype":"ENTER", "proc_pid":"1c40", "proc_tid":"1c1c","proc_name":"test_file_1806", "name":"NtCreateFile",
"sys_no""55", "type":"syscall", "args":["5ee3effa20","40100080", "5ee3effa98", "5ee3effa38" ‘0", “80”, “15e00000000”, "5€00000003", "7f600000060",
"0", "0"], "additional_info":{"desired_access":"40100080", "file_name":"\??\C: \Users\yyamashlta\flle txt"}}

{"cpu_id™:2,"no":6751, "logtype":"EXIT", "proc_pid":"1c40", "proc_tid":"1c1c", "proc_name":"test_file_1806", "name":"NtCreateFile",
"sys_no""55", "type":"sysret", "args":["5ee3effa20", "40100080", "5ee3effa98", "5ee3effa38",“0”, “80", “15e00000000”, "5e00000003", "7ff600000060",
"0", "0"], "ret_val":"0","additional_info":{"object_handle":"80", "desired_access":"40100080", "file_name":"\??\C:\Users\yyamashita\file.txt"}}

{"cpu_id"™:2,"no":6752, "logtype":"ENTER", "proc_pid":"1c40", "proc_tid":"1c1c","proc_name":"test _file_1806", "name":"NtWriteFile","sys_no":"8",
"type":"syscall", "args":["80", "0", "0", "0", "5ee3effb70","7ff6396a12e8","d", "0", "0"], "additional_info":{“FileHandle”:”80”, "Buffer":"396a12e8",
"Length™:13, "ByteOffset"."41aad6e8"}}

{"cpu_id":2,"no":6753, "logtype":"EXIT", "proc_pid":"1c40", "proc_tid":"1c1c", "proc_name":"test_file_1806", "name":"NtWriteFile", "sys_no":"8",
"type":"sysret", "args"["80", "0", "0", "0", "5ee3effb70","7ff6396a12e8","d", "0", "0"], “ret_val”:“0”, "additional_info":{"FileHandle":"80",
"Buffer":"396a12e8", "Length":13, "Byte Offset":"41aad6d8"}}
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{"cpu_id":2,"no":6774, "logtype":"ENTER", "proc_pid":"1c40", "proc_tid":"1c1c","proc_name":"test_file_1806", "name™":"NtCreateFile",
"sys_no":"55", "type":"syscall", "args":["5ee3effa20","80100080", "5ee3effa98", "5ee3effa38","0", "80", "15e00000000", "5e00000003", "60", "0", "0"],
"additional_info":{"desired_access":"80100080", "file_name":"\??\C:\Users\yyamashita\file.txt"}}

{"cpu_id™:2,"no":6775, "logtype":"EXIT", "proc_pid":"1c40", "proc_tid":"1c1c", "proc_name""test_file_1806", "name":"NtCreateFile","sys_no":"55",
"type":"sysret", "args":["5ee3effa20","80100080", "5See3effa98", "5ee3effa3s", "0", "80", "15e00000000","5e00000003","60","0", "0"],
"ret_val":"0","additional_info":{"object_handle":"80", "desired_access":"80100080", "file_name":"\??\C:\Users\yyamashita\file.txt"}}

{"cpu_id":2,"no":6776, "logtype":"ENTER", "proc_pid":"1c40", "proc_tid":"1c1c","proc_name":"test_file_1806", "name":"NtReadFile","sys_no":"6",
"type":"syscall", "args™['80", "0", "0", "0", "5ee3efb60", "See3effbe0”, "5e0000000d" "0", "0"], "additional_info":{"FileHandle":"80","Length":13,
"ByteOffset":"4 1aad6e8"}}

{"cpu_id™:2,"no":6777, "logtype":"EXIT", "proc_pid":"1c40", "proc_tid":"1c1c", "proc_name":"test_file_1806", "name":"NtReadFile", "sys_no":"6",
"type":"sysret", "args":['80", "0", "0", "0", "5ee3effb60", "5ee3effbe0"”, "5e0000000d","0", "0"], "ret_val":"0", "additional_info":{"FileHandle":"80",
"Buffer":"e3effbe0", "Length":13, "ByteOffset":"41aad6d8"}}
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