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Possibility of Spoofing Fingervein Recognition from Visible Wavelength
Images and Its Countermeasures

TATEO OGANE!

Isa0 EcHizEN!

Abstract: Biometric authentication is becoming popular, and is now installed on personal devices such as
PCs and smartphones. On the other hand, it has been pointed out that digital cameras can be used to
capture people’s biometric informations remotely, leaving them at risk of illegal use. In this article we con-
sider whether fingervein can be obtained from photographs using commercial digital camera that can be used
to spoof fingervein authentication, then we propose countermeasure against restoration of fingervein from

surreptitious photography.
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Fig. 1 Finger image photographed in visible wavelength and

its channels
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Fig. 2 Procedure of extracting fingervein pattern using image

processing software
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Fig. 3 Correlation between reference and input images
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Fig. 4 Position relation between finger and camera
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Fig. 5 Variation in fingervein pattern against finger roll angle
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Fig. 6 Variation in fingervein pattern against finger pitch angle
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Fig. 7 Overview of proposed method
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Table 1 Authentication results of existing products.
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Fig. 8 Jamming pattern and its attaching image
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Fig. 9 Difference in appearance between real and pseudo fin-

gerveins in photographed image
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Fig. 10 Effect of jamming pattern in near-infrared band
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Fig. 11 Effect of jamming pattern in visible wavelength band
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Table 2 Evaluation enviromnent.
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Distributions of matching scores under (near-infrared,

prototype not attached)

o
n

o
i

S
w

w [[{]—0f5
LR Yaatiz]

e
o

v F LI VoElG

e

0 |||||||| | I||
0 0.05 0.1 0.15 0.2 0.25 0.3 0.35 0.4 0.45 0.5
RvFUTRAT
013 OJ000b0obOobOooooooooooboboooo

Fig. 13 Distributions of matching scores under (near-infrared,

prototype attached)
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