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Proposal and Evaluation of a PATH Validation Method
based on Aggregate Signatures for BGPsec
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Abstract: BGPsec is a security extension of the Border Gateway Protocol - the routing protocol of the
Internet, which is currently being standardized. BGPsec provides the Origin Validation to authenticate the
origin AS and the Path Validation to verify AS_PATH attributes with digital signatures. However, routers
should need significantly more memory while running BGPsec to store the digital signatures added to rout-
ing information. Our study is focused on how to reduce the memory size through a new PATH Validation
method with signature aggregation techniques. We create a virtual BGP network and evaluate our method
by using the BIRD Internet routing daemon based on a prototype implementation. As a result, we present
that the memory size can be reduced to 80% while receiving 200 routes of 4 ASes.
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FEARER AS AT Y NERET DI EAARRICRD, A
VR—2v NOEBERRIZLTWS., LA, BGP TXRfH
TNTVDREIEIMD IE 4% RFET B BEEE i - T
WhRWES, BEBENRELRREERZEOLLTE, £
N%EZITE - 72 AS (FIES M2 W T E 3, BLROREEN
WELUTEZEUTUES. ZOMEFEMEEFIHL ZREE N1
Ty vy 7OFEFE LT, 2008 EDNRFAR YT L ALK
% YouTube 7 27 ¥ AANHEFF: [5], 2018 DA E 1 —
YU T LOGEFME [24) R EDBFBEFSNE. Th o DHH
Mo, BEEHROEYMEAIEITEERFEL R >T V5.

REBERIE MBI, 2y b7 =2 BRZESEE
# (Network Layer Reachability Information : BA T
NLRI) & AS_PATH BMEO_D2h 5745, & AS DVEH -
ERALTWEXY NT—=2DIPT7TRLAEY T2y b
ALY %RTDIENLRI THD. —J, AS_PATH @ISR
FERANEE L CEZZAS D ASFEFSZ2 VA MELAZE DT
# 5. NLRI & AS_PATH DE{RREIZH B REIKAERITD AS F
SOMAGHLEDZ &% ORIGIN AS [HH#H & W\, /37w b
DFLSEHEE I b S, RIKIFHROIEYMEZRIET 5720
(21, NLRI & AS_PATHJEMDOW f%2ERT 2 HENH 5.
Hi# D ORIGIN AS fHHIZDOWTIX, BEFELEMNET S
Z &L TIEYME%{REEY % Route Origin Authorization
(ROA) [14] [18] DFEHEABE LT N TS

— 7}, AS_PATH B DO EXHRIEIZODVWTSH, &
TE4EZFEHLZL VL2 RREHE T bare
U T, Border Gateway Protocol Security Extension
(BGPsec) [19] DEHE/LD AT TN T W5, BGPsec 13#%
BIERICEFBELEZMNIMUTHLSIEEL, ZIFH - 285K
OB FBLEMRILT 52 & T, RO IE LM%
ATELZTObaANTHD. ZHITL D, ORIGIN AS FEHR
DIEL X 2 MGEET % Origin Validation HREL AS_PATH
JEME DIEL X %#MFET % PATH Validation FERE % [FfFIZ
RITEL LS B. LrLAaDS, EFELOE A
&0, BGP W —XDAE D HEEDIEKIZIENT 2 BNH
HY, BIZIXHR [25) 12X B AEVHEERD 10GB IZH
BmHEEDbNTWS, 72, BGPsec DIEHE(LIZ 2011 41T
ZOMBHRB LD DD, BHESLIZAN) 7- FEREFER R Y
FFAIfrbnTE ST, ERIZEOBREDREL D 5 h
ERATH 5.

1.2 AROEH

AR TlE, BGPsec @ Path Validation IZH5IF 5 AEY
HESEHAMBEIINL, BROBHAEZ —DITENTRERT
7V — MNEH (8] B W77 7 AS_PATH MGEF £ % 2
KT5B., 2, TOFERIZEIWT T &1 THEERT
5. 51T, HEBGP V=X 5B EELY b —2
B TOAE Y HBEZOWNEZBU T, REFEZ M
5. MR LUT, BEFETIE, 200E0EX 4 ORIE%
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MAls 556, SUEEIRICAEST 20— MEED X EVHE
B, kD BGPsec &R, 80%E THIH TESZ L%
RY.

BURIZ, REFZEIZ 81 % 2> O HMi R EHik %2 B R 5.
£9, AW TIXBGPsec (L L7277V X — NEXHER
IZEFLTWD, TV - N ELIIRE MmOt
U Ti¥ BGPsec ~DGHAMNMR B HIFEEI T WE— 4, HE
1XBE L B R DR D REREE DSRESE D BGPsec D Z: 125
LTWwaWn. X oEEICE, BMcFEo7 70 75— B
ZHRBA LTI TIE, BELOENRES D BGPsec DEE
HhnwThr—H%2E2 S THEERHD 5. ARTIXZ DR
BEFRT DL D=7 75— NEKRE U THER
TOVTF— BRLEL WD A%EFRET S LT, BGPsec
DOEEMEERD Z 2L, AEVYHEEOHIEZX - T
W5, (GG 4 SiCE#ET 5. )

“OHDEBIE, BeP V— X 2T B Y -
BIRD Internet Routing Daemon (JLF BIRD) [1] X
RT56Z2LT, BEFEEZEL LI THS. Aificik
N7z BGPsec DFEEERRIZET HMEIL, MY -y
OREFENZLWZ EICRRET 5. ZhizxL, Zlifﬁ’é‘
BIRD LIZffFHLT 7)) 7 — N EA/ GO T2 HEAWRIZ
D, RERIMFLEZERIETIMETCZ Y —ILZEKL T
W3, 22 &Y B U7 & 5 ik R 255 Z & 8T
E7z. THURIERI I AT ’i’?fﬂﬁ?é LT, BT

B TfE 2% B 6 FH o 3EAG & P& AE 12 L REKRT
5. (REHEFOCEBROFEML 6 E’“ E%@Té.)
2. FEEMHRE

AECIXEEEMN YL L LT, BGPsec £ 77V 7 — hEX
DENTNDEFERRE, BLOEENSO@MEKEIZDONT
IR T 5.

2.1 BGPsec

BGPsec D WF4E Ik, Kent 512 & % PKI Hfli 2 H W7z
Secure-BGP (S-BGP) [16] IZ4AE 5. ZAUIREEERILH
fERK$ % Address Attestations (AAs) FEFHE & K%
ZTEL > 724 AS DMERL T % Route Attestations (RAs)
AAEEZMHT 52 T, RIEEROAEZRET 5 FE
THd. LU, FHEIZ MR EWRE EOMENEKT,
LRIZESRIpoT. DKk, BGPDEFa ) T4 &4 —
N—r~y RO %M 5 F#E L U T secure origin BGP
(soBGP) [28] X Pretty Secure BGP (psBGP) [26] A&
RINEH, BEUEPMET T 2R EHM-RHES EEN
7= [15]. EAFEIZHE W TE BGPsec DEAMIKIZEE T 255
PRE SO [11] £ N TWE D, REZITHARNZ
PRSI SCHR [22) I & B 2B 5TV,

—73, BGP O VEEMED BB S 5 PKT (2B
24T 2004 4E4T Hu 5 [13] A%, JHEC XA T AR 2 2 M
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DB S DL VEMRNT % Boldyreva & Lychev [7] 2%, BE
17D BGP DL MEEAFDFE % 2014 41T Li 6 [20] 3%
NENIT-o>TWE. NS DEERIZE D, BGPsec DL M
HARIZHEERAICRIHE N oD H 5.

723%, BGPsec DFAFLDHRE L TIX, BGP HHD
PKI ¥ U T resource PKI (RPKI) [17] DFEHEALAZE T L
TW5. 7z, BGPsec D —)L & L TIE, AS_PATH R
AEFIZ [1], [4] A%, ORIGIN AS MREEHIZ [2], [3] BENZ N
¥ TW5. ARITILBIRD X—AD BIRD BGPsec [1]
EFRRTHILT, EEETo>TNS.

2.2 7UUVS—NESR

TN H— MEY 8] IR S N L B D
Mz, B—0BHICENT EME LTREI N Ih
FTIREINTVWE T 2 ) 7 — FBLIZZFRIL L ITIEH
%53 [21] LIEFEXEL (8] LIFIEN D HRICKHIES B,
INHDHARDENIBHOREORBEEEIZH S, FIREL
TREBLEIOBLEN SZ T - BLIZH L TE
HETEIBHF -V EES—FH, FEFRMTIIEELE
PIEEDRA I VI TEUEREIT I -OBHXHF = — V%
F7z7a\v. 3k [9] 12 & B & BGPsec (ERTD AS AR L 72
BUEEXIIH UTEZLT S 2H 5, BGPsec IZIXF KA
DIFES>NFELWV. —HT, BIRBTIIRLRLBHTF = —
VEEIRERNTERNZ A [29) TREINTWVWS. T
NIEBA LS PEEINT A2 Try MY =20 8L 7=
BUZ, AEBVHEHBEPRKESIWEMUTLUES 2L 2EKT
5. ARMCTRETAHER T 7V 75— BRI, (KE -
FIZW &) BRI TEREINZFELTF = — > % IFRRE
DESIZENTESHALEZAD. ARTIEEIKRT 2%,
Z OISR [10] O AR & RO L TIEHA A BT
HoB. B, TV MEAOREE UTIE, BEEIZE
W 2BHEENTE LT HIZENINAZBLLTH
BEEIZ R 2 B ZRAME [31) BRSNTVWBA,
SR [12], [31] DELEER Z S Z & TESIZHRT
5.

2.3 BGPsec &7V 5 — NEBRLOBMENE

BT, KW %R I b E W OB R IR,
Path Aggregate Authentication [30] & APAT [31]
Thd. ZhoDFFETIE BGPsec (B X UL & 4o
7- S-BGP) DHAMENIET 2R, TV — MEX/EE
AUZz. UL RDS, ZhSDOMRETIIREEZRETRE
AEVHBERIZOWT, ERMIZIRINTHARY, &
7z, ARETHEMLTWB LS8 T7 7V 75— N BLOREGE
WIZBT WA X, BIRD OWE D & 5 A FEBREITDFEE
HEfrbhTwniwn,
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1
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1
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3. Border Gateway Protocol Security
Extension (BGPsec)

3.1 BGPsec DEBER : BRENMT v v D

BGPsec D& E R L LT, BGP TOREENA Vv v
DORIEIZ DO WTATIZ S BIZE3d 5. BGP 1%, 1V & —
v MR TOSEENMES AS AL TR 270D 70
FaANTHD. FASITIE, —BRASHFEESVE LY TS
NTW5. BGP Tld, ZTDASHEBTHKAS ZXAIL, R
5% % TCP HR TR L TW5. AS DRI
BEMENIFRIZ NLRT & AS_PATH 2 B AT Y T — M A w
Y —VDOEZEICLDERLTWS.

B 13 EH72 B BELEEHMERLTVWS., 20D
& E, AS4IZEIN D AST (192.0.2.0/24) ~DFEHK
X “AS3 AS2 AS1 125, LU, T TTF—hFRAvy
L —JIIZEEND AS_PATH X AS IZ X o TERMVICEE
2B EDVHEERTZD, BENT I YV I E2RFITE
HTE 5. 2 Tl¥, AS5 A AS4 1T AS1 ~D & D RV
B cASE AS17 ZIEH UL TWS., EBIZEE L R \WRERE
BIZH 2L 5T, AS4 IZTFhEEDLTIZ, NAML—)h
BIRTIVIT) XL T, HRDONV—T 1 T T—=T )
IZEELTLED.

BGPsec [19] (%, ®EXMHMIZEBFEXZMNMT LI LT,
AS_PATH D IE 4 MERFE 28 U TRIENA ¥ v v 7 D4
HMERTE S, AR TIE BGPsec D PATH Validation #%
REICEHET 5. BARRNRAGEFEII D WTIRENZ TF L <
AT 5.

3.2 PATH Validation

BGPsec T, AS_PATH BMED X D IZ, BGPsec_PATH
JEMEAH 72 1T EFZEINT WS [19]. BGPsec_PATH J&I% 1L,
3 IZ/RETN D Secure_PATH & Signature_Block (& -
TR XN 5. Secure_PATH IZREIHHMANEE L T & /2%
ASDASEFSEVAMELZHDTHD, KD AS_PATH
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oo +

B R E e TP +

| Secure_Path |

R EREEEEEEEE TP LR +

| pCount X |

| Flags X |

| Asx |

| pCount Y |

| Flags Y |

| aAsy |

| |

Hommmmmmm oo +
R GELEEEE P T E T + R GEEREEEEEE T +
| signature_Block 1 | | signature_Block 2 |
oo mm e + Fmmmmmmmm e +
| Algorithm Suite 1 | | Algorithm Suite 2 |
| SKI x1 | | SKI x2 |
| signature X1 | | signature X2 |
| sKI vi | | SKI v2 |
| signature Y1 | | signature Y2 |
| | | |
Ao + oo mm e +

B ettt e +

B R R +
| Target AS Number |
B T e +----¥
| Signature Segment : N-1 | ¥
e + |
| Secure_Path Segment : N | |
BT L LT + ¥
> Data from
oo + / N Segments
| signature Segment 1 | |
B e TP + |
| Secure_Path Segment : 2 | |
o e + /
| Secure_Path Segment : 1 | /
R i il +---/
| Algorithm Suite Identifier |
B T e +
| AFI |
TR LT T E R +
| SAFI |
B T T T R +
| NLRI |
B e TR +

4 Sequence of Octets to Be Hashed

LA THS. —7, Signature_Block IF Secure_PATH
DHDHK AS BIIML7ZEBETEREKRNT 2L 25 TH 5.
Algorithm Suite Identifier DfHIZ & > THEIN S
BHTNT) XLZIEUT, BEHAENET 5.
REFECMEFED ERPEIIZ OWT AT 5%, B 4
WRINDBHNRLINE T —RFIDEINT A —RIZDN
THBIZHAS 5.
Target AS Number : REEIHEHDIE D oD AS F 5
Signature Segment : EM I N/ZETEHOME GEEL
TE72AS O EFAMERTH Y, REEBTOLEIZML)
Secure_Path Segements : ##ifi LT & 72% AS D AS & H
D (D7 L HREEERITD AS FEHFHE)
Algorithm Suite Identifier : B4 EKIZE WTHHET
BB/HTNVTY) AL ERET 5720 DT
AFI: 7 R L ADFH]F (IPv4 or IPv6)
SAFI : AFI Tl & nzz 7 b 2 )L OFEA
NLRI : @BERCHEHR L TWERY N7 =207 N
ALY TRy bYRATDIE
FEAS BT Vv TTF— M Ay =V EEZET IEOHE
ZDWTHEHIZHAT 5.
(ORIGIN AS DI5E) MEEAEMITLOZ0, FHDOMGELIEA
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& 1 BGPsec DA E Y ¥ XHEfE

BT : GB
BGP BGPsec
* R REAN AEY YA X R BEAN AEY YA X
2016 | 7124634 0.15 116252 0.5
2017 | 7829923 0.17 497095 0.22
2018 | 8119682 0.17 1456390 0.64
2019 | 7660160 0.16 3352322 1.48
2020 | 6332177 0.13 6332177 2.79
2021 | 4433446 0.09 10130562 4.47
2022 | 2547235 0.05 14201374 6.62
2023 | 1149812 0.02 18111088 7.99
2024 | 355617 0.01 21794419 9.61
2025 0 0 25472541 11.23

HTHD. EDED AS HFS2HECR, ArfrOERZ
MU, AITREINTVWSE W=12L7ZLED) T—X
FINZH U TEHZITS. TORK, BERNRZIDHL,
Ty TTF—hAve—VEREHRLUEET 5.

(it ASs DIFH) M| As 2 @@ 5 2T,
Signature Segment ¥ Secure_Path Segement 7% 1 i3
DA TV, Thpxiz, REEEREZER, Ty 7
T—hAv—Yodhrsho@ElaEREMLL, EH
DNREZDT =22 RBNIVHDON S HHEKRT
WMENH B, Signature_Segment IZH 415 SKI D%
FIHUARHBEEZIG L 72 BT, &7 — X5 0O IE24 1% BGE
5. RN — D 72 D OMREERIEL AS_PATH (2%
LW, BEEISE - 726, BERRER (D2 W IF RREE)
ZEHPI NG DR, V=T 1 VI T— TV
5. YFEREEND AS ITIRE T HBIE, M 4IRS h
D7 —&%] (N = AS_PATHE + 1) (I L THEHLZTL,
Ty TTF— Ay —VEREHRLUEET 5.

3.3 BGPsec DEfER

BGPsec Tl, 7 v 7T — M A vt —VIZBHEHIN
mEinzzd, 79 7T A vtk —YDV 1 AL KL,
T—RORYEBTBLNEHAT I L5,

7 AV A ENIEEER A SEAT (NIST) 4% BGPsec DJEEE
FEL UT, BGPsec W —RIZB I AR HEEREE
U7z [25]. BRINIZ, BGP 7Y I T — M A v —YDEY
Y4 X1k 78 Bytes THEHZ LI LT, BGPsec 7V 7
T—hAvE—=VFFELT N T XLITE > T 388 Bytes
M5 1188 Bytes IZ/d EEZXZ HNTWS. 7z, BGPsec
13 2016 ELE I 2 MA%, TNLAKE, BLEMNINL &%
BEAHEIZ I X T\ &, 2025 FEEIZEASE T & I
7o, REEBORI & £E > ECDSA-256 DEZL TR ZE FIH L
72 BGPsec V' — X DA EVHEEEMEET L IZEF LD
HLEKRLIZRLTWS., RBDAEY VA1 XE, 505k
BHROBEHIINTVWBIL—TFT 1 VT T—=TNRENSIN
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Algorithm 1 Setup

Algorithm 3 SeqAggSign

Ensure: 7 0—/N)L8T5 XA —& para

1: BERE 8T A =& (p,G,Gr,e) %4k
2: P+ G

3 Ny YAl H: {0,1} — G Z3#ER
4: para = (p,G,Gr,e, P, H)

Algorithm 2 UserKeyGen
Require: 270 —/\N)L)SF A —2X& para
Ensure: M sk, NG pk

10 B x + Z, 2R

2: X =zxP

3: sk=2z, pk=X

ezl —MERrogiHMEzRLTWS., ZOTFHIT
13, B ORIKER, Whba 7L — N2 EHT 3
BGPsec L —&X DA E Y HERIL 10G6B LA EIZE 5.

4. BERTIY S B

A fii T 1& Path Validation 2 [ J 7= Hr 7=
mEBHFANE L TCHERT 7V 7 — B4
(Bimodal Aggregate Signatures) % @ £ 3 5 . Z
NiEn NOBHEDTNTNH Uz n lD T — XIZEH
THEE, BT 7V 5= NIBIIREHT -V 21 &
FEBWELT 7D 5 — N[BT BT BN I N ESH
DEFE NS ZODOEMERREZAF TS HATHL. I
RO T 7V 5 — P ERHLEWART, BHF -V EEL
7 HER D BGPSEC DL ML, HWITMN LT = — V[
T OBLEND TR AVEE Z PR DR THRDBRE V.
PDARIZOHERLY 70 7 — N B DR Z RN 5.

ATATRUTICERET DML ELREZH NS, G,
Gr 2RBAEp 2RO TEH. 20L&, Wi
Bfe: GxG — Gr 3UTOFRMEEZFHEODGEHE T
5. ETMEBOUYV e GBETab e Z5 I2BWT,
e(alU,bV) = e(U,V)® L7225, T, [EBOERT PG
IZEWT, e(P,P)# 1g, 7%, ZZT, lg, dGr Lk
DEATE TS, BRI, RO U,V e GIZBEWT, 3
BN e(U,V) 23 BARETH 2. £/, ARTIEEG,
Gr LOMEHoSE (DLP) IR 95, Zor &,
BRORMZETZS G 2 WM LITY, TDNTA—XK
(p,G,Gr,e) MK /N5 A — X (pairing parameter)
bl L

E72, UFCTEHEFLHE IV —EREFS i 2FOH
DEFT L. ERDOBHIBII2BXAHEDEGE S L L, {E
O LT i BHOFEAHE X TOFLT = — VTS
TEBHEDEEE S, £T5. £z, XFHIHOERZ ||
EU, &<IT 8 BT 2 BAHE RO XFHIHE O %
ERED j 2T ||jes, TRT.

Algorithm 1-5 (2 X% 5l# 7 5. Algorithm 3 @ 2
THB LU Algorithm 5 @ 347H DMWY, ZThThE
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Require: 7’0 —/\)V para, WEH sk;, AR pk;, FX m; €
(0,1}, MBI A b L= {(pkj,m;)}jes, Bf o
Ensure: E% o, NAESEXY AN L = {(pkj,mj)}jes U

{(pkwml)}
1: L=0 O%&, oc=0 L#HE
2: ¢ = H (e(o, P) || pki || ms ||jes, (pk; || mj))
3:0=0c+z- H(c)

Algorithm 4 AggSign

Require: 7' 8 — N )V para, R B-F XYV AN 1 L =
{(pkj,m;)}jes, ABIEEFETY AR 2 Ly = {(pkj, mj)}es
EH lo1, B 202

Ensure: &% o, RFA-SEXY AN L =

1: o =01+ 02

L1U Ly

Algorithm 5 Verify

Require: 7' 0 — N )V para, A B #-F XV A N L =
{(pkj, mj)}jes, FH o

Ensure: True or False

P ERD e S ITBWT pk; % X; & U TR

: BTO (pki,m;) €S BWH\NMI RS D HER

Wiy = H ((jes e(ess X)) [ pks || ma lljes, (k| my)

e(0, P) = [l s e(H(e:), Xi) #H D Lo heR

: return [ OMERNTE 245 True, T 5 THRWVWAS, False

HF—VITHYT S, KOEEICIE o 3E#RERLTE
D, Algorithm 3 @ e(o, P) & Algorithm 5 @ e(c;, X;)
BENTNELDOWMIEA DK E R EEFEITHIGLTWS
INFEBEL L ZOMERZ ZNE Ny ¥ aBBIZ AT
52eT, BHFz—VEMBELTWS I L2ERT 5.
Tbb, o ZIEMLEELTH, WIEd 5 e(c, X;) 2
AEATHET LI TELATF = —VARDPBRTES. 2
&Y, BREIZEBEBLT = — v LEBRILZ L B H.
WIS U 72 B2 DIEMED LT E 5.

Algorithm 1-5 IZEE# L7z A RO ZLeMiE, ANz
EFRELAPEITD Z LW EETH B, MEOEE E, M
FEET B0, TV X LAT 7 IVETFIVIZENT CDH ARE
DR THEARHRETH D Z EDFEHTE S,

5. REFE

BT D BGPsec M PATH Validation DHARIZEDWT,
BGPsec (BT D AE Y HEBEOHIKZK D, Fi7z7w b
:)lz%%ﬁk?‘é.

Pz 7m b AN H o REEILEDA A—VER 51T
AT, BHEEAS BZELETY TF— b A vk —VIZE
FNBHHELEREME L, Algorithm 5 THILZ1TS.
T D%, YELRE L ZELUZETEHIIN L Algorithm3
EEUT, FenBROEREENETS. TOBEBLER
D AS NEET B, 7z, $L5 ORIGIN 2R DRI Z(E
- RREEEHR e T OBHICELTIE, ERUAZFETESE
R L 72%%, Algorithm4 2@ U CEXFALE2ENT 5.
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AS1
192.0.2.0/24

192.0.2.0/24
AS1
SeqAggSign,{192.0.2.0/24, AS2, AS1}

AS2
192.0.2.0/24
AS2 AS1
Aggsign.{
SeqAggsign,,
SeqAggSign,{192.0.2.8/24, AS3, AS2, ASl}
)
AS3
192.0.2.0/24
AS3 AS2 Asl
Aggsign,{
Aggsigni,
SegAggSign,;{192.0.2.0/24, AS4, AS3, AS2, AS1}

AS4
5 REFIRICE T BRELE
o e oo +
| signature_Block Length (2 octets) |
T T TR T EEEREE T +
| Algorithm Suite Identifier (1 octet) |
e e L TR PP +
| signature Length (2 octets) |
T T R L LT TR +
| Signature (variable) |
e e L R PP +
| Subject Key Identifier Segments(SKIs) (variable) |
e e L TR +

6 # L\ Signature Block Format

PAN I BRI 78RR DWW TR R B

BGPsec T/E#% X 17z Signature Segment Format I,
20 Bytes ® Subject Key Identifier (SKI), 2 Bytes
® Signature Length 5 & O'A[Z KD Signature 7 5 ki
MENTWS., HEOBFBAXADFILZEEET 572012, SKI
D4 % JSL U7z SKI Segment (20 Bytes) & L CEFH
LU, # L\ Signature_Block Format %[X 6 IZ/RT.

B4 R Algorithm 1-5 Z#H$ 5. Z 2 CHEE
MDD, FXmiEdonUOHETSLDOTIEEZL,
ZELETYITF— Ay Ee—VOEREZFMALTCH
WRT2LDTHY, MAITRINTVET—XFIN5
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