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Defence against the Attack to Tor Network
by Inserts of Random Graphics from Hidden Server
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Abstract: In recent years, an anonymous communication system “Tor” that prevents attacker from identi-
fying web sites accessed by users is becoming widely used. However, network attack techniques against the
anonymity are gradually evolving. As one of the attack techniques, Web Fingerprinting Attack that identifies
user’s accessing web sites by observation of packets which pass through in the Tor network is becoming a
threat. In this paper, we discuss the defense techniques against Web Fingerprinting Attack in Tor Network.
We observed packets from Tor Hidden Service and invented the technique that enable Tor Hidden Service
to vary packet quantity from Tor HTTP server each time the users access. The defense technique varying
the packet’s quantity uses graphics like banner ad. We attempt to decrease the effect of Web Fingerprinting
Attack by the random graphical noise from Tor server.
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Ways to UnMask Tor Users without Cracking Encryption
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EOR/MEEZT 7 ANV NBELDEMERIZLT, /A4 AN
R—VEBEPT L X OBEKEEDL EVZHENFRTE S,
LU/ A RAREEZRELTEIEERY N =2 &MAE
U, WHEEOET»SHER Web 75w YV 7 H3E
bbb, TOLIB M —=RA 7 2R TELIRESL
{LEERNE2BETIHENVATFLORED 1 OTH 5,
INEMIRTZFED1 DL LT, T7ALbIVTF Y
ERUNER A XWiG e OROEWORRYE, KX —V
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R—VDERITRN ) A XERIIN U TRE O R THI
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Fig. 11 ROC curve of similarity ratio (VPS2)
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