Computer Security Symposium 2018
22 - 25 October 2018

Type-1—fi%{t Feistel B 5 ICN§ 2 2 F# 5 HEDHERE

e wl! A !

BEE : — (b Feistel 51X 70y JIESOBKIED 1 DTH Y, MABREEIGFETS. n ¥y bDOT Y
VREEDS dn €y b (d>2) DTuy IS ERKT 5, Type-1 XU Type-2 —f#{t Feistel 512
DWTC, Dong, Li, Wang l3& Tl e, 2z HW-& T#RAIEKE %R U7 [eprint 2017/1249].
AFETIE, 792 KL U T@EHEZ AWz Type-1 —f## (b Feistel B 5 (2 2\WT, Dong 5D 2d—1 57
VNBRTHIEEENRL, 3d—3 77 Y NETHINENPIETH S Z L E2RT.

F—7— R . —f%4k Feistel B%5, Simon @7 I/LIT V) XL, BFiHRAIKE

Improved Quantum Distinguishing Attacks
on Type-1 Generalized Feistel Ciphers
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Abstract: A Generalized Feistel Cipher is one of the methods to construct a block cipher, and it has several
variants. Dong, Li, and Wang showed quantum distinguishing attacks and quantum key-recovery attacks
against Type-1 and Type-2 Generalized Feistel Ciphers, which are dn-bit (d > 2) block ciphers that use an
n-bit round function [eprint 2017/1249]. In this paper, we consider Type-1 Generalized Feistel Ciphers that
use a permutation as the round function. We improve the (2d — 1)-round quantum distinguishing attacks by
Dong et al. and we show that (3d — 3)-round quantum distinguishing attacks are possible.
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