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Proposal and Evaluation of Personal Authentication Method
Combining Mouse Operation and Number Plate
with Shoulder Surfing Resistance

Kensuke Sakamoto'! Makoto Nagatomo'' Naonobu Okazaki’? Mirang Park'!

Abstract: Currently, personal authentication has been used in various places such as in an office and cyber cafe. Password au-
thentication using keyboard is one of general methods, but the leakage of authentication information is easy to happen by shoulder
surfing or recording. On the other hand, biometric authentication is an alternative. For example, in the case of fingerprint authen-
tication, a fingerprint sensor is necessary, but shared PCs do not equip it. In this paper, we propose an authentication method that
has shoulder surfing resistance, can be used with shared PCs and in various places. Specifically, authentication can be done by
operating a mouse on the cell of the number plate displayed on the screen. This method is considered to have the resistance of
shoulder surfing or recording by hiding the mouse operation under the desk. We also implement the proposed method, and conduct
the experiment on usability evaluation by questionnaire in order to confirm shoulder-surfing resistance and reduction of authenti-
cation time by repeating. As a result, average authentication time was about 10 seconds and there were no cases of leakage of all
authentication information by shoulder surfing.
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