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A Lightweight Markup Language for Graph Description 
towards Threat Information Sharing 

 

Mayo YAMASAKI†1 
 

Abstract: To share structured threat information, standardized formats such as STIX and MISP have been proposed. However, it 
is hard to describe them manually because these formats are designed to mainly share between machines. To tackle this problem, 
this paper proposes a lightweight markup language for graph description that is easy to read and write for both humans and 
machines. In the proposed method, by preliminarily sharing the schema of the graph with a low update frequency, graph-structured 
data for each document can be described as a lightweight markup language. I show that threat information compliant with STIX 
2.0 can be described by using the proposed method. Further, I experimentally demonstrate that the proposed method can describe 
threat information with 2% editing cost compared to STIX in JSON and 19% cost compared with the DOT language. 
 
Keywords: Threat Intelligence, Graph Description Language, Lightweight Markup Language, Knowledge Representation 

 

1. ����   

� Õ¯F>Y[I7BVYMI7�$ƉĿ¸Õ¯4�ð�

1ÒňÔ
È�ŕġ�2��0ƉSTIX(Structured Threat 
Information eXpression)[ 1 ] - MISP(Malware Information 
Sharing Platform)[2]Ĭ#ùŨ�ÍÊ
àö�2��1Ɗ��
��#aç�Ɖ60%#Ķĺ
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@ZOőť#�+#šŮU`?6HQŏŖ4àö�1Ɗà
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Õ¯4šŮU`?6HQŏŖ���őť��1.E>`U
$ƉŬĕƂ®"¡3��¼ļ��ſċ#Ħ��Ɖ�2/#

ű"Ø0Ī�Ť��1Ɗ Figure 1"àöŏŖ".1Ŀ¸Õ

¯#őťv4Ĥ�ƊE>`U���ƉU\9:64Ö¦�

1ſċ#Ħ� malware �øġÞû# IPv4 6L]E4Ö¦
�1ſċ#Ħ� ioc-ipv4��2/#ű"Ť indicates
¼ļ

�2��1��1Ɗſċ$”[ſċ£]{ſċ#Ħ�}”#ú"
őť�ƉĩŃ���/2�Ăł�#��#ſċ"ƉE>`

U�¼ļ�2��1��#Ť
Ø0Ī���4o¼�1Ɗ

�#o¼".0ƉFigure 1 "Ĥ�@ZO4Ą¼Ĝ"Û��
�1Ɗ 
� òĢĨ#ŝđ$þ#ŧ0��1Ɗ 
l jű�ü÷#�ç"���ŗ)í��-��Ɖ@Z

Oőť#�+#šŮU`?6HQŏŖ4àö�1Ɗ  
l STIX 2.0ĊÜ#Ŀ¸Õ¯4ƉàöŏŖ4ĕ��őť

��1��4ƉE>`U�²áŉ���"Ĥ�Ɗ 
l ùŨ�Õ¯#tØBEK4ăŢ�1�+"ƉŔw½

Ɔ4½è��ƊăŢ#ķôƉé»#@ZOőťŏŖ

DOT[5]�ăŢ�� 19%ƉJSON[a]ÍÊ# STIX�ăŢ
�� 2%#åºĹŸŮ� STIXĊÜ#Ŀ¸Õ¯4tØ
��1��4Ĥ�Ɗ 
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Figure 1 àöŏŖ4ĕ��őť��Ŀ¸Õ¯#v 

 

2. �Fqr 

� é»#@ZOőťŏŖ"$ DOTŏŖ-ƉXML 4ĕ��
őť�1 GXL[6]ƉGraphML[7]Ĭ
�1Ɗ�2/#ŏŖĕ
��°¡Ɖjű
ŗ)í��-��åí�$ĐĪ��çą

�Ɖåī�/Ñ/21ùŨ�Õ¯4őť�1Òň
�1Ɗ 
Figure 1�¢�@ZOùŨ#Õ¯4ƉDOTŏŖ4ĕ��ő
ť��v4nd"Ĥ�Ɗ 

� (� RDF(Resource Description Framework)[8]�$ƉgŖƉ
ťŖƉĝĜŖ#K[Q\�@ZO4Ņē�1Ɗ�sĜ!ő

ťÍÊ"$ƉXML- JSONƉI>EKÍÊ# N-TriplesƉŗ
)í�#�-��4Ľ×�� TurtleĬ
�1ƊRDF"��
�,ƉDOTĬ#@ZOőťŏŖ�¢ú#©Ƅ
�1Ɗ 
� jű
ŗ)í��-��šŮU`?6HQŏŖ���$Ɖ

Markdown[9][10]- reStructuredText[11]Ĭ
�0ƉHTMLĬ
#ùŨ�ÍÊ&#²á"È�ĕ�/2��1Ɗ�2/#š

ŮU`?6HQŏŖ�$Ɖĭóí�-Ņ! #ıê!ùŨ

4åíf"őť�1��$��1
Ɖ@ZOùŨ#Õ¯4

őť�1��
��!�Ɗ 
� òĢĨ�$Ɖjű
ŗ)í��-��šŮU`?6HQ

ŏŖ���Ɖåíf"@ZOùŨ#Õ¯4őť�1Úą4

àö�1Ɗ 

3. `f�� 

3.1 g� 

� àöŏŖ�$Ɖåíf"@ZOùŨ#Õ¯4őť�1�

+"Ɖſċ"Ų�1Õ¯4”[ſċ£]{ſċ#Ħ�}”#ú"
őť��åí�ƉſċĦ�ű"Ť4¼ļ��E>`U�4

�ź���1Ɗ�2"�
�ƉàöŏŖ�$Ɖnd# 2�
#�Ŵ4Œ���1Ɗ 
l ſċĦ�ű"Ø0Ī�Ť$Ƈ�a���1Ɗ 
l E>`U�Ť
¼ļ�2��1°¡Ɖ¢aĂł�"�

1��#ſċ"���Ɖ�#Ť
Ø0Ī�Ɗ 
v
% Figure 1�$Ɖ2�#ſċĦ�(malwareƉioc-ipv4)�
1�#Ť(indicates)
¼ļ�2�E>`U4ĕ��Ɖåí4
őť���1ƊTable 1"Ń�/�&#ð¤Ť���ƉE>
`U4Ĥ�Ɗ 
 

Table 1� Figure 1"��1@ZO#E>`U 
 malware ioc-ipv4 

malware - - 
ioc-ipv4 indicates - 

 
� Ť#Õ¯4åíf"me�!��+ƉĄ¼Ĝ"@ZOù

Ũ#Õ¯4Û��1�+"$Ɖſċ#Ħ�ű"Ø0Ī�Ť

$Ƈ�a��!�2%!/!�ƊÐ��ƉTable 1#E>`
U�$ ioc-ipv4�/ malware&#Ť indicates4¼ļ���

1�+Ɖ�2�$�" malware �/ ioc-ipv4 &#Ť$¼ļ

��!�ƊSTIX 2.0Ĭ#@ZOùŨ�$Ɖ�1Ħ�#ſċ
ű"Ňä#Ť
Ø0Ī���
�1
Ɖſċ#Ħ�4��

�1���ƉØ0Ī�Ť4Ƈ�a�"�1��
��1Ɗ 
� (�Ɖa�#åí"Ňä#@ZOùŨ#Õ¯4őť��

�°¡
�1Ɗ�#�+ƉE>`U�Ť
¼ļ�2��1

°¡$Ɖ¢aĂł�"�1��#ſċ"���Ɖ�#Ť


Ø0Ī���4o¼���1ƊFigure 1�$Ɖ2�#Ăł"
åí4��1���Ɖ2 �#@ZO4Ņē���1ƊĂł

��/2��!�°¡Ɖ��# ioc-ipv4 � malware ű"

Ųy indicates 
ØĪ�1Ɗv
%Ɖ ”192.168.0.1	�
/”EvilTrojan”&#Ųy
ØĪ�1Ɗ 
� �#.	"ƉàöŏŖ4ĕ�1°¡Ɖőť�1@ZO#

E>`U�ƉĂł#��ç"���ćÖ
Òň��1Ɗq

�Ɖé»#@ZOőťŏŖ- STIX 4�ĕ�1°¡"��
�,ƉÕ¯#ùŨ-±ė"���ćÖ
Òň��1Ɗ  

digraph G { 
  a [label = "malware:EvilRat"]; 
  b [label = "malware:EvilTrojan"] 
  c [label = "malware:Trojan.EvilRansom"] 
  d [label = "ioc-ipv4:192.168.0.0"]; 
  e [label = "ioc-ipv4:192.168.0.1"]; 
  a -> d [label = "indicates"]; 
  b -> d [label = "indicates"]; 
  c -> e [label = "indicates"]; 

} 
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3.2 bj 

3.2.1 i} 
� Ăł$ 1 �nc#Ń��0Ɖ1 �nc#ĩŃ���/2
1Ɗĩěåº(�$GPåº��4¥*Ń$ĩŃ��1Ɗ 
3.2.2 �l 
� @ZO#ſċ$Ɖſċ£�ſċÕ¯�/ùØ�21Ɗſ

ċ$nd#ŉ�4ĉ��Ɗ 
l ſċ$Ɖſċ£4ª*ŎÝË”[]”�Ɖ�2"ũĸ��

ſċÕ¯4ª*ĆÝË”{}”��1Ɗ 
l ſċ
�2¹"őť�2��1°¡Ɖï,�|#¼ļ


uĕ�21Ɗ 
l ŎÝË��$ƉNH?EZHCYåº�;EA`Q�

2��1�ƉŎÝË
S6�u32��1°¡"#)Ɖ

ŎÝË
uĕ��1ƊĆÝË"���,¢ú��1Ɗ 
l ſċÕ¯$ſċ#Ħ�(�$Ɖ��0åº”,”���/

2�ſċ#Ħ��ſċ#ÂÔ��1Ɗ(�Ɖ��0å

º�Ï#ĩěåº�GPåº$�ŵ�21Ɗ 
� nd"ſċ#v4Ĥ�Ɗ 

� aŃĝ$Ɖſċ£
"name a"�Ħ�
"type1"ƉÂÔ$ğ
Ę�2��1ƊiŃĝ$Ɖſċ£
"name b"�Ħ�
"type 
2"ƉÂÔ
"attr-name:attr-value"��1ƊbŃĝ$Ɖſċ£

"c"�Ħ�
”typel-3"ƉÂÔ
" attr-1, attr-2"��1Ɗ 
3.2.3 � 
� Ť$ƉE>`U".1Ť#Þ¼
!�°¡$Ɖ¢aĂł

"�1��#ſċű"��a���Ş/21Ɗ 
E>`U".0Ť
 1�nc¼ļ�2��1°¡$ƉE

>`U"¼ļ�2��1Ť"Ð�Ɖ¢aĂł"�1��#

ſċű"Ť
Ş/21Ɗ 
3.2.4 .*@7 
E>`U$ƉàöŏŖ�őť�2�åí�$ę!1ç

ą�őť��ð�1ƊE>`U�$Ɖſċ#Ħ���2/

#ű#Ť4¼ļ�1ƊE>`U$nd#ŉ�4ĉ��Ɗ 
l ſċ#Ħ�$åº��¼ļ�21Ɗ 
l ſċ#Ħ�"ĆÝË”{}”4ĕ�1°¡ƉNH?EZH

CYåº�;EA`Q�2��1�ƉĆÝË
S6�

u32��1Òň
�1Ɗ 
l pÖ#ſċĦ�ű"¼ļ�2��1Ť$ƉƇ�a��

�1Ɗ 
l Ť"$ƉŤ#ç¤�Ť#£ĥ4Ņ�åº�(ZR\)4

me��,.�Ɗ 

4. `f����! STIX 2.0��� 

4.1 STIX 2.0�g� 

� STIX 2.0 $ƉĿ¸Õ¯4őť�1�+#ŏŖ��0Ɖ

JSON ÍÊ#J`G���őť��1ƊSTIX �$Ɖ

SDO(STIX Domain Object)�§%21ſċ�ƉSRO(STIX 
Relationship Object)�§%21Ť4ĕ��Õ¯4Ņē�1Ɗ 
� SDO � SRO "$Ňä#ÂÔ
�0ƉÂÔ£�ÂÔ{�
/Ø1ƊÂÔ{"$ƉJSON #{(ä{Ɖåº�ƉĠ}{Ɖ
ŭ�Ɖkey-value ­#=PD:?K)
g"ĕ�/21
Ɖ
Indicator SDO# patternÂÔ#ú"ƉĐŁ#åą�őť�1
ÂÔ{,»«�1Ɗ(�ƉÒƁ#ÂÔ�ÒƁ�!�ÂÔ


»«�1Ɗ 
� STIX 2.04ĕ�� Figure 1#Ŀ¸Õ¯#őť$�Ű��
1�+Ɖ”EvilRat”U\9:6#őťv#)4nd"Ĥ�Ɗ  

4.2 STIX 2.0����.*@7 

4.2.1 �l�Sx 
� ſċ"$ƉSDO#Ħ�4ĕ�1Ɗſċ#aŌ�ƉSDO"
²á��ŷ"ĕ�1 ÂÔ#�ñ{4 Table 2"Ĥ�ƊTable 
2#”${NAME}”$ſċ£Ɖ”${NOW}”$ SDO"²á��ë
ċ#ë���1Ɗ(� Table 2# *1�Ĥ�ſċ#Ħ��$Ɖ
ÂÔ first_observedƉlast_observedƉnumber_observed#�ñ{��

� observed-data#Ń�Ĥ��ñ{4ĕ�1Ɗ*2�Ĥ�ÂÔ
object_refs#�ñ{$Ɖ¢aĂł�#��# SDO4ĕ�1Ɗ 
� ſċĦ�#����$ƉSDO#Ħ��a¿a"¿Ó��
�!�ƊSRO�$ƉThreat Actor� Identity�#ű"ƉûĜ
(targets), ņ	¿Ŝ(impersonates)ƉÆÂ(attributed-to)# 3 Ħ
ƅ#Ųy
¼ļ�2��1�+Ɖſċ#Ħ�ű"Ø0Ī�

Ť$Ƈ�a��!�2%!/!���	�ĳ4ĉ���

+"ƉIdentity4 3�#ſċĦ�"�����1Ɗ 
� (�Malware"���$ƉMalware�/MalwareŁŠ&
#Ųy varient-of
 SRO��¨a¼ļ�2��1Ɗ¢aĂ
ł"Ňäz# Malware 4őť�1°¡" varient-of #Ųy
$Ø0Ī�!���
´��+ƉĂł4���1Òň
�

��Ɗ�#�+�xÔ4¤c��1�+"Ɖvarient-of4Ņ
�ſċĦ� original-malware4æ�"Ŧ���Ɗ 
� ïÏ"ƉIndicator� Observed DataƉVulnerability"$Ɖő
ťŉ�
ŇŹ�őť
ĎŹ"!1ÂÔ
»«�1�+ƉĲ

ńùå"ĞÌ�1ſċĦ�4Ŧ���Ɗv
%Ɖioc-ipv4Ɖ

ipv4ƉcveĬ4ſċĦ����æ�"Ŧ���Ɗ

[name a]{type1} 
[name b]{type 2, attr-name:attr-value} 
[name[c]{type-3, , attr-1, attr-2}]{type-4} 
 

{ 
    "type": "malware", 
    "id": "malware--395237ba-9175-47ed-… ", 
    "created": "2018-08-16T01:00:17.017Z", 
    "modified": "2018-08-16T01:00:17.017Z", 
    "name": "evilrat", 
    "labels": [ 

"unknown" 
] 

} 
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Table 2 STIXőťĕE>`U#ſċaŌ 
SDO ſċ#Ħ� SDOÂÔ#�ñ{ 

Attack Pattern attack-pattern name=${NAME} 
Campaign campaign name=${NAME} 

Course of Action coa name=${NAME} 

Identity 
victim name=${NAME}, identity_class=” unknown”, labels=[“unknown”] 

criminal name=${NAME}, identity_class=” unknown”, labels=[“unknown”] 
persona name=${NAME}, identity_class=” unknown”, labels=[“unknown”] 

Indicator 

ioc pattern=${NAME}, labels=[“unknown”] 
ioc-as-number pattern="[autonomous-system:number=${NAME}]", labels=[“unknown”] 
ioc-directory pattern="[directory:path=${NAME}]", labels=[“unknown”] 

ioc-domain-name pattern="[domain-name:value=${NAME}]", labels=[“unknown”] 
ioc-email-addr pattern="[email-addr:vlaue=${NAME}]", labels=[“unknown”] 
ioc-file-name pattern="[file:name=${NAME}]", labels=[“unknown”] 

ioc-file-sha256 pattern="[file:hashes.'SHA-256'=${NAME}], labels=[“unknown”] 
ioc-file-md5 pattern="[file:hashes.'MD5'=${NAME}]", labels=[“unknown”] 

ioc-ipv4 pattern="[ipv4-addr:vlaue=${NAME}]", labels=[“unknown”] 
ioc-ipv6 pattern="[ipv6-addr:vlaue=${NAME}]” , labels=[“unknown”] 

ioc-mac-addr pattern="[mac-addr:vlaue=${NAME}]", labels=[“unknown”] 
ioc-mutex pattern="[mutex:name=${NAME}]", labels=[“unknown”] 

ioc-process-name pattern="[process:name=${NAME}]", labels=[“unknown”] 
ioc-process-id pattern="[process:pid=${NAME}]", labels=[“unknown”] 

ioc-url pattern="[url:vlaue=${NAME}]", labels=[“unknown”] 
ioc-user-id pattern="[user-account:user_id=${NAME}]", labels=[“unknown”] 

ioc-registry-key pattern="[windows-registry-key:key=${NAME}]", labels=[“unknown”] 
ioc-x509-ca pattern="[x509-certificate:issuer=${NAME}]", labels=[“unknown”] 

ioc-x509-serial pattern="[x509-certificate:serial_number=${NAME}]", labels=[“unknown”] 
Intrusion Set intrusion-set name=${NAME} 

Malware 
malware name=${NAME}, labels=[“unknown”] 

original-malware name=${NAME}, labels=[“unknown”] 

Observed Data 

observed-data objects=${NAME}, first_observed=${NOW}, last_observed=${NOW}, 
number_observed=1 

as-number objects={"0":{"type":"autonomous-system","number": "${NAME}"}}, *1 
directory objects={"0":{"type":"directory","path": "${NAME}"}}, *1 

domain-name objects={"0":{"type":"domain-name","value": "${NAME}"}} 
email-addr objects={"0":{"type":"email-addr","value": "${NAME}"}}, *1 
file-name objects={"0":{"type":"file","name": "${NAME}"}}, *1 

file-sha256 objects={"0":{"type":"file","hashes": { "SHA-256": "${NAME}"}}}, *1 
file-md5 objects={"0":{"type":"file","hashes": { "MD5": "${NAME}"}}}, *1 

ipv4 objects={"0":{"type":"ipv4-addr","value": "${NAME}"}}, *1 
ipv6 objects={"0":{"type":"ipv6-addr","value": "${NAME}"}}, *1 

mac-addr objects={"0":{"type":"mac-addr","value": "${NAME}"}}, *1 
mutex objects={"0":{"type":"mutex","name": "${NAME}"}}, *1 

process-name objects={"0":{"type":"process","name": "${NAME}"}}, *1 
process-id objects={"0":{"type":"process","id": "${NAME}"}}, *1 

url objects={"0":{"type":"url","value": "${NAME}"}}, *1 
user-id objects={"0":{"type":"user-account","user_id": "${NAME}"}}, *1 

registry-key objects={"0":{"type":"windows-registry-key","key": "${NAME}"}}, *1 
x509-ca objects={"0":{"type":"x509-certificate","issuer": "${NAME}"}}, *1 

x509-serial objects={"0":{"type":"x509-certificate","serial_number": "${NAME}"}}, *1 
Report report name=${NAME}, labels=[“unknown”], published=${NOW}, object_refs*2 

Threat Actor threat-actor name=${NAME}, labels=[“unknown”] 
Tool tool name=${NAME}, labels=[“unknown”] 

Vulnerability 
vulnerability name=${NAME} 

cve name=${NAME}, external_references=[{"source_name": "cve", "external_id": 
${NAME}}] 
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4.2.2 ��Sx 
� Table 3"ſċĦ�ű#ð¤Ť#¼ļ4Ĥ�ƊTable 3�$
·ċ�ĵċ#��#Ķ"¿��ƉŤ4¼ļ���1Ɗ(� 
SDO #Ħ�4őţ���1°¡$Ɖ�# SDO Ħ�"¿Ó
�1��#ſċĦ�"¿��Ť4¼ļ���1,#��1Ɗ 
 

Table 3� STIXőťĕE>`U#ŤaŌ 

Ť ·ċ#ſċĦ
�(�$ SDO 

ĵċ#ſċĦ� 
(�$ SDO 

targets 

attack-pattern, 
campaign, 

intrusion-set, 
threat-actor, 
malware, tool 

Vulnerability, victim 

uses attack-pattern malware, tool 

uses 
campaign, 

intrusion-set, 
threat-actor 

attack-pattern, malware, 
tool 

uses malware tool 
attributed-to campaign intrusion-set, threat-actor 
attributed-to intrusion-set threat-actor 
attributed-to threat-actor criminal 

mitigates coa attack-pattern, malware, 
tool, Vulnerability 

indicates Indicator 
attack-pattern, campaign, 
intrusion-set, threat-actor, 

malware, tool 
variant-of malware original-malware 

impersonates threat-actor persona 

object-refs report 

attack-pattern, campaign, 
coa, victim, Indicator, 

intrusion-set, malware, 
Observed Data, report, 

threat-actor, tool, 
Vulnerability 

with ioc-file-name ioc-file-sha256, ioc-file-
md5 

with file-name file-sha256, file-md5 
with ioc-x509-ca ioc-x509-serial 
with x509-ca x509-serial 

with ioc-process-
name ioc-process-id 

with process-name process-id 
 
� SRO"¼ļ�2��!�Ųy���Ɖ”object-refs”�“with”
4æ�"Ŧ���Ɗ”object-refs”$ Report#ÂÔ��0Ɖ{
��� SDO# ID#ŭ�4�1�+ƉSDOű#Ųy4Ö¦
�1Ɗ“with”$ƉIndicator� Observed Data#Ĳńùå#�Ɖ
Ķ)¡3��ĕ�1°¡
´�ſċĦ�ű"¼ļ��Ɗ 

4.3 STIX 2.0��Qa 

� àöŏŖ".0őť�2�åí�ƉTable 2� 3�Ĥ��
E>`U�/Ɖ@ZOùŨ#Õ¯4Û�� STIX 2.0&#²
á4Ń��ƊſċÂÔ#åº�$ƉKHQ]R\
”{}”4
ğĘ�� key-value­#=PD:?K�·(1 flow style#
YAML[b]�őť�2��1,#��ƉſċÂÔ4 SDO#Â
Ô"²á�1Ɗ 

                                                             
b http://yaml.org/spec/1.2/spec.html 

� (�Ɖ¢aåí�"»«�1ſċ#�Ɖſċ£�ſċĦ

�#Ķ
Ĭ��ſċ$¢a#ſċ�)!�ķ¡��Ɗ 
� ��#ſċ�Ųy4¥*åí4őť�ƉSTIX 2.0&#²
á4Ń��Ɗ���2� STIXÕ¯4ƉSTIX Validator[c]4
ĕ��øœ�Ɖlú"ĊÜ���1��4ģŕ��Ɗ 

5. �ET� 

� àöŏŖ
åíőť"e
1Îž#Ŕw�Ɖé»#@Z

OőťŏŖ�#őťBEK#ăŢ4Ń	�+"ƉŔwĕ#
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