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Automated indicators collection and attack detection using
STIX2.0/TAXII2.0

MARIKO FujiMoTo! WATARU MATSUDA! TAKUHO MITSUNAGA?!

Abstract: In detection of targeted attacks, indicators such as C2 server and IP address information can be
useful. Information sharing scheme has been developed globally during the past years. A standardized for-
mat for describing cyber threat information called STIX, and transport mechanism for STIX called TAXII
are getting popular to automate indicator handling. Shared information, in other words practical use of
indicators serves two purposes: detecting malicious communication that occurred in the past and preparing
for future attacks. For effective detection utilizing STIX, it is necessary to collect STIX format indicators in
a timely manner and compare them with logs in the organization. In this research, we propose an effective
method which collects STIX 2.0 indicators automatically with TAXII, compares indicators with proxy logs,
and analyzes them on Elastic Stack, an open source log analysis engine.
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eXpression)[2] &, STIX % #&MHA T H BRI LS 5 72
b DIFHE(AR T H 5 TAXII(Trusted Automated eXchange
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Fig. 1 Step of the targeted attack
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*1 JavaScript Object Notation: JavaScript DA 7Y =2 D
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Fig. 2 An example on exchanging STIX among organizations
using TAXII
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2.1 BEEYRTLDOBLEN

STIX/TAXII %G U 7= BN B 1) B3I DWW T
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o TAXIIIZ &5 STIX D EHEINE
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BT S EAREE LT, MRIDO XA I Vv JHT 5

PETFONE. A VT 14 75— RERWEZHERAIZENT
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(1) A YT AT —REEW A VT« r— R EZE LK
&, AT 47— RITEET HRENBEL TR
DEMRT BT, ZELEA VT r—X ik
DT ERETHELENDD. fBkIhd1 VT4
T—ROEMBWEMU 7256, 1T 17— XZEHE,
FREOHEMIZE > THEIZH 72 RET 5 Z & 138
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Fig. 3 Problems on the detection timing
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Fy MADBEDOFERED Y TR A LRANTFEBITE S
D, AT AT —=RZERIZY TIVRA DTEWRA I
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4.1 REVRAFTLOHBE

2 BT E RIS 5 72012, ABI%ETIE, TAXII
2.0 T STIX 2.0 IBRD A > F 1 r— & % HEIHNITIY
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MRANMRENT 2 FEE2RET 2 (K 5). BEFETIE, 7
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ftxnTWwWB o s - A LY —)LTH B Elastic Stack
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Fig. 5 Summary of the proposed method
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Fig. 6 Real-time detection when receiving indicators
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Fig. 7 Redution of the incident response time by the method

4.2 REVRATLDERK

REVATLOEREFR 112, #EkEX 812”7 . Elastic
Stack 1&, 2 XME T YV TH % Elasticsearch, A4k
Y —)V T % Kibana, HZ &/8X—A L, LR E%E4TS
W —)VTdH5 Logstash, 177 7 A VAT —Y =V T
» % Filebeat 7 ¥ TR I N 5.

R 1 RBEVAT LD
Table 1 Structure of the proposed method

oS/ vV7rozxy N—=Ta v
oS CentOS7.1.1503
Elasticsearch 5.6.4
a7 =N Logstash 5.6.4
Kibana 5.6.4
cti-taxii-client -
Python 3.6
OS CentOS7.1.1503
Proxy server Squid 3.3
Filebeat*4 5.5.1
cti-taxii-server -
TAXII ¥ — medallion 0.1.0
Python 2.7.5
oS CentOS7.1.1503

4.3 TAXII R/ STIX BEUNE DM

AfiTlE, STIX ERONEL HELT 2 HMADIFLE
HROFMIZOWTHERAR S,

TAXIT ZHY — A2 4T 2 TAXII =N Zh 6D
Y- 22HMHT S TAXII 7 54 7 >~ b CTHEBEI NS,
4.3.1 TAXII H#—N

TAXII ¥ —N1F, STIX [HmEEFEHRL, 2056127
IX AT BEEZDDOY - A%REMT S Web Y —NThH 5.
TAXIIWXZ 54T Y MY —NBDYAF LT, 27147~
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Fig. 8 Structure of the proposed method

R A%RTZ LT, TAXUY—CRAZFHTE I AT
& 5. £ 213F TAXIL B — DM 5 REM Y — 2
DflTH 5.

TAXII Y —VERAZBENWT, 77147V MY —=nNTHY
o INnsdAy+—YFHTTP/HTTPS 1T, REST API
ZffioTiiboNsd. K9 I1d TAXIL ¥ — ¥ A (Get Objects
Y—ER) TROMY INEA v -V DHITHS.

« UZJIZPMXAwtz—=: Data collection®ID. 1RZFEZM2ERIEE U TSTIXEE

KID
GET Japi2/collections/9927b528-80eb-42ed-a74d- = Data CollectiondID
c6fbd5a26999/objects/?match%5Bfilters%5D=match%5Btype%5D HTTP/1.1 <:| 42,
Host: 192.168.2.134:5000 AT

User-Agent: python-requests/2.12.4
Accept-Encoding: gzip, deflate

Accept: application/vnd.oasis.stix+json; version=2.0
Connection: keep-alive

Authorization: Basic d)(N\cJEGUGcmCidvchx

. 1!//17\7!‘{/7\% vtz— IBE UMY F I BSTIX 2.0RDF —F RS

HTTP/1.0 200 OK

Content-Type: application/vnd.oasis.stix+json; version=2.0

Content-Length: 141505 ST Y F I BSTIX 2.0FRDT— 4
Server: Werkzeug/0.11.15 Python/3.6.0

Date: Mon, 12 Feb 2018 09:52:40 GMT

{"id": "bundle--208adf97-e610-4379-896e-| b648887bbce4 “objects™: [{"created": "2017-01-
27T13:49:53.997Z", "description”: "Poison Ivy", " "malware-- fdd60b30 b67c-11e3-I b0b9 f01faf20d111".
Iabels ["remote-access-trojan"], "modified": "2017-01-: R
e": "malware"}, {"
cb97035a1ade "labels": ["file-hash- watchllst
hash for Poison lvy variant", "pattern™: " |Ie:hashes.SHA-256 =
'ef53725c895bfa782526529a9b63d972a631564d5d789¢c2b765448c8635b6C’]”, ™

" "|nd|cator a932fccs 9032 17Sc 126f

"valid from": "2014-05-08T09:00:00.000000Z"}, ......

9 TAXII ¥—E A (Get Objects) DA vt — T D
Fig. 9 An Example of TAXII service message(Get Objects)

TAXIT Y —NORE 2 BT 27200 EH DY 7 v v
TTHFAET B 0%, ARIFETIE TAXIT 2.0 IZHIELTH
D, OASIS TC AL TWAA—7 Y —AD TAXII
2 Server Library[12] Z H\\5%

4.3.2 TAXII 724 TF7>V b

TAXII ¥ —1N\%2 A LT, TAXII V—E A%2FHL, STIX
HRERMTHZ LV RRA b DI %2 TAXII 27 94T
YHEER, TAXII 7 5407 > MZiE, STIX 24 LT
%159 % Producer &, STIX % %E3k9 % Consumer D
FIDFAET 5.

RETFIRIZBIT S TAXII Y — Y ADHEK %, 10 12/
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3. Producer D% #| % K> TAXIL 7 7 A 7~ b STIX
AT —=%% TAXIL Y —NIZEET 2L, 1T+
=R P TAXIT Y — NIZHfN S b, 12— N d TAXII
2547 v b (Consumer) &72 0, EHARIZ TAXIT ¥ —
NS STIX 1 VT 4 7 —XEEET S, TAXIT ¥ —N
WK EhTWwWad STIX ik, 17— 305 TAXII
P —NIZxF U T, Get Objects Y —EAZIEUPHT I & T
BETE5H, STIX 1 T 17— X DOEES & f Elastic
Stack ~DOEFRNE E HEILT 272012, TP —NIZA

FYaA—VEFINGEYaTTu I LEREL, 126
IZERITT 5. B, TAXII Z 547 » bORE % H

THZDTEEHEHADIATITYVRBETHY, AFRET
I%, OASIS TC AL TWH A —7 Y — 2D TAXII
2 Client Library[13] & A%

TAXIIOSA 7> ~
(Og9—=/\)

TAXIIOSA 7>

TAXIIH—/)\
(Producer) A

¢ Data Collection i

1. Add Objects
H—E 2D L

2. Get Objectst—EX
DIFTH L

L 2R R

MBSSTIXZEE

10 fREY AT L TAXII ¥ — Y 2 ORER;
Fig. 10 Structure of the TAXII service

5. REFIEDWREE

5.1 MRIEABE
REFEZHAWT, TAXII =35 5 STIX (8RO HE)
INEEITS>ZET, 1 VT4 T —XD%E, aJOHEE,
BEYIER ORI E T B, FEECHEL2T -7
G LT, ENEITEMHEINENERIETS. 1V
T4 —2EHE LT, BRNHEKEDOX Y R—VTHD
APT1 OV HR—M2FHATE. FEEIZODVWTIETF A
BATHBENTVDLKR— b [14] &2, BEVATLIZD
WTIE, STIX 2.0 A TRIR TN T WS [10] Z2fHH T 5.
FAEETRIITRIEREELFEM L. FEEITh D - IR &,
REVAT LI L AR Z KT 5.

5.2 IRELfFER
BETEIHRANCET SIF/IE, TAXII 9 —32 STIX
I UTFAT—=RANRBREINDRAI Ve VaTTarss
LDOBENR A IV TVHUKIFT BH, STIX 1 VT4 75 —RX
Biktg, Va7 u s s L0BIICETARMIZRAT1
DNEST L7128, BKNITHH LR ZAE L T2 1772 -
7z K4, 5ITRT LB BEFEIZED, FEXCET
BN 9 EIZHIHT 2 Z LB TE L.
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*x 2 TAXII ¥ —¥ ADH
Table 2 Examples of TAXII service

F—1 2

Discovery Resource

YT AS1DHl

itaxii ¥ —E 2% @Dl % -

Data Collection f§# % /g9 % Collection @ id

taxii B— N9 5 stix T—X%%ET S Collection @ id, MERMZE
taxii ¥ —/NZ stix T— X EEET S Collection @ id, STIX 7 —%

I D

TAXII D=V a vy
Data Collection D&
FMHIZT Y F 5 stix T—4
R a—F

Collection Resource
Get Objects
Add Objects

® 3 WGINE (TEX)

Table 3 Evaluation(manual operation)
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- Al .
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PR F RS ATV BT VP T —& bat .
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- sl Rk i id [6] Elasticsearch, The Open Source Elastic Stack
i 9% 318 https://www.elastic.co/products
[7] Sandeep Narayanan, Ashwinkumar Ganesan, Karuna
. . Joshi, Tim Oates, Anupam Joshi and Tim Finin : Cog-
Efn = H, D ) ’
&5 %”HD% (RRFH) nitive Techniques for Early Detection of Cybersecurity
Table 5 Evaluation result(proposed method) Events,
= [8] Mihai-Gabriel IONITA, Victor-Valeriu PATRICIU : Se-
= 73 " £
No STIX T /{;E_%V;_ﬁ_ R AR cure Threat Information Exchange across the Internet of
NN Rty Things for Cyber Defense in a Fog Computing Environ-
P CHE)IZ S
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