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Recognition in Consideration of Unknown Word
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Abstract: Cybersecurity threats have been increasing and sophisticating year by year. In such circumstance, gathering security
intelligence and following up-to-date threat information are important. Meanwhile, its analysis cost is high because intelligence is
enormous, most them are unstructured, and unknown words tend to be generated in cybersecurity field. To suppress this cost, we
propose cybersecurity intelligence structuring method with named entity recognition. The proposed method extracts and structures
cybersecurity-related named entity, e.g., product name or malware name, so that improves intelligence analysis efficiency.
Furthermore, the proposed method suppresses misrecognize rate of unknown words by focusing conditional probability of each
words. The evaluation shows the f1-measure is 0.78 and the proposed method is practical from the view point of processing time.

Keywords: Intelligence, Natural Language Processing, Named Entity Recognition, Deep Learning, SOC/CSIRT

5. 12120, FOEBEROOIEEETHDL Z L, o
Frax b R&Ew, FEECH Y ba U ERT5Z LIk
ST, FFEHET — X 2 HEET 2RA6TB]bH D b D
D, BX2 VT 4 BT, izl v =T OHEBLRCH
BYEDOFER « 23— FX— 2D EHIZEY, HLVGE CR

1. [FL®I

Fa YA N—BERN - @ELLTEY, XU T
4 ATV ARWNEL, EHOFBIEHRIBNET D
ENETETEEL AL 5> TS, National Institute of
Standards and Technology (NIST) %17 Computer Security HIEE) MAEENRTVC LD, M REES A k
Incident Handling Guide[ 1[IZ8BW T, A > 7 v MIEx SDOALTF U ARNES TN LY, AREAE LT
TAYT VYV P AERETS D 2 & DA RERERITD — W5,

il L bllmRshTWwg. 22T, National Vulnerability CHLOREAEMT AL, EAEHBM (Named
Database (NVD) [2]%° Japan Vulnerability Notes (JVN) [3]%% Entity Recognition: NER) %=t %2 UF (A L5 U
TS SN2 EBUIEBRPEE SN TEBY, RNy =V ADRELRIEAERT 5. AFET, BELO~w L

Profess B MA I Lo e LESHABIcEMTH D
[4]. —F T, BFOBBEERL, 7w, =a—AY
A b, BEUSNS & W o BRI WT, FEMET —F &
LCEFEEND Z ENEL, TENOOERDPAFINTH
LIEEILEND ETOMIZIEIZA A LT TNIFEEL, 1 » A
ULZBET5BE0HL[5]. 20D, KFOEBHERIC
BRET DI, FEEERT —F 200 - ITHT20ERH

71 Bt A SRR
Hitachi Ltd.

© 2018 Information Processing Society of Japan

T HDEI, AT IV VAL LTERTNXE
BAREZHW - Sy s 2 Licky, o= sih
. ZOBE, BIEOFMSERICERT HZ LT, KRGk
DRBELEZIMHET 5. EFEOHEBKIL, LITO®@Y T
HbD

-NERIZE Y, ©F =T 0 OBBIEHRCHEIEF RS
BEARBEZME - S L, A>TV P2 RAEHET



MR~ -~~~ - - - -=---=— \ TR
1
1
: E ! ——— )
------------------- ! .
7 /7 3) wEER
(1”]&?; - (BT (iw;:rm:,m HE
A g gl
- FEm
_____ R E E E
] il Y I:Isor\ﬂJEE
. . . -4 '@ &E
________ J(2) meELemEo | *
ASFUSTY AL S \ /

B 1 A7V Y=z AT 2% SOC/CSIRT 75D 2Rk

WY 5. ZOFR, NERE7 /L0 HGEIDIALE 2 Bl
RLUTHAIFETLZZLITEY, FALCEROBET
— 22 REIIHETL2ZLPREETHI2BEEEM LD
O, BAEOFRMHMEEREZAMATLZLICED, BXa2Y
T%%ﬁf% TR 7R R FNFE D BB LR 2T % .
-ERL7=7 — &t v MR U CEHMEiZ4TVY, FfE 0.78 @
HMETEHARAEEZMEL, X207 0400700
AEHEG MG TE DA L LERTIETITRAE L LT
WIERHGEA I CTE D Z L AR & L biT, EEFR
DOETHEMICMZ 2D &L,
LIBETlE, 2 ECARFRICB T AW R LIEEZ B~ 7%,
PR Z RS D120 DIREFIEIZOWVT 3 BTG, 4
BETEB T LIRS, 5 ETIE, REtBIOEZIRFRIC
HEONWTTm N A TERFEEL, FHIEITH. 6 HTRHE
IENZDOWNWTIRN, TETABROE LD EBR NS,
2. KREEE
2.1 SOC/CSIRT X#I=H115140T) O o RIE
1 T~k 5 IR - E AT D MBEITBTEL,
BN T B 72D, BF 2 U7 ¢ BEREB 2 5 Security
Operation Center (SOC) X> Computer Security Incident Response
Team (CSIRT) TI%, MasgtEifwh, W&o RIEHAE®,
BLOERDA V7 —Z1E# (Indicator of Compromise:
10C) % %I4T 5. SOC/CSIRT TiE, KELLTFDLD
RENTA TV Vo ARER LEEEMTbRD (K
1).
(1) THHINEE
YA N—T %2 U T BT D15 R & S B 5 )
BINET H. ZofE#IciE, flxiE, B URL, #i#l
DOMEFIHE, BLOWITL TV LIHBEOBERNEEND.
2 WE LG RoA TV ¥ = 2 b - HiE
W LIl E DL, EX a2V T 44T ) V=
ZELTEEDDELBIT, FAIM - ZRATREZRTE T
9%,
(3) 1HHIEM
QTINE - #HEL LA T I V2 R E%
SOC/CSIRT ¥##HIIEA T 5. #ilx (X, B URL Y X b
ERALIEZ 7 AT O —N - Tax D7 Ty 7Y

© 2018 Information Processing Society of Japan

A2 NEFMEIMEE AR Ly FHEH, BLW
LNy FOFERETFONS. Zhicky, B
BOGPEICRERT D HEFHE~DORERWATL TV F
BA~DOFRIH IS AREE 72 5.

f€k D SOC/CSIRT TIE, Zh b —HDOEEL, D% <
BAFIC ié%@%ﬁwfk@ EBNRILDR PR v
7 Lo T BRI, (DQ)THEITT-HRINE L 201
T U Yz A - &R, NVD 2BV T 75,000 2%
LMEIERHE SN TWD b, 8H 60,000 2B 25 F =
UT 4 7 a7 ERARES TV A9ERICE T, £
KigaARNERoTND.

22 ATV RANENRILOBRFERR & TDFEE

BRI R LB, ATV V= 2A0OBEL, HH
THH—HT, ZOIAIPRENEVWIFERHD. Z
OB LRI L, xRN INTND

Bz, ST — X BT o2 LIk, ok
AT D, HDINVEEMABIIEHT LN EF X
—3arOTF, HERLL Y eV EIERTIMERD D
[61[71[8]. —FH T, ¥X=UTF 4 BT, ﬁt&va:
T OHBRHETIEDOFE R « = — R —ADF5EIZ X
%Lw%(iﬂ%)ﬁiin%ﬁwzkhe,%ﬁ%&ﬁ
BRF LV R YDA T U ANES TR,

T2, BMFEOTEEHANT NER ¥ 27 2fif 2 &
W2k, BERAZMEL, 107V Vo A EHEELLT
HEFFE Y & AH[10][11[12][13][14][15]. BEAEIR &%, Mk
£S04, L o T BT 44 R0 IR BRE & ) o T BUE R B
ORFHTHY, T2 ML EARIZEK - HT2
ZEHENER EMES. ZOBEARBELT, ATV Pz
AMBT T =T HRR A LW o T IR H @A
L, MEkERLoREROmETHS. —HT, =
NoEOLLIZHHEI DV FRICELDLDOTHY, KEDTX
MiE (T 7T —a k) a—_AZHEE LTHW
HZLICLEBELEBTS. Lo, EX2 YT 40
FEiILH, RAALAVBEAEOSHTIET /T —va v iEH
A= RAPFELTEOT, T — % OfefrB K& 22
BELTETLNTWDII6]. ZDH4A, HRICTT /T —¥
aVFEHRI—RRAEABETLOILERS LR, Zoax bR
REWZLENDA TV D= AEENDOR ML x w7 &7
STW5. BIEMICIE, 1 BF~OT ) T—3 a3 SICET
LY, S 7= — A THLHRETH 8 4, HAEICEK
STE L3 M EET 2 5 2, EMRRTLFEICR L OEE

IR A T2 L WO IFRSRE[17] S H Y, RO HE
T ERABET LI LIRS T,

INbA T Y Ve ARSI T 5 BEAAF T O
MErELODHE, UTD22E425
FREEL) A7 VYo AEIZBIT 53 A PARKE N

Tt v b T LT, A E = A Mianz,

MR AT Aa 2 by, HREBICBE LT



BT — 2 OHEa A PBRE.

(FRE2) RHGEZREFZLE LTLE vlREERS S
FrECA Y b PIZE LT, FAMZER L TN
RENGEITRAET D 2 LBk, BB 1z LT
W, BT — ZIZRVHEFEETH - T, SURIERENS
RIGELRHBT DL HARETHS. Lo, RAGED
SRS RE I, BT — 2 ICH BT S EA F B O R

JEICHARKREL LD ZEDNRENTWH[18]. AT,

RHGENEMT 28X 22U 7 4 08 CTlE, TOREN
BEETHDHLEERD.
3. EREt
31 REFZOEH
22 Hi TR AR 7oA E LRI T DO DEfR L LT, T
D2ONETFLND.
(FEM1) NER OFEfiE & = DR a A kil
ATV V2 AR - EELEEBT H7201Z,
BRI RIZ B W TEDOHF AN EH TV 5 NER 5]
A5, 2FL, BE -4 ek s7 7 n—F7T
X, ENENROFHUER A REA VT F U Aa X b
0, #Hblid 0 e BEEE 0T 7 a—F T, #iiT —#
ORBEIANPRENEVIFERHD GRE 1. 1
TV AT A A b OKEAE L S AREFRIZ BV
T, TOFEICHT=5 NER THa A M Zifl4+5 2 &
NEELE L THETOND.
(BEME2) RIFEO RIEE LRMH
FE A buIcLd T e —TF, EEEEICE D
T —F OWT I T RHNGE O B 2
BRI FRERH S GRE 2). Z OSSR, R
WX a2 T 4 B TOERERRKE L, RAGEOR
HE LREMBITSZ ENERE LTETLND.
32 BEtAs
(FEfE ) 2R T2Chz0, £7, ko v, NER
EHWTCA T U Ve ABE - Gz EB L,
SOC/CSIRT ¥HICBITFHA T VY= AREE KB
5. ¥, HER—20T7 Fu—F T, (FEfH2) ThzE
FTODRAGESOIIEDNHE Lz, EEEICLs 7
Ia—FEHL. O, BEEICLLT S r—FIck
FABETT — X OB A FBRKENE WS FEIL, NER
ET IR D HFEOIALE Z Fhli7e L CERIEE T 5
ZLICkERTS. HEEEHOIARE T, HEEZEEN
7 v (R & UCEST L. HKRBRICLY, I
WEIRDBEELZ WY ML TEBRTE 5%, £72, Hik
BEETLVOANE LTHWDSZ LIZLY, ARSIELE
AR OREENA ET 5 ENRRESINTVD[19]. oK
FBLUX, word2vec & L CTHIDH AU S skip-gram X°> CBOW % |
U e LT, Hlifizg LY TSI ENTE, ZhiC
XV, BTOHEMT —ZIZT /T —3 a S LBERHH

© 2018 Information Processing Society of Japan

DEFLELV LT /T —varax bheiflc& s, Bk
HINCRIAT 2T HOWTIL, 4 BTHERT 5. £z,
ATV V= AEEE - G LT 212H72 Y, NER TE
IV o LEFRBEL LT REPEZELTIMLERNDD.
ZhiZoWnWTIE 33 itk 5.

(B 2) DRAFED B L URIHNL, NER [CB W T
REGED AL E SNOBEORMEMHERIER L, RMFED
FREMERH HEERETH FEICL - THET D, AFiE
g, REGEZIILOHE LT, RETHIIIMONOBEFE
BHELTTINNATENDERETho2IZ b LT,
NER TIER&E L SN DE2HETHHDOTHD. Rk
Shi-EAFRBEEZMHT 272012, K550 KIETHER %2 )
A9 5. NERICLXDEARIHORIE L LAIZK 21277
NER TiE, KFENREI Vo TR TED TNV OEFLRBL
DEREETS. ZOB, 8% THIR LHEROEOEM
BEGEOZ L LTHRHASND. 2F0, REShZiE
Wi, B TEDBEARBTHLRN] &) T~
D EINTWD. 2oL &, BEICEFRATRNB DI,
TEOBBERITHRN] &V D TV DGR L
BE <, BARIIZY ) B8, W7 SV ORMEAHESR
DKL 225, F7-, 8 L LTED T~ ULA%E
MWD EMZV. UL, 2L 06— AL EFERS
VIS DFEDEIE N %L, BEDT —XNDHZEDFEDFRN
RS B AL 72 WO R AR MBS O 2e WEEICx L T
BARHTENE W) TV EH5T25 2 8 TEMRRNE
KBRYRLFT VI &, BIUOFEOHEREMRL & Z ORI
B D, TEfED T A0 EfER & L CBLST VW &
WWERT . Zno0BR2FA L, H—omn Ea*R
BT (0)) L) T D8 EM O SRR A
MLy bEWbLOERE L, B Mz EAEREO R
MnHsdE LT, BETS.
AFEOBARR 7228 2K 2 TR LEHERD NER Th
X RE L Tz TPetya) ZHWTHEHT 2. XTI,
B To (MARB T2, B BEHN
[Malware Name (IEfEZ V)] LW\ TW5AH., Z I T,
WS THEAERRTIIRW] 28, BIOMOEICH
HARETIIRVEEOE MBI, Z ORI HEN L
BRIE N LD, [Petya) 13, BARBROEMHE L THRE
SND. ARFEICLY, BMAERBEDORE L LEELMGIT 5.

J-J(R An Analysis of the Petya Ransomware Outbreak - ;
NER
FRZAL -
I 35 TAN
T w e | B W ) RS
An 0(0.99) Product (0.01) [¢]
analysis 0 (0.99) Product (0.01) 0
DR of 0 (0.99) Product (0.01) 0
the 0 (0.99) Product (0.01) 0
B-Malware_Name
Petya L 0 (0.50) (0.40) B-Malware_Name
Ransomware B*Mal(\gagrgiType 0(0.03) B-Malware_Type

[X] 2 NER |2 X B ARHGED Rk LHl



* 1 T D EA RO 5K

BB I=UUS IEHIFR B
Alert_ID 7 7 — b ORI O
Attack_Method WHEEFIE

Attacker

Yok - W N— T4

Campaign Name

BEBEDF v =4

CVE_ID

CVE %5

File_Hash Ny v a i

File Name 77 A IV
Ip_v4/Ip_v6 ipvd/ipv6 7 R L X
Mail_Address A—)LT RL A
Malware Name ~NVT T4
Malware Type <)V = T OFEH

Mitigation_Word

Mitigation O 72 DFE

MS_ID

MSEH 7 e 75 LD ID

Organization_Name | #A#kD4

Port N— &5

Product dfh, VAT A
Reference URL, FQDN

Region - Ml

Segment HERX 5y

Site_Type M Web 1 b OPEE
Time IRef - K55

Version N—=T g V4
Vulnerability JenstE

X|O|O| X | X|X|OIX|O[X|O|X[X[X]|O|O|O|O|O|x|x|X

33 fMHT IEARRR

BEFFHIFSE, STIX[20],

no, R VIORTEARRZEH L.

NER CTHitH 3 5.

34 BREFEO2EGRE

INETHENTELEFTEICESWREFIEOE
A 3R

(1) i
DRSS 71 2
%45,
@) Wi

SBH LT 2 B U e I 55

BLXOEBE~OET ) 723
W2, AT UV RERRET REAGFHRIT M &0 D B
IIT, EF 1T
ZEFEAFEIICIE, CVEFBFRNy VDX Hic
=~y "PREE-THEY, EREHTHETEZ2 DL
ZTHTRVBLOIZKAITE S, 1%
T2 b ORFERERTHHL, TH>TRVLD%E

FIETIE, EHERT

INEE L= BRIz L, /A ADERFESS NER TR T
EDLWA~OEWE Do T-HTLEZ Eii 5 .

(3) [EA R BLR

N4 Lzt D 33 HiCTF
5. ZOF, Bk LB, EHFHETHETE 5
HOIZIEREB T, £ 5 TRV OIE NER THHT 5.

© 2018 Information Processing Society of Japan

& Lo EARB 2

7

T 0 2 LY

mMEFEI—-/(R !?E

. . . NERE:-JI'

AXTUSIYA
(PIT—234&)

@ | HRAEIRE Qf} |
5) WS STUTISR 1 °
el
M 3 BRFEORMEG

F72, NER ETNVEBET DI2DOHMT—2 D5 b,
T T— FENTEMT — 2%, EElkshi (77
—FENI) AT IV R EAETHD. 2T
ANFETT /77— bLBE T —ZI2z, #_ELFIEI
kot anzZA v T ) V= 2L RERICEETT
—Z L LCHHAT .

(4) REnFESS
3z kwf BARBEE L TRBEINR D200
MNH, RAGEOFREERH 2L OEMHT 5.

(5) T E~DIETR

IZETONI T m—TCHEINIA TV Vx>

x%smmme@“ﬁ%’%?b RIS 5.
IZBWT, FROBZARAT v ICBITFH AR —FR
h@%ﬁ?&%m«
4, BHBEAK
4.1 tRIRINE

BETFHETH O HH L LT, US-CERT[21] - ICS-
CERT[22]1Z X U L T H AKX =2V T 4 7
2 72312k > T Web A4 R TARSNTWA S DEEIC
HMELTWS. 22T, Hx D SOC/CSIRT ¥R T 51
HINAETIE, BIEER D HE SN ZHHoFRo L%
B&T 5. AElNE, RSS THUE SN TVDHE Web X—T D
BRI RAFIH L CHROEHRE RS L.

42 Ri0E

BERFETHE D Web X— TV TOABIFRICIL, AILLIS
D~y F o Ty FEITINZ, KXLOFIZTS html ¥ 7%ED
AZXNEEND. £z, ANy T T— N, #%ELD NER IZ
BWT /A XL RDERPREENTND. 2T, b
DA REBRETHOIC, FTROBMLEAE EfiT 5.



(1) ACHhHY
Web X—TONEEZTFAMEL, ~vF LTy X%
MO &Ik, AT U= RERVELE
SCER Ay BT 5 & & HiC, NER T/ A X & 7% html
BT EERETD.
(2) SC/HLGEE
ASEOFEX, LT EDORINTRY 72X EFER
BAft4 5. £, BEERMTINAMITEITD. £
G (D)THHLEALEXL T EICnEILE BT, £h
FTNHFEZ LIZnET 5.
(3) EHL
KRN RE R ERICT L D NER ~DFEH A I
T 5728, EFLEITH . AEE, ETOXTFE/NLT
WZHE— L7z BT, FBOBEHREZMYHET AT IV I LA
HLUEA~ERT DL ~{bxiTo7=. F72, URL I3,
HHREBHIZRETEZDEHDOD, TORLEOSLEME
BIRIZ T XA EICEFE L. £2C, £ URLICxt
L, URL BT 5% 7/ ~D@EHREIT-T-.
4 ANy T U—KRRgE
A by 7T — REE, HFERAEFO L 212, %<0
SCEMEE CHILT 572012, TSI EE LA
WEED Z & Th 5. AR, Natural Language Toolkit[24]
TERINTWAHEEOA by FT—F 179 % FrE
L7-.
43 BEREERRER
CZETONHTCHARSHEAIICE LB LT a—
NR2ZxF L, NER 2 FEfi§ 5. EHREB T AIHE7s CVE
B Rof Ny v 2 S 2 ERFHRE T L%, Zhid
SOBEABELRIAE 32 HiThbik_72LBY, NERET/MIZ L
S THIHT 2. BRI, GRS TIRES LTV D LT
@ Convolutional Neural Network (CNN) Z & % #H & HiE
DODHDHIAALRREEAS L7 &2 AE L, Bi-
directional Long Short-Term Memory (Bi-LSTM) &, #& & &,
¥ X O" Conditional Random Field (CRF) J&iZ & - T NER %
TH5FETNVEAND (K 4). KRET/VIL, NER ¥ 27|
BT state-of-the-art ZZEk L TR Y, AZEDET /IEL<
DO THWLERTWVBII6][261Z LD, EEFEICTB W
THEM Lz, ZO, HiEHEOIALRBLZ #AE7e LT
Brrzeicky, 75—y ara X MEME Lo,
BEAEBORBBER 2 X 5.
4.4 RABRE
RHAGEERGT D720, 328 TR0, EAHE
BRI BT D TR 2 2R L, F—BEHO T~
TV O 05 AR O ST HER N B L Lo b O & #45
T 5. AROFEEFHEICBVTIE, 43 §i TR~/ CRF B
OFERZZITHY, RAGENEDZHET 5E% NER £
TNAOREIBINT 2B CTEI L (K 4).

© 2018 Information Processing Society of Japan

Picking up
unknawn word

Concat

Char
Representation

Word
Embedding

An Analysis of the Petya Ransomware

X 4 NER &5 /L DLk

ME i
AT HEIARD

Alert_ID  Mail_Address |NiEWafelNGmel Malware_Type MS_ID

Port

Time Organization Name Mitigation_Word

BHHERL S 3H0
BBl 1Valware Variant (Update C) | ICS-CERT
## SUMMARY
This updated alert is a follow-up to the updated alert titled ICS-ALERT-17-181-018 PEHE
Malware Variant that was published July 5, 2017, on the NCCIC/ICS-CERT web site.
US-CERT released the following documents that contain in-depth technical analysis on
the [BBIJB malware, as well as indicators of compromise and additional recommendations
for mitigation. These documents are available via the following links:
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precision | recall F1-measure
Attack_Method 0.30 0.26 0.28
Malware_Name 1.00 0.57 0.72
Malware Type 1.00 0.88 0.93
Mitigation_Word 0.71 0.85 0.78
Organization_Name | 0.92 0.92 0.92
Product 0.67 0.66 0.66
Region 0.67 0.53 0.59
Segment 0.70 0.83 0.76
Site_Type 1.00 1.00 1.00
Vulnerability 0.63 0.62 0.62

CPU Intel Core i17-7700K 4.20GHz
GPU GeForce GTX 1080

AEY 64GB

oS Ubuntu 16.04.3 LTS
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