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Study of an educational game aimed at improving information
security awareness of employees
- A case for enhancing creating strong passwords —

AYA HAGIYAT MIDORI INABAT

Abstract: Companies and organizations have been continuously educated employees as one of information security measures.
Despite receiving education on knowledge on information security, many employees seem to be reluctant to perform information
security behaviors. We will consider educational programs that evoke the consciousness such as "I must personally perform
information security behaviors" for the employees mentioned above. We create each educational program in the form of a game
that works on personal computers. This research reports the game focusing on educating strong passwords. This game tries to
provide the employees opportunities to think about the risk of the password used by themselves. In this game, employees play an
attacker and guess passwords with clues that are provided. We would like to show results of evaluating the usability and the
expected effectiveness of a prototype of the game.
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(' Screen guessing the passwords )
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( Screen Guessing right on a Quiz)
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