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A Study on URL Evaluation Method
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Abstract: Shortened URL service is often used when posting messages to social network service (SNS) with a limited number of
characters in order to simplify lengthy URLs. Although shortened URLs are highly convenient, the damage are occurring due to
phishing scams that exploit URL obfuscation of the destination site. Therefore, it is necessary for users to determine the safety of
each shortened URL. In order to solve this problem, we examined the expanded URL of the shortened URL using multiple safety
evaluation services, and decide the weighting factor for each evaluation service to eliminate the bias of each evaluation result and
study the method for integrating the results.

In this paper, we calculated the weighting factor to the two types of URLSs collected from the benign site database and malignant
site database, and shortened URLs taken from SNS post such as Twitter etc., and applied multiple classifiers such as SVM and
Logistic Regression etc., and examine the evaluation results and effectiveness of the integration method of the results.
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Table 2 The details of Evaluation Datasets in Experiment 2
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Table 4 Evaluation results of Experiment 2-1
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Table 5 Classification results of Experiment 2-1

(Linear Regression)
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Table 6 Classification results of Experiment 2-1

(Logistic Regression)
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Table 7 Evaluation results of Experiment 2-2
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Table 8 Classification results of Experiment 2-2

(Linear Regression)
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