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Consideration for Draft adequacy decision - Commission
Implementing Decision of XXX pursuant to Regulation (EU)
2016/679 of the European Parliament and of the Council on the
adequate protection of personal data by Japan
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Abstract. Between Japan and the EU, negotiations towards accreditation of adequacy in the General Data Protection Regulation
(GDPR) are in progress. On September 5, 2018, Draft adequacy decision on Commitment Implementing Decision of XXX pursuant
to regulation (EU) 2016/679 of the European Parliament and of the Council on the adequate protection of personal data by Japan
is published. Here, the current situation concerning Japan's data protection towards adequacy certification is analyzed. Analysis
extends not only to the Personal Information Protection Law but also various laws and regulations concerning data protection,
including the Constitution and the Telecommunications Business Act on Secrecy of Communications. In this paper, we overview
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the entire draft and discuss communication secrets and data protection.
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3. Draft adequacy decision - Commission
Implementing Decision of XXX pursuant to
Regulation (EU) 2016/679 of the European
Parliament and of the Council on the adequate
protection of personal data by Japan
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“Importantly, Article 21(2) of the Constitution guarantees the
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secrecy of all means of communication, with limitations only
allowed by legislation on public interest grounds. Article 4 of the
Telecommunications Business Act, according to which the
secrecy of communications handled by a telecommunications
carrier shall not be violated, implements this confidentiality
requirement at the level of statutory law. This has been interpreted
as prohibiting the disclosure of communications information,
unless with the consent of users or if based on one of the explicit
exemptions from criminal liability under the Penal Code.”
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“(2) Limitations with respect to certain areas based on the
protections provided in other laws

First, investigative authorities as well as telecommunication
carriers holding personal information have a duty to respect the
secrecy of communications as guaranteed by Article 21(2) of the
Constitution.

Besides, telecommunication carriers have same duty under
Article 4 of the Telecommunication Business Act. According to
the "Guidelines on Personal Information Protection in
Telecommunications Business", which have been issued by the
Ministry of Internal Affairs and Communications (MIC) based on
the Constitution and the Telecommunication Business Act, in
cases where the secrecy of communications is at stake,
telecommunication carriers must not disclose personal
information regarding the secrecy of communication to third
parties, except where they have obtained the individual's consent
or if they can rely on one of the "justifiable causes" for non-
compliance with the Penal Code. The latter relate to "justifiable
acts" (Article 35 of the Penal Code), "Self-Defense" (Article 36
of the Penal Code) and "Averting Present Danger" (Article 37 of
the Penal Code). "Justifiable acts" under the Penal Code are only
those acts of a telecommunication carrier by which it complies
with compulsory measures of the State, which excludes voluntary
investigation. Therefore, if the investigative authorities request
personal information based on an "enquiry sheet"

(Article 197(2) of Code of Criminal Procedure), a
telecommunication carrier is prohibited from disclosing the data.

Second, business operators are bound to refuse requests for
voluntary cooperation where the law prohibits them from
disclosing personal information. As an example, this includes
cases where the operator has a duty to respect the confidentiality

of information, for instance pursuant to Article 134 of Penal
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