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Consideration of a clever phishing mail identification method using
machine learning

Tokyo Denki University MASASHI TAKAHASHI ATSUO INOMATA

Abstract: The exploitation of confidential information by phishing e-mail is threat for a large number of people. The current main
method is spam filtering utilizing natural language processing filter and file hash information, but detection accuracy depends on
knowledge of the provider. So we consider classification method phishing e-mails using mail header information by logistic
regression algorithm of machine learning. As a result, we were able to identify 3031 samples by about 70% establishment.
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RECEIVED 100.00% 108.00% 92230)
FROM 168.60% 168.60% 92240
DATE 99.96% 100.00% UL
CONTENT-TYPE 99.96% 108.60% 92250)
SUBJECT 99.92% 106.00% LigL
T0 99.37% 166.00% 92230)
RETURN-PATH 99.09% 99.88% UL
MESSAGE-ID 97.36% 166.00% LigL
MIME-VERSION 82.28% 100.60% 92250)
X-ANTIVIRUS 76.60% 66.93% g3
X-ANTIVIRUS-STATUS 76.60% 66.93% 33
DELIVERED-TO 73.64% 7.62% 92230)
X-ORIGINAL-TO 72.30% 6.81% LW
CONTENT - TRANSFER-ENCODING 65.51% 35.87% LW
DKIM-SIGNATURE 55.21% 0.80% 92230)
REPLY-TO 52.085% 8.60% LigEL
X-MAILER 24.63% 73.95% 92250)
X-MOZILLA-STATUS 9.55% 66.93% I3
X-MOZILLA-STATUS2 9.59% 66.93% I3
THREAD-INDEX 5.96% 64.33% 33
X-OLKEID 5.17% 63.73% g3
X-SPAMINFO 5.09% 63.73% 3
X-ASE-REPORT 4.38% 63.13% I3
X-MS-TNEF-CORRELATOR 3.40% 62.32% g3
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In [8]: df = pd.read_csv("read data.csv")

In [9]: df.info()

<class 'pandas.core.frame.DataFrame'>
RangeIndex: 3031 entries, 0 to 3030
Data columns (total 16 columns):

RETURN-PATH 3031 non-null inté64
RECEIVED 3031 non-null inté64
FROM 3031 non-null inté64
DATE 3031 non-null int64
SUBJECT 3031 non-null inté64
TO 3031 non-null int64
MESSAGE-ID 3031 non-null inté64
CONTENT-TYPE 3031 non-null inté64
REPLY-TO 3031 non-null inté64
CONTENT-TRANSFER-ENCODING 3031 non-null int64
X-MAILER 3031 non-null int64
DKIM-SIGNATURE 3031 non-null inté64
X-ORIGINAL-TO 3031 non-null int64
DELIVERED-TO 3031 non-null inté64
MIME-VERSION 3031 non-null inté64
MALICIOUS 3031 non-null inté64

dtypes: int64(16)
memory usage: 379.0 KB

In [11]: df['MALICIOUS'].value counts(

Out[1l1l]: O 2533

1 498
Name: MALICIOUS, dtype: int64
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In (11): df.shape
ut(11): (3031, 16)

7 pandas :E*‘,‘/:L_‘}I/TégﬁL/uf”’\ o &1, In [27]: print(c}?;s;]\iéi;;;ion_report(y_test,predixtions))
AL =T # 798 TiR
precision recall fl-score support
5-3. EEROED FT 2o T 0 0.99 0.95 0.97 760
1 0.79 0.95 0.86 150
AREBRITILLT D 125 7 OHED S THEMT 2.
. . . . avg / total 0.96 0.95 0.95 910
1. 52 THABIAANET —ZIZHONT, ETIEFET—HD
ﬁ — X F”j D Eg {"f‘ I‘E ff E *EA < Eﬁ "'L‘\—a* ) 71‘ N In [28]: confusion _matrix(y_test,predixtions)
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In [34]: X.info()

<class 'pandas.core.frame.DataFrame'>

b 22 ST = R Index: 3031 tri 0 to 3030
5. RARD 10%% M EE OHRT — 5 | FEY 30%% T % Data columns (total 9 columns):
/\* RETURN-PATH 3031 non-null int64
}\T & E RECEIVED 3031 non-null int64
-, = — - 3 — N — FROM 3031 non-null int64
6. TER LA T —F Cuv 274 vy 7ERETVE DASE 3031 mom ] imtea
1‘%—5@ SUBJECT 3031 non-null int64
O TO 3031 non-null int64
— -— — = N MESSAGE-ID 3031 non-null int64
7. WEELEETIWIT A T —H EHiridiEw, TON CONTENT-TYPE 3031 non-null int64
- < = MIME-VERSION 3031 non-null int64
E‘énfb\%) 7/\]1/&%{51\4‘%%!3;'2{%- dtypes: int64(9)
memory usage: 213.2 KB
In [17): sns.pairplot(data=df,vars=['DKIM-SIGNATURE','X-ORIGINAL-TO', 'REPLY-TO'],hue='MALICIOUS')
Out[17): <seaborn.axisgrid.PairGrid at 0x11140£978> In [38]: print(classification_report(y_test,predixtions))
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In [20]: X.info()

<class 'pandas.core.frame.DataFrame'>
RangeIndex: 3031 entries, 0 to 3030
Data columns (total 11 columns):

RETURN-PATH 3031 non-null int64
RECEIVED 3031 non-null int64
FROM 3031 non-null int64
DATE 3031 non-null int64
SUBJECT 3031 non-null inté64
TO 3031 non-null int64
MESSAGE-ID 3031 non-null inté64
CONTENT-TYPE 3031 non-null inté64
CONTENT-TRANSFER-ENCODING 3031 non-null int64
X-MAILER 3031 non-null inté64
MIME-VERSION 3031 non-null int64

dtypes: int64(11)
memory usage: 260.6 KB

In [21]: print(classification_report(y_test,predixtions))

#iR D M BT RER 1258 % IE A

precision recall fl-score support
0 0.92 0.92 0.92 760
1 0.58 0.58 0.58 150
avg / total 0.86 0.86 0.86 910
In [22]: confusion matrix(y_test,predixtions)

Out[22]: array([[696, 64],
[ 63, 87]])

12 EHEREN 50%LL LD~y Z &Y L 7= 5250 =
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In [52]: X.info()

<class 'pandas.core.frame.DataFrame'>
RangeIndex: 3031 entries, 0 to 3030
Data columns (total 6 columns):

REPLY-TO 3031 non-null int64
CONTENT-TRANSFER-ENCODING 3031 non-null inté64
X-MAILER 3031 non-null int64
DKIM-SIGNATURE 3031 non-null int64
X-ORIGINAL-TO 3031 non-null int64
DELIVERED-TO 3031 non-null int64

dtypes: int64(6)
memory usage: 142.2 KB

In [56]: print(classification_report(y_test,predixtions))
#i% D T IR IE70 % IC Bl
precision recall fl-score support
0 1.00 0.92 0.96 760
1 0.70 0.99 0.82 150
avg / total 0.95 0.93 0.93 910
In [57]: confusion matrix(y_test,predixtions)

Out[57]: array([[698, 62],
[ 2, 148]])
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