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Abstract: Recently, computerization and connectivity to external network of in-vehicle systems has been
progressing. With the trend, there are big concerns about security attacks aginst vehicles and several at-
tacks were actually reported. To mitigate the attacks, responses to the attackes becomes important, as well
as design and implementation of security functions. However, because enough attack cases in automotive
domain are not known, it is not clear which events of in-vehicle systems should be monitored. Furthermore,
in-vehicle systems must meet stringent requirements on performance to achieve safety functionalities with
limited computational power of in-vehicle devices and limited bandwidth of in-vehicle network. Adding de-
vices and functionalities of monitoring to the in-vehicle systems after shipment may affect the performance
of the system and therefore is not a practical solution. In this report, we first propose a new security design
method that can comprehensively extract events which should be monitored when vehicles are used. Further-
more, we propose a new method that objectively evaluates the validity of the extracted events. The methods
include the following features: (1) Visualization of intrusion path using intrusion model and extraction of
influences by attack at intrusion path using FT analysis (2) Quantitative evaluation using a new model based
on defense layers of castle. We expect that our new approach is effective for security management service in
automotive domain.
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1. FU®IC

HENEER A7 Ty RA—whbid X )12, d#y
AT LDBEBMEB LA v & — 4 v NEER S L -HARR
EDBENEML TS, ZhiZE b, HEHEZGS
EL7cbFa) T A WENBIR SN TEY, EBRICHE S
AT Lo e BWEBI 3 HE ST (1], 2], [3].

ZOL) BBEAOMIEE LT, BEEENRE Lt
Fa) T A RRICE T B EHERE OB OEMSEA TS
TW5 [4], [5], [6], [7], [8], [9], [10]. EPATIE, 2016 4FI2HE
BAGEREERE L ¥ 2 7 4 ks (CCDS) AYH#H#R &
WHRELEF2)TATARITA L[4 2RELTBY
FAA RTA T, EHBLHGEE LBHRY X7,
POMERELF2) T AHRICOVTELDOONT VS,
F 72, KETIE, 2016 %12, SAE (Society of Automotive
Engineers) %> NHTSA (National Highway Traffic Safety
Administration) (FHBEIHICBITAF A N—kF ) 71
HARTA (9], [10] #EL TS, SAEBHE LN
A RTA TR, EFa) 74 EREREEREDWHOBIEIC
O T O A% LTB Y, NHTSA 255 E L7z
HARTA L, BROSHICES W e F o) 7 1 55 %
a2, FIAROEEEICET BN Y A3 —
tEFL)TFAA T TFY M LT A L) BEBOER
ERGE R FEIHEEAIT) LAY ATINTVE. E51C
2017 4R, KEI TR HBEREOL X 2 71 IZHT 5
B R ESREEN 1], FERD AT SN2 E,
NHTSA ZD 4 A B 54 ~OUWERDKD & N5 W FENEAS
b, IO OB EHITKETTSG ClGES NS H
PELMGRLELTEY, HHEXA-ARLT T I VD%
POTHEENHLEEZ DL, DL X2, HEHEES D
R Ty RH—OERIZIE, o) 7 1 xENEIC R
NooH 5.

LF 2 T ARETIE, BEO) AT ZRS T 720I123%
FHERPE TR A MRt 9 % [Faid o], SRS CRafril ¢
DR AT 5 [MEAMAL, WAL L72BmIc L 5 HE
Zh/MET B [FsE] @ 3 >0 TR SEHICH
2o TRV AT LORERHELTFDLZ EVHAMEERD
NTW5, IS, FESKEEYIITD 720121E, gEE
DRAZRHMTELZLNEETHD. HFHRRIAT LT
X, 2O L) RREAEKIT A4EHA L LCTIDS (Intrusion
Detection System) % IPS (Intrusion Prevention System)
PRHEN TS, d v FT7—27121DS ® IPS %81, &
BV FOMREEEIT LI ETHLBBITLTH—
EORPEPEHETE L, EBRIC, EERGE Y AT 42HE
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WY AT ARG L L7 IDS/IPS OFf5E [12], [13], [14] b
ThiTwna,

L2 L hss, SCHK [12], [13], [14] 1F, IDS/IPS DA%
PR B AF BN DOV TIIIBRTWAE D, R AT LK
LT, BHEFB X OEHNAE L o BRI D 2 Z
(DT, BAIEE) 20X ) B8 HTHE2HHALTBS
F, Bk A7 A1 IDS/IPS O & 9 743 ARMIFSRE % E A
T2 H7zoThH, BEHEHEPHMEIIZ > T v n)
MDD, F7, EHY AT AR, BHESN LB
FBEHD)V—ADEENT WD &L, HFTEBIZBY
THREICET AR LV T A MERZW -2 TLESH L. W]
M ERT HHBEICBWT, HEOBINRLEEDHH
2 & B HIHBEREOHRE IS T 2 B A E R T 5 L, IDS X
IPS O & 9 AR AMHNC X B b5 b % RHE Y I BV TS
SNDHZENET L,

FROMEE RIS 5720, REETIIER S AT L %4
U2, ¥ 2 T A HEEBICBWTHERRO-DOR
ARFINANT B H O FE 2 IR E T 5. (EROFH
AT AT F 2 ) 7 4 HEFFEREE L VAT L O5R
ECH CERTEICTEIREZBE VWA, LA L, FHRixE
AS[ALEE S I FHEAS YRS 2 BEAE U4 D
TAMEYAZD ML= FF 7ICET A5 L kv
R\, FRIS, BABEINC L 2 EBIHE OMREEIC O W
TIFEY S 5. IRETEE, BEOEF 1) 71 %GT
BNV T, FAN=—F NV F 2=V ETFNVOBETHRE
LA BREAETVEEAT LI LT, R AT LTH
W REBGBOBCERE & 237 — Vit L, BEBOIEHR
WHEAHIREME D & 2 Bt THH % Fault-Tree & F\ 724047
(LT, FT0#1) 12 & o TR ICHIB 5. 512, 3
ENFHETNVERBRAETTVEMAGDLELI LT, &
) A7 wEFRE LoD, Mk, #EREYE, I A MARTORN
TEMREH 2 EEMICHET 5. IRETEICLY, §T
DYCBEREEE N LT, BB R BB TR fE 2 B &
FiBlrax MamrHgtTE s, £, EkFELl
NTRARMOBEEOTEEMZ KR L2 D TE 5.

AREEIUTOEBYMERING, 2ETITERS AT 4
EMRE L7zt 2) T A BOBERIZET 5 HEICOW
TilkR%. 38 - 4 BETREEFEOFMII OV TIERS.
5 BECTIIRETHEOHAMESL XL 4B OMFEREICOWT
T A, WBRIC6EEABROFLOET S,

2. EHIATLIZBIBZRABHMOIRE

KETIE, HHIATLELF ) T 1 BEOMEL K

R5EEEHIZ, VAT LERIZBI MM L FoiE
IZDOWTIRR 5B,

2.1 EHVATLOHPE
HEP L, H B HPYHEE o BT 8 o 4 < 5 HmAER O
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Fig. 1 System architecture of in-vehicle systems.

720, EEoHI#EEE (LT, ECU . Electronic Control
Unit) 2AHIEA Y b7 =2 2 AL CGEERIT) VAT 4
(LIF, B A7 4) L LTHESNTWS, BHfU AT
LOFIE LT, WIS ) N=Y a VAIE T O 7S A28
J % [V2X EHIMEROTER D5 F 21) 7 1 HAlfo
WEge - %70y 27 ] Tk, GW (Gateway) =55t
ELT, EHNEEEDORDT D LAY E, D5 OREFHRA
GW ZiftlH L T SN A HEANDO L A Y5 7% 5 [15]. %
72, HEREER I A7 7y A —EHRENLHEY 27 4

T, HEDOECU L4544y NI =2 KX A /%ﬁﬁ/\
HH$ % Domain B ECU H¥Ef ST 5 [16], [17]. L
FEZEL LT, AL, BEREIZEIZB1T % Domain Zﬂ
ECU & LT, &t v 4R ECU 25 OfFHx IUE L, Eix
% %33 5 ADAS (Advanced Driving Assistant System)
ECU %, EATHIBICEA /87— LA Y RECURY ¥ ¥
F ECU % fie & il 3 2 B EB) il il ECU 258 A S 7z
HREZER AT 206 LTHETS (K1), BET
LEBY AT LIIRD 3B SEHINS.

o F1)E

BAL L EHEO %255 ECU ((Navigation ECU : Navi),
TCU (Telematics Communication Unit), V2X), &) B
X I/F (A OBD 1T (On-board diagnostics-1I) F— 1)
o 2
CRN=Ray
GW

o i 3JE
FEATHIGENZERER D 2 SR ECU (87— h LA 254
ECU#, ¥+ ¥R ECUM), fil#H%ECU ZHaEHL,
TSRS 2 3 HEEEHIH ECU, 7 27 — 5%
+ v R ECU, & v %% ECU 225 OFHRICIED W THE
% YT 5 ADAS, HEOMEFEHREFHIT 207 —%
ECU, #Xx7a > zHlild %K7 1R ECU &t

T2, TOL)BEHY AT AL, EFHRY AT L L
LTEF2) 74 OBHTR1IIRT L) RIEMID 5.

3BOMTA Y NT—=27 FAL V&5 EEd 5
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Table 1 Characteristics of IT system and in-vehicle system.
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Fig. 2 Flow of security design.

FLIRTEBY, HEPAMITIIT A L) 1TEFTH
HPRE 2 L MR T 2 7200 MHBAER L2 F 21
74 FFE, 10 205 20 RIS H 72 5 R OBG T 4 74 4
2, X2 T 4 BEEEDE A CERY T RER )V — A
ZLlwZl, EHIZGW ZHLICAY PT =7 R A 29
S3BEE A & X b 12 Domain B ECU 25 # S s 7 — %
7T X B TH B,

2.2 tFXaVT7qEHEOBE

FH AT LENFLEL2EF 2 714 %FTO—F
BE LT, BHEHEBEM AV AT T LT 7 =V _—78—
JASO TP15002 (18] "X L>2d 5. JASO TP15002
i, BT A7 A0 THAH S LTV 5 E %
ISO/IEC15408[19], [20], [21] % & L7-t ¥ o) 7 1 &5t
DFMAER SN TV L. KEGTIIHEB Y X7 L DT
BWHTAZE2HAEE LTS8, JASO TP15002 D+
F o) T AR L - L2 T 4. BUTIS, JASO
TP15002 IC&£D K ¥ 2 7 1 XFTOME L FIHEZ R
(X 2).

(1) BRI AT LDET VAL

WY AT LD, BLUFLNEEE (BREGE)
DAL Z AT, WROFIHERE 2 B 572012, HH
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VAT LG T ALY T A T A RVENIIT I LICEDE
TS 5.

(2) ¥ 2074 REOESR

KR AT AHNOBEE IR LTHRAEL ) 2B %5
#r, EHRBECHIR A LGS 2 8W Atk &, o4
VAT LTCHREERT AHBITHEL, MikorEa)
T AN e bR TEET .

(3) ¥ 27 1 x5S OGS

LX) T A REIHTT 5720, il LB oA
BRESHL, £F 2 T AR KOFHEBET 5.

(4) tx 271 HRET >R -4 > POKRE

LX) T AT BARMES 2F 1) 71 BRE D
YR—=A Y MNERETS.

2.3 BEEIAM

R ATLEERTA200LF 2) 7 4 g ~
R—=% Y POREICHETHHEME LT, vFa) 71 &G
FETFIMET A ETHEF 2 T AMNRTE YT AT
HEIZOWTIRARS, FRL22HiTHRiR_AEBY, %2
T A FRATS BT B 3 AL NSRBI 12 2D TRt
END. BEONOTHE LT, HEEERIC O EM IR
D& % Attack Tree & W72 BGHTICHED C Fik L, 5W
B2 W B OIS CFENS 5 [22], (23], [24].
Attack Tree (& HEYHEL OB R, FEEBE@EGE 2G5 E LT
B R M L7 EVITA 70 Y =7 b 25 T & h
7eFETH L. —J7, 5W L JASO TP15002 [18] 128\
T, HEHOYF 1) 7 1 2R 5 720 DB Fik
ELTHEEINTYS, DT, ZnEhoFEdiconT
ARG

(1) EVITA 70z MIBITbEF2) 71 %5
EVITA T, Attack Tree & i\ 72 BB HTIC & - TEEL
AL L, fhH L 72RO LT, CC (Common Criteria)
@ CEM (Common Evaluation Methodology) #* 2&IZ$2%
ENTVE Y RAVFHEFEE W TEIRY A7 25§ %
FHEMNBIR SN TS, Attack Tree (&, Schneier [22], [23]
WCEDERSINFETHY), WEHEOH I L LR
W7 E T TH A, EVITA 12813 5 Attack Tree 123
DB, EF2) T4 ORBIZLYVRESINS Y
FUAEFREL, WML FIHLBEOBARNY % T
Bat L CRBHRICERT 4. 72, EVITA TO Y X 7 3
&, WRBROKKREOREINE % 4 DOBIA (Safety, Financial,
Privacy, Operational) TREED ), CNHOBE T &I
WEOKS S (FREERE, RSB, AT LM,
MR ORI, HEOER) LHlABEDEY A7 2 D
HZETHAB., 72721, Safety IZDWTIE, HEEIZL S
MEETREME ChH LY b O =S¥ T 1 2 EEICANS.
(2) JASO TP15002 (2B\J 5+t 21) 7 1 #%it

JASO TP15002 1%, ISO/IEC15408 D+t ¥ 1) 7 1 #%&t

© 2018 Information Processing Society of Japan

OFN % B L CTEBY, DFD (Data Flow Diagram) 2
Lo TETF ML S N3G G A0 LT 5W iz w7z
BRI X o THB ML L, il L722B I LT
CRSS (CVSS based Risk Scoring Systems) %% f\C%
W) A7 & FHE A HEPHRE N TS, BW I, &
WOBMNLELRBW T -V 2 b, WENREE, KL
BNFIZNZ, NRERVATLOTA4 T7HA 7 VICED S,
WEORE 57 = — ALBIEZ ORI E % fpHEET 5.
SW LB 2 EHIE, DFD 2 Wz R Y A5 L0E
FTIALIC X ) B L L 72 E VW, YAT~T 4 v
JIVHVERCTE A, CRSS I, [HHMIEY X7 21203 A
§9PEREMCRIH £ Twv b CVSS (Common Vulnerability
Scoring System) [26] ZIGH L7210 2 7 5Hli T TH 5.
FFIZ, CRSS Tld CVSS DR (WBELVE, BEDY
BEE) AHWTY R IEHliZ £ 5.

2.4 TERFEEAIBFEORE
EAEDOBHBAOXHRIE, AOxHRRL KBS #7210 Tla+
vz, B L LB E R L, ZomkEE
AMET B [FHENE] 12X->T, RV AT L OMR#EE
FEARGDLIESDLEL STV [27]. REDDEMLF
BRI AR EH T 520120, EHERCHELT 2B E
AT 2BRAMADPEETHL. REL5, HAELLLE
% AR B R ABAREBEDS e LT S, BB RS T oM
BLOTo 2 E R SR EE L 72 ), FER E e o
IEHEICHERT & v, IDS & L CORAMIOFHEIEE &
L C, Milenkoski 5%, SCHk [28] 128\ CHIEIFEEE, Ml
LTHhoLAR— M ToOMM GREM), Miefadn/ Lk
7, MREEEZRAVCTWE. 209 bR, Hi T AT A
ERORAMAE LT, BUERE RSB 28R 2B
Er 2 L9 5 2 L ICERABE, TICHET 2
PEE MR BRI R D EERD.
FRE23HIIRT EBY, RO F 1) 7 1 8GN, &
BT AT LTHESNLERE TR T 720 0BG T
PR IR F WREAL S A 720 D) A 7 FHETE AR E
ENTWE, L2LEHS, Attack Tree = v 5 EVITA
&, GHTEDPHRET L7 ) FIEDTHBE i L <
Wh7ew, NP AT LANOBRAL (DT, 74 v 74—
TrARA) BIRTHEENTOLLAHETH Y, B
FTREBERNA TR D L. —J, SWiEE AW
JASO TP15002 X, 7% v 7% —7 =4 A3HHMHEIZ > T
WAL, TH =T A A LRFEE RO M OB
FHLNICR LWz, BROBEREHZFEETE R,
JASO OFEF, FEll 2Bk 2 i3 2112, CRSS
WA 7RI EERL, VA ZEOERNBE O
KEFRT D720, TXTOGEIIAT LR 7 Y7k
I L2V, F72, VAZHEOBWEBICHLTH,
FaTFABEEICR—F Y NOBEMEEET LD, &2
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WCRLE T 220 &R E LT,

2D X )1, Attack Tree X 5W #7215 Tld, H#kis A
FLZBUILRABAIE LT, EO¥ A I 7 THRAITE
Bk R, EOEESMTEERT S L v BHIE
H O#BRMEDOHMEALIZIZE > TW A, & 512, FEixsE
I 72 2) 7 1 FEHE, U A7 OEWERICHT LT,
FEHE 2 IANTHIGTESLF 1) 7 1 HiET V R—%
YRERELTCWD, BERL, (KO F Y T 1 &R
FHEIBEL 2 AT 2O R R RIS EIR % &
WTWENLTHAE, LLEDS, HAxHRH L S,
FHEIR CHE IS 2 LEPE L G0 a X &
JAZD ML= P+ 72T 5HEDP T L 1Tz 2w,
RIS, B AN L E 72 BRI H o i LR 12D W
TIEHENH L. BT X2 T T v R— % v
N 2D T LI, BAIICNT - % THE S 5 K &
o TLED. 20, BEHIHHOMEELEH LSO
DA MO BECITE L2 LEDD 5.
DbolBY, B AN 728 B O BEHIEE ofhi
&, WG AT LI LB AT IS ED W T, TS
FEHTELLEND L. $72, HH Y AT LILEHERT
EEREE LR EAT LI L IIHENTEVED, &
F a7 1 EEER RN A B L BB OB
ik L, BEHIHE OB Y, MRS LT R M0
ERMIHMTE 2 LELNDH D,

[FRE]

(1) ¥ 2 7 1 FEHE RS CHREGEN 2 BOBRE + Z R L 72

B OERTEH O
(2) RBABANZ IS 7= B BIIE H Ok, HEfEtEs L 0va
A B E =G

3. RARAR I ERIRE O#HFE

RETIE, FRL248THITEE (1) [LFa) 77
AT B TR D W R0 5 B R O B IEE
O | ZFRT B12H72), BAFOFRIS RIS -k
Foa YT RETEET AL EHKRL TS, £2T
AR TITHBHEERTHFHAEEDH 5 JASO TP15002
ENR= U, R ENBRICR U CT Yy =T 2 A
ADOIREERE T TCORERBLZWMLTL2 LT, £
MR 2 B OEREE OB FhE e RET 5.

3.1 RBOREEAE

REFEZ, BABRMATEREE O#FHIBWT,
W AT L CTERTREEE Z RGO 272012,
HE AT LOEZT, EOL) LEBISERNT 2 HRH
FET AP TLEIEEL, Tt 3HHIZHKH
L7,

(1) B3 G HPH O P
HEOEBY, LX) 74 %ENIBVWTHRY 25 4
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o a7 R ORE a7 e
HESAFLOEIME  —>  TTLEOEOER (i BEBEAD — Aok
ERREAEE) (RARRRE
TEEEE = {iarnsesE 1T
ASRETOBERR RS, (i
HEoe 3 - IR HERE =
ASZEETORTERM R e R
HRS AT MBS
HEGHOKS
ASSEBTOBIERR (EEE) oy
ASnEEITORERR i

(EEAUAE AU EANE  RRAIEIE | SRR EARIEE CR IR
JFAUBIORERER

| AS 1 THYIY-T14R

W wEvsERoRS

3 JASO TP15002 % i\ 7z B H H o i B
Fig. 3 Overview of extracting observe-items (JASO TP15002).

- 1 AR ORE 1 hese
wEsAzLoEEME > CELSMEORE . gymEmosa <M. — TA-FR
BEREORRABGRE) | (RAMIDRE
KT B
BAEY >LBES>ENRT  BAEE >HEED >ErRT
" p— i R
1 4 2
Sxh
HBSAZLBID EEE ==
i &
As3 g
- e

------------------

\EREE RAURERRAS | RAAE | U R R CE SR

| AS : PAVIY-TIAR
W mETIEROa

SAUBIOR RS

4 RETFHEE R B E O R B
Fig. 4 Overview of extracting observe-items (proposal
method).

WZOWTOEB AT 2720121, T RE{EHELE -
BIPESrE (BRETOW) 2L L 2 d s 54w,
KETIE, BABRAMAFICERTREZBOFRIZONT
HoNZT 5.

(2) B % 5| &k 23 MR 72 TR R O i

JASO TP15002 Tlx, DFD 2L % ¥ A7 AEF VLB
LW EETHOWIBEGIICL->T, 7T v o —7=
A A BARFEEFE T 2 BMOML TR TH 5. K
T, VAT AR EWE SO 2 (B AIGE), JLE0SH),
HIWFEAT) 2 BB LBERAETVEEETLHI LT,
Ty I —T A AP OIREREICE S T TORERE
(BANGED, ILEOEE), HETDS 72 H480H) NI
HOENZTHZEIZLY, WROREHIIRSL WD %
EARHE # B LT 5.

(3) WEOREMRIEH LRI (BERERT, BN

DHIE

EHIEE & L CERME EERNR R RET A 7201,
KEETIET Y v 7% —T7 24 ADSREREICELETO
WEREERIZ BT, W7 0 b 2 DS TR R 7 B
DIEH ISP T 5.

PLE%5F 2T, JASO TP15002 % i\ CHAHIEH %
T 246 L, RETFEZHVALAOEVEE 3, K 4
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® 2 RETHEICBT DB O SEFH
Table 2 Scope of cyber security thread for propose method.

teE H JASO TP15002 RRERFIE
HHER | SRR (EIN; ¥l
PSE DFD R—ADI AT A | ZBHEARL
VAT A TN (FHIXR EF L A
T LET NETER)
SEHNE % BCU IZ##i s | EITHIEIZE 5 %
RGEPE | CIA OBLRCEZE L S | ECU
o, I L OWERE (RT— kLA VK,
vy v—%) Ofne
ARG | BHEEER 2%, &0 | 7 ¥ v s —T = A
RERFEICL DRI AR | A, REEEICKT S
e LCHRT HHR | WRRE AR T2 &
EEFR PRAN UL DR

WRT. MUMNRYATLEZR) 720, R AT LI
BUABIEMLRERIIFRCICES. M3 IZRTESBY,
JASO TP15002 Z W 7235&1E, 74 v 2% —7 x4 A
SEREBREI T BB T ¥ v 7 —T7 24 AT LI
WEN, I SN BE S L ICEHER 20+ 5. —7,
WRETFELZNOSEE, T8y oy —7 A A9 H15#
BRI T 5 BRI A IREIL L, BUERKOK 7 2 —X
TLIBBOEHEH BT 4. K3, M4 I1RTLEE
D, JASO TP15002 %\ 72358, BURREDSHRELC 7 -
Tz, VAT LHREHEPER L ZBEREE 255X
TOBEIRI I TE TV LD E ) PHEAHTH L. 2
WK LT, REFHEL, WBEEHzHMIILZ) 2T
BB D K 7 2 — AT L ICEMIEE # WML 5 2 &L 12
X0, VAT LEEEL, PR MR ISR T S 2
ENMEELREHIEA 2 BINT 2 2 e ReL b, &b,
JASO TP15002 ISt D HERIFZEIC DWW T b F 4 VA L
TeFPIC BT, FROFEZRE L T L5033
HEntniwn,

PIBETIZ, 2 3THHZEB L3R AT O
HEHEN 72 BEARTH B oL L O FMIZ OV TR % .

3.2 EEOMREFH DAL
FRE22HTHRZEBY, HRY AT LIZBITLBE
DOWLFFIE, WRET DLV ATFLETI, FHN X
BRE, ARSI TET A, Lo T, BARMIZIT
B ORNFEHZ WML T 572012, ThbnEFIZD
WTIREFEE LTOMBER 2 1I2RT.

o WHETHIYATFLAETFTIL

R AT LIZDONWTIE, RE TG LT LHIES AT
LTHEFHE EBAMRAMTY AT AETIVICERIT 2\,
R, EILFEO L — P A L I Navi R ETRHIO 72
OO BINT A, TOLH) LEEINENTE LS
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K3 T I =Tz A ADINF =
Table 3 Pattern of attack surface.
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Fig. 5 Attack path model for in-vehicle system based on cyber
kill chain.
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Table 4 Overview of observe-point.
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F 5 BUEREER ORI R
Table 5 Result of attack path.
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Table 6 Detail of observe-point in the attack path from #ODb2.
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R 7 #Obl KHOYEERE BT 2 EAE R OFEM
Table 7 Detail of observe-point in the attack path from #ODbl.
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Table 8 Physical observe-point in the attack path.
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Fig. 6 Result of FT analysis.
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Fig. 7 Evaluation model based on defense layers of castle.
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Fig. 8 Evaluation model based on JASO TP15002.
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Table 10 Evaluation result of each case.
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