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Abstract: Because there are many threats of web access in organizations, blacklist of malicious web sites is
commonly used. The reason why it was judged to be malicious or the reputation score may be given to web
site information, but it doesn’t provide suitable information for reasonable judgment in CSIRT’s incident
response. In this paper, we propose malicious web sites blacklist classification which is composed of “Owner”,
“Content”, “Status”, and “Update Time” in order to be able to make a reasonable judgement in the “Triage”
and “Response” process of incident response. Furthermore, we surveyed the specifications of 38 blacklists
that are published and show that there are not enough information corresponding to this classification. In
addition, we manually investigated 400 malicious web sites information that actually matched the blacklist
for incident judgement, and indicate it is possible to classify a certain number of web site information under
our definition by external investigation. We introduce several case studies that CSIRT can respond promptly
by utilizing this classification, and show that proposed classification works effectively.
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Table 1 Proposed classification of web blacklist.
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AHHO 3FEHICHHHE N, WIip 1 OINEREIND.
(3)-1 HfE b EME

B Rk, O L IIRRICHRESNREATE
L7 BYVERTH 722 L2 RTHETHA.

EEY A MIBIESN S, WBEEH 2 EIET 5 &
Vo 7eHHTHE L 25, W2, FREIEES TS TR
BORESIND, HHZHEATLE Vo ZHBICL)HY
B A N BB EDH L. FORD, TIICHHESN
7RIS T LA IE LW E IR S 20w, RZRICRE S
TR E H DO EICEZETTRIE LW EHET L 0H
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ZATBLIOILERERTHAH. DGA TEEINF
AL D) BLEBICHAIARIES N DS ZZICHHESN
L, BHEI—-FEBEELTLEILEDND LD, W H5E
kgL LTHOIRAWZRIINETH Y, 4% R
ZEEN 2 R TUREED H H 2 LS, I 2T 5.
(3)-2 BifpidfmsE
BEREETHLEMESNTVWILOEET. 7147
T NI =N DNS V7 k=), RAAL VDH
RN T VS DR A ENE. T, BE
TA MIBWTHEIMBLESNZEEZLNLHDITZ
S NG, LT LM AR IERES R ST
LIRS iz, COSETERT A0 23D
R VICRRENS.

(3)-3 A

EWRHEL W LMD L NE O ZIHEEN S,
P—ECADOR— PG LEVH O, F—E LTIk
LTI b Landbo, BELay T vy RInE
THLDTHL., —ALTEEIGHLTH I WL ) IR
25D, TI7EATLDOIP T KL X, User-Agent X Referer
DEH % HITP Ny ¥ L, BEDOFMFIC - L-8E
WCOREWT T I RIBETHODNRH L7280, AL
LCH¥ET A, DGA THEE SN F AL ¥ THREIMRDR S
NEVbDL I TIHEENL., ZOHEICBT BHIE
HBORY) VIcEFERbN 5.

(4) ExH&HESR

IR ICHERE L7- HIF 2 Rl T 2THE CTH 5. S NIHE
DIRFEIC B 2 FFAE RO S L S 2 HIWi§ % 720 O
M LTHHENS.

5. FAE - 5

51 AMTTv 7R MMIETEERIER

KEENTWE 8FEHDT T v 7 1) A MOV, &
DBESIEROBEHE AL 7. MEER 212, ZO:EM%E
D A1 IRT. 2T, 879271 AR
WC, ZOHHB%Z, ildy, —Hilsy, LHELO
3D CRHM L 72,

(V) AT 2 HEHIEL DT T v 7 ) A PIZBNT
SRS EN TR o7205, 4ADDT Ty 7)) A MIBWT
LAY STV, ZeroCERT Tl Web 3 Ak diIk
RE#x 37 [State code| @ 13HH & L T [compromised | &\

2 BHTT V) A MBI ARG
Table 2 Registered information in public blacklists.

5 H DY | —Hdo | fidlide L
ONiES 0 4 34
Q arFov 0 24 14
(3) BfEDIREE 16 0 22
(4) FcishEss 22 1 15
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I TERAX G E LT W72 [20]. ZeuS Tracker Tl [Level |
LW IHHE I [Hacked webserver ] [Free hosting service ]
&) TS ST 72 [21]. ThreatCrowd TILE
M7 HH % & % %2\ 7%, Passive DNS 15 & iGEH LT K A
A2, IPT FLAREDREHR R T T 7FRIRT b HEHE % FF
L, INEMERT A & THRAEY —NOHEEIHHT 25
ENDHD. WITNDT Ty 7Y AMIBWTS, ML
HEE L THAZEOFEEFK SN TV DTIEZ <,
AT IT)DFED1OL LTREY A PR — 3 5#
RTEHLVHRETH - 72 [22].

(2) 2Ty VICETAERIZ6EL LT T v 2 1) A b
IZBWT—HR#E ST/, HijackedUrls ($FEMEY A b
W2 F AL 27 b5 Web ¥ A bOfFEHRENELTBY, !
A L7 MED URL 2%E# S LTV 72 [23]. Ransomware
Tracker 137 > 47 = 7IZB$ % Web 4 b D% X
#£1LCHB Y, [Distribution Sites] [Botnet C&Cs| [Pay-
ment Sites | 25Xl LT W72 [24]. WebSecurityGuard T
E, REEOL—FICL B35 Y OFHEiE [Yes/No)
EwviofeLEar—va YRS Tz (25 201l
DTTyI7NAMIBWTHIATOA FEEET 7 A
WVEADSKB EN TN D S DDL o5 72205, Wi 55
HHIE—HIcE & oTnrz,

(3) HAEDIREEIZDOWTIZH 4 5, (4) it iErR I3 6
DTT v ) A NHPERHEH L Tz, MalcOde TiE 30 HEL
PMICBEREI N2 Z EDG 0525, BARM 2 HAHICE T 4 1%
WA W2 —HECHE S D IZERT L 72 [26].

52 4272 MEDKSD 5 h-BHIERO DR
2017 4E 9 H 13 A5 2017 4 11 H 23 H E COMT
BT 7 L7 100 kIS BWTEBICA 70 M
EARD STz 400 GFOEEERE G L LT, FHITH
HELTHHELE. A7y MHENRD SN7-HLE DM
MIEER 312, 47 MHEDRRE, WA LE L H
Wr Sz 31 FOFRRICETET 2V T 2 72K 4 IIRT.
PRI T OTETH - 72, EMBHRIEEI AL L
WA & BT 24T o 2B O AYK & W & EMARIERE & %2
Llc&, F@ENT Ty ) A MYy F LEEETHES
PR Z B L 72,

o 1V =%y LOEREMET S

ML Y CHEEGREMET L. EEEHRICET S
BRI A SN TWEZ LS, ERERZO LD
PIFTRLE, TREKRATFA V7T LTWAREZIZONT
FESTH LT Web 4 FOFFHIZDONTHD5GE
bbb,

o whois THEHR R HHIHUAS R 2 HERET 5

whois [H#h =2 N X 4~ OHEIFER, N XA 2 Oui5] & »
5 Web %1 b OFFEHEIZOWTHA %479 . Passive DNS
2T 5 L, @BEOR N TOA/FIFIAERS, IP 7 FL
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®3 A7y MEIRD O NEEFHRO ATFIT

Table 3 Devices that detected malicious activity to judge in-

cident.

Al i g FIE S
Proxy 77w UANEDRE 82
Firewall 77y URNEDRE 11
IPS T RT v A 207
Sandbox BHIFEHT D815 % 10
SIEM ke 7208 1E 54

(EFBA&T | DGA ~ /7 = 7 D& Fiffk 12
DB | % ofh 24

K4 ATV MNCHET LYV T
Table 4 Malware related to the incident.

EOUVESE 3
Locky 6
Ramnit 2
Hancitor 2
Loki 1
Daserf 1
WannaCry 1
Ursnif 1
] 17

AN KABD B A A ¥ DFERDHESN, Th72T TER
LHIBICE AYAR, TaaSTl 7 T K4 — Y A TE  OF
m%Wwﬁowfwvcﬁ@&uwc%mwmvl RN T A

BEbdb.

o%@MﬁT 7 R— A ERRT
VEJT*/E/V%WMﬁT_yN*Zwﬁﬁ%ﬁ,
TYFIANADAG, Web A4 bDAh T T 2R
T5.

o EEIZT AT D

BRI KRy 7 A B EBIZ Web 4 MZT 2
L ARV, WWEENDL T YT vy REWEEE O 4 L
HBYLH, ATEL T 7 AT HI L THBEICHETH S 2
LR O PNEE) A xé%@#%étb KEDOIP T
FLAZRAL 10T EIEEILALE— 7108 b 5 5EE
EEH L 2L ,Kﬁ&%ﬂ& 2 CTT 7R AT ED
*T#ﬁ‘*;tﬁlbf_i% @Jiﬁl%’i’h" FLGER, Do/l
BPRE) L v MEICHZTLE)ZEDRD A, O
P2 U T Web Archive %*l HL, 79y 271 A MBS
ENTBIEFED Web A4 M2l d 5.

o NT Y MEX T T v EMHET D

TGN ANIIYTFLEEBEO Yy FFE X T
%&#m FTCETCVLGEIERAT 5. KRAGRLED

INHFEDRE T LB L 2 WBR b HETE L5

‘I‘éEiﬁa%%.

o YN LTREMAZ )T NEMMT S

VB LTy = TRFT R Web 4 MM OIAF
NTZEWA ) T PO 2479 . <V = 7 OHEFER
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R 5 GHEKE R

Table 5 Evaluation result.

- URL | FAA v P Aat
35 348 17 400
1 1 16 132 0 148
2 2 18 17 37
3 5 80 0 85
4 12 118 0 130
(2) a 2 9 0 11
b 0 4 0 4
c 16 105 2 123
d 6 41 0 47
e 0 1 0
f 0 0 1
g 0 6 1
h 4 88 1 93
i 5 2 0 7
j 3 103 13 119
(3) 1 10 78 1 89
2 15 95 4 114
3 10 175 12 197

EBUAZV) T NOU AL 7 NEDSHIBHT A,

7Ty ) AN, BMEO—HELTHREIAL LD
AVF) V2 AT —EVALLTIRESI L LD, WET
RSN TWAE D, Hko@EED 7 H» SMEAICIUEL -
bOEFHL TS, ZOERERESHLI-EZA, &
DWIHRIITR 5 ITRT EBY Loz,

ZOFERIZBNT, [() Frh#E] D 67.5%, [(2) 2> T
| ©70.2%, [(3) BUEDIREE] @ 50.7%%5 [AH] Ll
FHMZHEES I, 7T v 7 ) A MEREDREZEIHE > TH
BEHI LD —EDEETURTH L Z LAUREz, 4l
A Ty MHENRDON TR L E=ZFDTHE LT
EMBREML TV 525, 79 v 27 A MEREAANT
BTN TIVE A L OB LIZHEHSHETS 5720,
LDBVEIE LR MRS 5.

ARBIOFTANZ BT, 77 v 7 1) A NTHRINL 728 BUE
WCBSIBDA LS 01 [(2)-) A - 2258k [(3)-3
AR CHELED, 79927 1) A OBEE THILTH
H2GhBEEZ LN,

5.3 CSIRT I 558
ROGHFILCSIRT 1285 [ M) 7=V EFHBIZBWTA
YTV ML OERRBEE R TET S0, 72 [
IBFEM] EBICBWTTaF =R IPSIZT T v 7))
AMELTEHET AL PHBIT 57201035, &
DI HED B TTEHEH 5 2 COMBEO R Y 12t -
TYoaTIVE L TRETAIENTESL, VU7 VH
WA 7Ty MtIba v 72w CSIRT % 4858 L7284
DG~ =27 I & Z O BARN B A Ie OB % 4355 2 12/
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T5. 72212, 2O 2TV EEELT400 o1 >~
VY MIRE L2z, 2811 (70.3%) oA YTk
X [RBY - 3RESE ] DAMI S L, CSIRT O34 12k}
L CRm B 7 B 2 S W 7 W 2 kb Ie )7 81 % BIE L2 5- 2.
5.

Al 400 O BEMEEREY TR THRET L2 LELH - 72
7280 [ rERR ] (ZEHMIERE s CO A& 7 5 7205, FEBE
75w 7 A MEBREEG & 7 B 72O ERATE < 7 B AT REE
Wb, NTA4TINAF Y 0 — RYEEIZBITAHERY A
b 80%IXAEAAM AT 170 HELFTH B LiF S Tw
% (28], TNELDLIIZE D X BDITHBEO R L IHE
HAETATHEY, [VF¥A Ly V] [ 270A ] [HE
P77 A OVEAR ] [C2) (SR L CHME L HIM Sz 3a, F
RIS EZZ NI VWEE L2 LN TESL, 12
72U [C2] ICB LTI, A &L IS | OB a3 IEGs
KOEEDN D 72D AR R 2 S HIETRETH 5.

[V—Yx o y=71) 7| IZELT, JPCERT/CC
BENIAND 7 4 v v 2 ZH A OB EFT > TV D,
97%I% 10 HEA DI SNz M LTBY, &EfF
WIRNIIERE 1SN L3005 [29). 72720, EBIZT Y
T A L THBWES IO SN D720, HMERIZHES
TH L,

[F)WVAAL v F][DNS Yo7 h—=] [IEHayT ]
TS L L 27z, JER EIS R FERR IS BIAR 7 <
BAEOEHRE LCEMT A, ¥ [HER DNS ¥ —/3] 1%
EHLI AN TR L2 N XA Y, ThEKDP LT
LAEMTHAL I LEZRTIDOTE R0, BRI
BIfR7: K DD EPAEZAT ) LED D 5.

6. BAEME

KETIZ, 77 v 7)) A MO B,
BASERFZE I D TRT .

6.1 1ZEHI

YA N—LRIEEN BT BB SRR 5720
IZHE S N7z STIX & 09 BB’ H 5 [27]. /N—T 3
> 1 TIdZ B % Campaigns, Threat_Actors, TTPs,
Indicators, Observables, Incidents, Courses_Of_Action,
Exploit_Targets & Vo 72 CEBIT 5745, [(1) FrA# ]
WCBWTREYA N THDH I & EZHMEIRTIHE 2 7%\,
[(3) BAEDIREE ] %77 F b @ & L CTid [ Campaigns: Status |
VDS, CHNRRBZEOEH Z/RLTWADH. §TITIFHE)
BT L7eF X v =2 ThH->Td Web A MMIwiby <
T 5> TWAYEHNH 5720, CSIRT OIFEIH L THE
B e v. F72, STIX IZBWTEBIZT v
FoRFY =T 4 VPREL LT AN=F )V F =D
TERPEEFIVTRBEEND Z DD DD, WEORIER
ENLEVSTA VYT Y NVARVADARELEZ D Z
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LHTEL .

B E AT L0 0fE e LTRSS Sz MISP
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AL BHTT 20 A MNIBTAEREROM
Table A-1 Details of registered information in public blacklists.
No. |77 yar  merw |07 | PEC B D (n v
v IREE B

1 Shalla's Blacklists X X X X

2 | AVGThreatLabs X X O O

3 | Bambenek Consulting | X A O O C2 RAA & DGA RAA URRAIEND.

4 | BitDefender X X X X

5 | CyberCrime X A X O ~NVT 2T HTCHEEND.

6 | security-research X X O O

7 |DNS-BH X A O O ATIAVDORTT 4 v T REVPHEEND.

8 | Fortinet X A X X AT AVOPTTI L T RENHEEND.

9 | GoogleSafeBrowsing | X A X O TEME &R L7l e R AT S LT .

10 | HijackedUrls X A O O VEA LI MY A FTHDLZ EBRXBIENS.

11 | MalcOde X X X A W25 30 AUNICHER SN Z &30 5.

12 | MalwareDomainList | X A X O ~ NV 2T OFEFETCHEIND.

13 | OpenPhish X X @) X

14 | PhishTank X X O O

15 | Quttera X X @) O

16 |Ransomware Tracker | X A O O FUY LT = TICRE S TWS A, Distribution Sites, Botnet C&Cs.,
Payment Sites 23X B & 5.

17 | SCUMWARE X A X O ST =T HTHESND.

18 | Spam404 X A X O HTTVDOHRTT 4o TR EPSEIND.

19 | ThreatCrowd A A X X N = T4 THEIND. Passive DNSTEHREZTERAH L TCRAAL L, IPT R
VAR EDERE VT TR RTHERERD, ThERT5HI & ThA
= N—DFEDPHIT 2HE1DH 5.

20 | ThreatLog X A O @) AT AVDORTT 4 v TRENFEEIND.

21 | URLVir X X O O

22 | VXVault X X X O

23 | WebSecurityGuard X A X X NTIAYORTT 4 v T REVGEEIND. REFEOZ—F—IT LD
2T Y OFHE [Yes/No) E\Wo7 LB aT— g aEie.

24 | ZeroCERT A A X O Web ¥4 kDK fEA EK T [State code) D 1XHH & LT lcompromised| &\
SEMEEL. WTIVOPTT 4 v FRTNAVY =T AR EBRfHE &
nNoOGERH 5.

25 | ZeuS Tracker A A O O ZeuS IZBRE STV A A, [Level J 12334 T [Hacked webserver | [ Free hosting
service] & W) IE#RE BT,

26 | Artists Against 419 X X O O

27 | CLEAN-MX X A O O ST =T HTHESND.

28 | Certly Guard X A X X BT IVORTT 4wy T ERNEINS.

29 | hpHosts File A A X X BT Y OFIT Thijack sites] &9 fF#ZE G Te.

30 | Malware Patrol X X X X

31 |MalwareURL List X A X X U= T OB THHEND.

32 | Site Safety Center X A X X NTAYDORTT 4y TR ENRFEAIND.

33 | Safe Web X A X X HTFIAVDOPTTZ 4 v TRENSEHIND.

34 | Web Inspector X A O O HTIYDORTT 4w TR~y =7 OFSER ERNEEND.

35 | VirusDesk X A X X M S LA B AT STV D,

36 | Gred X A X X NTAVDORTT 4y TRENPFEHIND.

37 |SiteCheck X X O O

38 | MESD blacklists X X X X
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Table A-2 An example of incident response manual in CSIRT of user company.
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& =% - R — G LR,
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& R - R
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