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Abstract: Many of the business firms are utilizing the customer personal information for their business ac-
tivities. At the same time, they are responsible to prevent leakage. It is a big issue for them to utilize the
personal information keeping the safety to prevent the leakage. In particular, it is difficult to prevent ant
detect the leakage due to internal fraud. Therefore, there is a method of embedding the dummy personal
information to the roster by changing the pattern for each employee as a countermeasure. However, because
of the threat of the removal of the dummy personal information by collusion attacks, it is necessary to use
a collusion resistant code. Moreover, the customer list is likely to be divided into pieces, it is conceivable to
collusion resistance code is removed by the division. In this paper, we propose a countermeasure as the list
system using collusion code to the splitting attacks.
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Fig. 1 Collusion attack under Marking Assumption.
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# 1 Marking Assumption
Table 1 Marking Assumption.
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wide-sense EEOER G
expanded wide-sense TEOER P S I b v

FENHZVIERNTERZEDATL Z E25TE 5. Marking
Assumption &1, WEHDPRHILLELZIT)BEIC, F50
BEPRLE LT LPEAEATELRVEWVWIRETH .
WERPHL L2 ERIO LRIETE 5 #iPHIC L o TR
DRSSV R DL (R 1), 2720, 2 8H50HE,
expanded narrow-sense & wide-sense (X—3 9 5.

WAL L > T2 IR SN T 05, WEEOD
B ET A2 L &BH LI, BRI BE 7R 2Em
55 L LT, SEC (c-secure code with e-error) 157 [10],
IPP (c-identifiable parent property code) 5% [11], TA
(c-traceability) f57 [12], Tardos 5% [13], ACC (Anti-
Collusion Code) 575 [14] b T HN%. SEC fF51d, §5
W Marking Assumption TEFR SNE Y, BEFFEI 2K,
$ 72, IPP fF 53055 & 1 b KEECI AV [15].

Tardos fF 5 3/NEWHFFGRETHEHLAER TS, WE
BERETEHLWRERES (HBETLWE ZQUEE L
2 DREREDR VDS, REEIE V. TA 5% ACC 57
IEREDS U T Chiu, LT REBEE L IFEETH
D, WBHETHRWEZQEST LWE) TREr» 2wl Lz
TRAEL T 5.

—MEMCZ I T, HERRLRT B Y 2 ARV ER
WELWI)MFHTHELEEL, 2 07 TEEOFFOT
¥ifiie & B PR L ) fEt B2 E L Twb. TA
o3 s D OBBOFTERIC L ) FE5 2 S
NTBY, FrBrfFrBRZDINCE SR SN2
WEELHFETE R b, —F, ACCHFFIFTHILIC
LBRFLBEEMELTBY, FrEIRUANANDFEFED
UEEZRFELTVA.

KIFFETIE, HFHERIEEY VRV & LR D
5720, BT RD, FeERIIANO GO % 7
HLTWD ACCHZZAMT 5.

2.6 ACCTHS

ACC 77714 BIBD (Balanced Incomplete Block Design)
N D ESIC L o THER S, FIFT 5 BIBD I24& o5
T OWENRL 5.
2.6.1 BIBD

BIBD i, #HEOELGZEVHL, ZNEDEEFDMIC
NG VA% FETET2b DT A Block Design D—FET &
L. BAKIIZIE, SETFITh A ERES X &, 7ay s b

1572



RIS SHEE Vol.59 No.9 1570-1580 (Sep. 2018)

£ 2 BIBD ®/89 X —% & ACCHE5DINT A —%
Table 2 Parameters for BIBD and ACC code.
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Fig. 2 Making an ACC code from a BIBD.
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#* 3 flFEm7% BIBD
Table 3 Typical BIBDs.
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Fig. 3 Flow of the leaked address list.
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Fig. 4 The method to embed codes to an address list.
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Fig. 5 Division of an address list.
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Fig. 7 2-dimensional redundant bits.

Jov IR =F5ER
TLEY Y MITXRTO L2425,

FarBEROHELTH, JILRE Y M1 ThUL, Hind
70y PG TERTNTE (§XT1) 2H\ILT 5
ZENTEDL., LEE Y M0 DAEE, sHud b 70y
IRGUHTEZEREITLTH I LI TELVY, BERHOK
FEEWLCODITRY AL I EDTE L., 20D
HHENTRENTZOTH S,

TEE Y M BHE)ETIEIE, RO ETIE LK)
R . WE, BYENEEFSFEO IR 29%ET 5
CEEMEL, FerrEBIETTAI L AMELTW
L. UEY Y M, HEiEORESIHEET L L2 ME
LTwa., ZLTC, FoEROKETIIRE LIIRENS
BLTHEILTHI L2 HWE LTS, ZhUE, ACCHF
SO FTIERE ) LA G bE L 2 & TRIESEIFET
&5.

72, M 7IRTEIIC2RLICTEY v b 24HNd
HZEHTEL. ZO2RTILEE Y MINZBWT, £
Tory MIBEOILEY Yy bOmEET Loy T
HY, 7Oy 7RIIMLOTELY Yy boTa Yy 7ED 25T
HhH. Tabb, 2RTHNEY Y MCXBILER, FLT
Uy 7EOIEY Yy bx 2EMINL, Enil2fFoTay
JEONEE Y L2 &2k 5.
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ok Crdsbl A B, Cl3X () OFREFH-.
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7z, WEABEWFTED D b, WEEDIOFTiEEAR
BERIFF 538, DU TR0 e AN L s kT
5. WBHBARRE X, LBEHE Y, RA4wifie Z &
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X=Y+2Z 2)

4.2 ERABWBEEER

TLE ACC 155 OAEFLINE 2 MRES 5 7280, ACC 7775
Lg7uy 7 EOIE ACCfF512x LTI ¥ ¥ L &fhEt
BCHETEE 21TV, BOER O T &I L TR Y EERIEL
RUET S, COERY T VY ARERREE TRy 2 R
T 10,000 [I§247 9 . AREERTIE, 75 LICHEEHEO
ACC 5z EBIRL, ThoZEL, 1 D THERLR LT
TEEVDDYENL, TONTEREHL YRV ETS
ZLT, MEEHBLL TV,

R4 ACCHTp=13D)XFTX—%
Table 4 The parameters for the ACC code with p = 13.

ok R REEEC SR 0 o%t
2,198bit 26,533 13 14

&5 LR ACCHTDNT A=Y
Table 5 The parameters of the redundant ACC code.

Tay g NIV TEAR ek

1 2,980.98
10 2,935.57 3,000 bit
100 2,591.03

1000 2,252.18
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Fig. 8 Result of an experimental test for collision resistance.
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Fig. 9 Collision resistance of redundant bits. 213 SEEERR (707 R1100)
Fig. 13 Division attack test (block size: 100).
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Fig. 10 Division attack test (ACC code (p = 13)). B 14 RIS (702 75 21,000)
Fig. 14 Division attack test (block size: 1,000).
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Fig. 11 Division attack test (block size: 1). 15 AEELOHEBEER (ACC 55 (p=13))
Fig. 15 Collision and division attack test (ACC code
25000 [ 1 (p=13)).
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Fig. 12 Division attack test (block size: 10). SRR
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Fig. 16 Collision and division attack test (block size: 1).
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Fig. 17 Collision and division attack test (block size: 10).
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Fig. 18 Collision and division attack test (block size: 100).
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Fig. 19 Collision and division attack test (block size: 1,000).
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B 20 fEAifFE & HN TR
Fig. 20 Candidate codes and assigned codes.
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