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The Design and Implementation of Migration Method of Mobile Agents
on Ja-Net on Grid for Increasing Reliability of Host Utilization
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Ja-Net on Grid is a mobile agent system, which simplifies parallel calculations on dynamic
changing grid environments. We have established its security by using a security infrastructure
of Globus Toolkit, with which mobile agent hosts can accept only reliable agents. However,
malicious hosts can rewrite instance variables of agents or extract important information from
agents, since the security for agents has not been considered. We can prevent agents from
migrating to unreliable hosts to keep the agents’ security, though many of the resources con-
nected on grid environment will be unavailable in the case. Thus, we propose a method that
enables mobile agents to migrate securely onto unreliable hosts and continue their works even
on unreliable hosts. In this paper, we describe the detail of the proposing method and its
performance evaluation.
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class MyCE extends AbstractCyberEntity {
public MyObj foo;
public void work() {
MyObj foo2 = /* foo ZJHWI(E */;
foo = foo2;
}
}
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Fig. 4 Source Class
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class MyCE extends AbstractCyberEntity {
public MyObj foo;
public Map variableMap;
private Object getVariable(String name,
Key key) {
byte[] encryptedBytes =
(byte[]) variableMap.get (name) ;
byte[] decryptedBytes =
/* WAL L 7234 FollZ key THEIL */;
Object obj = /* HFLL 7/ 4 FolH 5
F 7YV REIG +/;
return obj;
}
private Object setVariable(String name,
Key key, Object obj) {
byte[] bytes =
/* obj ZEIULL 7234 Rl */
bytel[] encryptedBytes =
/*x XA MHE key VTGS */
variableMap.put (name, encryptedBytes);
}
public void work() {
Key key = /% V7’7 v MBfS THEIUT */;
work_(key) ;
}
public void work_(Key key) {
MyObj foo_=(MyObj)getVariable("foo", key);
/* foo_ ZATHAE */
setVariable("foo", key, );
}
}
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public byte[] encryptObject(
SecretKey key, Object object)
{
Cipher cipher = Cipher.getInstance(
key.getAlgorithm());
cipher.init(Cipher.ENCRYPT_MODE, key);
PipedOutputStream pos =
new PipedOutputStream();
PipedInputStream pis =
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oos.flush();
ByteArrayOutputStream baos =
new ByteArrayOutputStream();
while (pis.available() > 0) {
baos.write(pis.read());
}
return cipher.doFinal(baos.toByteArray());
}

public Object decryptObject(
SecretKey key, bytel[] bytes)

{
Cipher cipher = Cipher.getInstance(

key.getAlgorithm());

cipher.init (Cipher .DECRYPT_MODE, key);
byte[] decBytes = cipher.doFinal(bytes);
return createObjectFromBytes(decBytes);
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Fig. 7 Encryption/Decryption method for Objects
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Fig. 8 Cost of encryption on Linux machine
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Fig. 9 Cost of decryption on Linux machine
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