2018
Embedded Systems Symposium 2018

ESS2018
2018/8/31

Arm TrustZone for Armv8-M = F|H L 7=
TILFY XU CFIDMRES

I B

AH Eh!

N S

BE : Return-Oriented Programming O HIH 7 0 — 124§ 2 KB ADNHE L LT, HH 70— 2%Ef7
R IZ#E 3 % CFI (Control-Flow Integrity) 23416 N T W 5. AR5 TILEH A EIEANHIR & 72 A A
W 7ateyd ETeXa) T BREOFEREZXETEI2N—F 72 7HEREDO —DTH 5 TrustZone for
Armv8-M 2RI L7z, RTOS R—ADT 7V r—vavaxife UzikiEs CFl F3& TZmCFT % 2%

I5.

F—T— R MERAAYAT A 70— Y TV XA L OS, TrustZone

Study On Multitasking-aware Control-Flow Integrity Based On
TrustZone For Armv8-M
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Abstract: CFI (Control-Flow Integrity) is a class of techniques that allow the detection of control-flow at-
tacks such as Return-Oriented Programming by employing run-time checks of the control flow. We propose
a light-weight CFI scheme for RTOS-based applications, TZmCFI, which utilizes TrustZone for Armv8-M, a
hardware-assisted security feature for embedded systems with tight resource constraints.
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2. Control Flow Integrity
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Fig. 1 The workflow for enabling CFI enforcement on an ap-

plication.
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Fig. 2 The run-time architecture of the proposed CFI scheme.
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2.2 System-level CFI
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