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A Study of Attack Method for Arbiter PUF

RISA YASHIROY® TAKESHI SUGAWARAL'P)  KAzuO SAKIyAMA!:©)

Abstract: Physical Unclonable Function (PUF) is a technology that enables to identify the IC chip. PUF
uses physical characteristic that is generated in the manufacturing phase and embed different IDs to the
devices for each individual. There is an Arbiter PUF that is a kind of PUF. Arbiter PUF generates the
unique ID that is based on the gate delay and wiring delay. In general, there is known generates the clone
that imitates legitimate one’s behavior using machine learning as the attack method for Arbiter PUF. It has
been reported the attack result is improved using deep learning in the latest study. In this paper, we discuss
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the feature of each attack method for Arbiter PUF.
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