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Effect of a Packet Capture Exercise on Students’ Understanding of
TCP/IP network

DAISUKE SUZUKI'!

Abstract: The aim of this study is to invent a packet capture exercise, to put it into practice, and to clarify its effect on students'
understanding of TCP/IP network. In the exercise, students capture packets sent and received when they ping a PC in the
laboratory and ping a server outside the laboratory using packet capture software installed on their PC. Subsequently, based on
captured data, students perform group work using worksheets. The self-assessment on achievement after the exercise shows that,
with respect to every specific behavioral objective, more than 60% of the students assess themselves as "achieved enough" or
"achieved". However, from students' answers in description questions and analysis of pre and post results, it became clear that the
exercise as is cannot be said to help students understand TCP/IP network. Based on problems clarified from this practice, it is
necessary to carry out improved exercises and measure their effects.
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Fig. 1 Schematic diagram of the network inside and outside

the laboratory.
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Fig.2 Worksheet for checking the NIC configuration.
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Fig. 4 Schematic diagram of the experimental setup (ex.1).
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Fig. 5 Experimental procedure (ex.1).
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Fig. 6 Checking the ARP table (ex.1, wksht.1).
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Fig.7 Checking an ARP packet (ex.1, wksht.2).
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Fig. 8 Checking an ICMP packet (ex.1, wksht.3).
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Schematic diagram of the experimental setup (ex.2).
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Fig. 11 Checking the ARP table (ex.2, wksht.4).
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Fig. 12 Checking an ICMP echo request (ex.2, wksht.5).
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Fig. 13 Checking an ICMP echo response (ex.2, wksht.6).
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#* 2 rEhIRTEE [2]
Table 2 Number of questions by category [2]
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Fig. 14 Self-assessment on achievement.
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Table 3 Summary of pre-test and post-test results
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Fig. 15 Difference in mean score improvement between two

groups
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