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Abstract: With the spread of the Internet, e-mail is the basis of communication means. Meanwhile, countermeasures against
spam are indispensable because e-mail tends to trigger illegal invasions. Spam countermeasures conventionally used check
sender MTAs, such as S25R for judging whether the FQDN of the sender MTA is like a mail server or user terminal, gray listing
for checking the operation of the sender MTA after a temporary error, or sender MTA is on blacklist. However, due to the leakage
of ID / password, spam sent from an authorized server such as a provider's MTA is increasing. Therefore, from May 2017 the
inspection of the sender's mail address was strengthened. In this paper, we describe spam detection method by checking sender

mail address and its operation result.
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21 A=Y RTLOHER
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— 3% ajimu) & FNEER LT A=V EZITR S CTRIEH
DA —)VR v 7 AZELET H MDA(mail delivery agent)?)> &
72 5[1]. ajimu T spam xR O A K 3 12777, K3 T
I%, &%t T spam k$lJﬁéﬂf:iEA ZIEZELZ, ham GEH
A=) EHE I NTEAIZIT T ICET
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throttling & % spam F&{5 MTA (X timeout 2385V |, [spam
%1% MTA % SMTP(Simple Mail Transfer Protocol) D & it
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Figure 2 Number of e-mails on 2017
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RAA 2 : (7) . TLD(Top Level Domain)?3, local & 7213
localdomain %, =7 — &7 5. (1) DNSIZHENZRITH
eI —:35%. (U) ALa— R 127001 & 58k
INTHWHE, =7—¢35%. () FHANLKREZA—LD
FEILT RLAD KA A ERD oita-uacjp D& E T — &
T 5.
a— AN (7)) RAA D oita-u.acjp D & Z1Z, 1dap
T Ay FOREAMWEDEDS. T PRFEL
RInE= 7 — &+ 53]
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3. A= L ¥ —/3TD spam xf K DAL

Figure 3. Antispam measures on MTA(ajimu)

(3) whitelist
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whitelist (ZFEH S 72 MTA M HEE SN D A — LT spam
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(4) blacklist
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A—VETy Ra—HFarEa—FNn50 spam & REFREN
TAFEENHS. DI, S25R Tspam & SNIZBHE
&, <2 spam &£ 92D Tix7a < greylisting (2 & 0 FEHR
EEITH.

ml-192-168-0-1.exampl.jp
adsl-192-168-0-1.example.com
1.0.168.192.example.net
[X] 4. S25R THRAIA[HEZ: FQDN D
Figure 4. Example FQDNs detected by S25R
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(6) SPF
SPF(Sender Policy Framework)[7]{& SMTP (Z X % A —/L D
EZFEICBNT, EEHFOELEEZRRGE LEFED FAA
ORI ER SCEE RAAL VRFES XN TH D, SPF 1T A—
AR, A—ADRNEEHETHDLA—NT FLR (=
NE—TEEE) ORAALUPLEEINELONE S M
EEETH 2 & T, A— VA EEOESLHRT S, &
BZH ST HE KA A O DNS ¥ —32, B R 2
A U TA=NWIREETFAT D MTA 2 F7ET 2D SPF L a1—
REBET 5. RIRHZZOMD MTA 235 A —/LDEE D
B> 2B OHEE SPE L 22— RORREIZ GRS (+, -, ~)all]
@%ﬁfﬁﬁﬁé.ujﬁﬁﬁPx4V@%%hnAaL
TiBiE(pass), -] 1ZHEE (fail), [~) 1Y% KA A L DEE
MTA TiE72W23, % MTA OREMENRS D Z & &R T
(softfail). SPF L =— FOFiikfl %X 4 1~7. fFilziL, X
4 @ examplejp @ SPF L 21— ROE, 192.0.2.0/24 DX v
U= DPBEFEENTZA =L, BRALS U PHEDA—
NTHDIZORIAERIE L, TRUSNOFR Y hT—2 05
DA —=MTRBFHER LT 5.
example.jp. IN TXT “v=spfl +ip4:192.0.2.0/24 —all”
example.com. IN TXT “v=spfl +ip4:192.0.2.0/24 +all”
example.info. IN TXT “v=spfl +ip4:192.0.2.0/24 ~all”
5 SPF L =x— ROFtikfl
Figure 5. Example of SPF record
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DR <, 1 REHEIBL EOBIEARRAET DG B Z V. £0D
2%, F’xix, S25R, SPF T spam H|E Sz A — /LD I
greylisting CHA T 5.
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A From @D 2 AHZOWTHRELZITS. =X —7 From
X, A—/V%&%ED smtp 71 F 29 OFTHNLDLHLDOT
H5.2EQTITo TV HMAILX, TDx= 22— From
IZOWTHREZ L TWA. smtp 7’12 h /L fl %X 6 2R
9. —J, ~v & Fromi%, A—/L®OH O From:~ v Z[10]
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=578 MTA 565% MTA
— 220
EHLO mail.example.jp -
— 250
MAIL FROM:<foo@example.jp> —
— 250
RCPT TO:<baa@example.com> —
— 250
DATA -
— 345
(A=NT =5 DKE(E) -
N
— 250

6 smtp 711 b =L OHEE
Figure 6. Outline of smtp

BN A—LT RLATHDH. BF, b 2o00%F
JTEA—=NALT RLRAFE LD THDLR, A=V 7 URXR
HT, =X —7 From [ TEXMIONDE I LB H 5.

32 FALVBRTSYD VR L/FRITAL YR+

MADRAA BT Ty 7 VAN KUA M)A RNEE
%9 % & & H1Z, Spamhaus Project[6]D KA A 4T T v
VANESRT L. RUA MY A M2, B IP RAA
VEIILD, ZETDHIANEBENRAL EFIZFELT
W5, 77y 7 R MIE, FEFHIZEWOTZ spam DE(E T
T RUANOHERELNTEZIRNAL VEFIFEL T
5. 77y 7 VA MO—ER TIIRT. 72 & 21, jp.com
%, apple.co.jp.com, netflix.co.jp.com &5 KA A 4Dk
BT FLAL LN ERHD.

jp.com

ssl.com
service.com
X 7. B RAA T T v 7 VRN

Figure 7. Example of domain blacklist

33 A—=ILFRFLRTSYIURb

FEEIZBWE spam D9 L, FAA /T T v U R b
WCREETERVWHEDIE, A= AT RLRAZOLDET T v
JURAPNIHNZETD, A—=AVT KLVRATFZ 97 VA ND—
a8 IRT.
34 RRELDRE

A =L@ From ~v # DA K 9 127557, From ~> &
L, <ES>THENTZA—ALT FLRLEZORNIIENND
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Amazon.co.jp & ZEN 72 spam LB D . F DI OETRA
MBZDOEIZHRSTWT, A—LT RLAD KA A RN
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*amazon.co.jp, ® 5\ L, *amazon.com T72\ H DX, spam
L95. BITE, 20 L9 BRBRAEE netflix IOV T HIT-T
Wb,
3.5 BEAIR

RAAL L DOBREIL, AVA NI AN, TT7v7 RN,
spamhaus @ dbl DJETH D, MTA O IP 7 KL A OK#E &
VHE%ET S, Id, SRV RFOWRMEEICLY, Trg sy
DA =P — 3735 spam HEGNDFREMED B 27026 T
5. BEOA—NLBEILTZ v 7 U A MIEERZA—L
T RV RZfo TWD RN H D72, IPT RLARY
A MU R MIZHo T2 MTA 5K A —/L DRI A
—AT RVRAT7 Ty 7 YA NE@EAT 5. #r4 ORAR,
~v & From OHT, ML TNDEDT, BYNIT- T
D.

jp@icloud.com

noreply@icloud.com

noreply2@icloud.com
noreply3@icloud.com
noreply4@icloud.com
appleid@id.apple.com
appleid@appleid.apple.com
support@appleid.apple.com
info@mail.rakuten-card.co.jp
support@mail.rakuten-card.co.jp

webshop noreply@emagazine.rakuten.co.jp
partner@shop.rakuten.co.jp
order@rakuten.co.jp

B8 A—NANT FLATZ vz AL (F)

Figure 8. Example of mail address blacklist

From: #0554 <A —/L7 KL A>
9. From ~ > % O

Figure 9. Format of From header

4. ERFER

2017412 H 31 A0 5 201845 4 26 HE£ TD 5701 (21
W) A —VEOEFHEREE 112, Greylisting OFEHM %
F2IRT. £ 1, 2T, TAccept] 1%, FEICLVZEL
7= A —VEx, TAutowhite| |, greylisting ¢ autowhite list {Z
WoTWDHew, —IRx=TF —7 L TRE LI A—3, (st)
1L, B —R=S—L L A—#, 2™ or more) I3,
HHIMCTHEINEZZD BT —L LEEIETHD.
greylisting 12 & 0 {5 L7z A — v, T Accept] +

lAutowhite] T&H Y, R4 L7z spam £ (greylist deny)i,

Spam %t = Tl1st)] — Tlaccept]
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Figure 10. Check for envelope From
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Check
K-> , DNS k72 L
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>
RRH E R AL
Check .
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display name
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| Domain Domain S m
| whitelist blacklist
| | mail addr
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Figure 11. Check for Header From

T 5. Ham (% A —/L) BILO Greylist BEDOEF T
A—NVETHD. Lo L, Greylist IO spam #21%, =15
EROETH S, FLA—AMAESFES N TND A
LD, Z2OICHENTWD. HamGHEE A — /)03,
753 BTk LT, spam 2%, 1320 i@ L 2 5K < 0o
X, ZDO=bTHD. Firewall T Malware 230 S =
G, Ysmp ax T variFly hEhd. Tou s
ILIP 7 R L ARFER SNV =9, Malware D IPv4,IPv6
ONFRIZIAATHS.

#1205, Ham(GBHE A —/L)753 FlD 9 5, ZIERZH
PERIE A TR TV D DI, [Greylist-accept] @ 13 17 8 i@
THY, ZITHHATZA—NLD 2%ITETHB.

# 1 @ spam 1320 J7iED 5 &, envelope From T D RAIEL
1% 1018 il T 77%CTd ¥, Header From TOM LRI 88
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# 4.~ % From TORENOZEA

Table 4. Detail of number of mails detected at Header From

1] NaR IPv4 IPv6 At IPv4 IPv6 Total
Whitelist 6,174,805 | 12,857 | 6,187,662 DNS 12 547 L 93.202 414 93.706
SPF 278,458 0 278,458 -
ham | Greylist Accept 136,505 | 1,875 138,380 local / localdomain 2,890 0 2,890
Greylist Autowhite 925,671 4,481 930,152 Mail addr blacklist 13,920 2,571 16,491
Subtotal 7,515,439 | 19,213 | 7,534,652 Domain blacklist 12,972 509 13,481
Greet-pause 7,331 63 7,394 Spamhaus dbl 733,372 80 733,452
Envelope From 9,994,512 | 190,802 | 10,185,314 @ﬁi Ao 22 668 4.605 27273
Envelope To 1,499,262 6| 1,499,268 ey 1’014 . 5 1’014
User unknown 254,788 0 254,788 A ’ ’
Spam | Header From 880,135 | 8,179 | 888314 T O 7 0 7
Greylist deny 342,424 54 342,478 Total 880,135 8,179 888,314
Blacklist 15,536 41 15,577
Malware - - 2,973 #< 5. Spamhaus dbl THEI S 4172 A —/LDIE(EIC MTA O K
Subtotal 13,003,988 | 199,145 | 13,206,106 A Ak G5
Total 20,519,427 | 218,358 | 20,740,758 Table 5. Sender MTAs detected by spamhaus dbl (part)
) JIEAZ TN RAA % (F2 L~ULET)
# 2. Greylisting B 05 1 1971558 | Istn.net
Table 2. Detail of mail counts Greylisting 5 286538 | co.in
IPv4 IPv6 total 3 589367 | sendinmail.net
accept 136,505 1.875 138,380 4 504962 | omicspublishinggroup.com
autowhite 925,671 | 4481 930,152 5 167494 | websoftmedia.online
st
! 478929 | 1,929 480,858 6 156061 | ijocar.online
2™ or more 2,104,963 228 2,105,191 7 147954 | 24x7mailers com
) 8 146499 | fifal4.top
& 3. =r~~n—7 From TORKMOFEA 9 136599 | amazonaws.com
Table 3. Detail of number of mails detected at Envelope From - .
10 131028 | ijoer.online
IPv4 IPv6 Total s 25284 | myvps.ip
DNS 128 &k72 L 313,064 6,121 319,185 67 17949 | outlook.com
local / localdomain 33,388 428 33,816 174 4211 | ac.p
— X ;
FH 06 oita-u.ac.jp 139,416 0 139,416 204 3130 | google.com
Mail addr blacklist 905,804 105,539 1,011,343 400 581 | ne.jp
Domain blacklist 367,499 18,192 385,691 545 286 | orjp
Spamhaus dbl 8,229,232 60,519 | 8,289,751 578 $8 | adjp
Z Dt 6,109 3 6,112 547 15 | cop
Total 9,994,512 190,802 | 10,185,314

JHETHY T%THDH.

F 3. [z u—7 From TOMRMOZEME, #4112~
» & From TOMEDOFFEMZR~T. £3, 4 &4, spamhaus
dbl DFRINDS, 80%IF &% > Ty 5. Spamhaus dbl CTHi%H
ENDHA—NEESTEEMTA L, 57T, 14966 T
Holm. TO MTA D RAA VZIZONVTE2 LYLET
WZOWTOEHO—HER SITRT. B jp KA U4
ZHio7= MTA & 174 if, 400 {i, 545 AL, 878 fif, 2472 fif
WZEN TV 5.
SOHAMTRM LI A—LT KL AX, 108 FET, £ 102
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FalfRE L7z, 2 6.1Z mail address blacklist CHRAI L7z A —
VT KU AO—E %779 . Mail address blacklist (21, 250
DA—=)VT KL RAZEHGFE L TWD. spam DEFITLA —/LT
FL 2, —#HEobDbHY, TOKREFETA—LT R
A RIED spam HEFFHEIE D HilF, D%, TO0OEE
TEA =T FLAMPBIE, Folc A=Ak B D2
ELHD. KEICHRMESID spam DEFTA—NLT KL
Z1E, BEA—ALLLTHEDND A—LT FLADGE
&, THTRWEERDHD. A—NLT RLATERLZZ
EERBHMLIETZON, REOA—LEFEUEETA—IL
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3% 6. Mail address blacklist D F1%L (G 47)
Table 6. Number of spams by mail address blacklist(part)

MEAZ | FREEL | BETTA =T R LA

1 210234 | noreply@email.apple.com

2 157512 | info@mail.rakuten-card.co.jp

3 129684 | order@rakuten.co.jp

4 74696 | <do not_reply@jp.oakley.com>

5 39112 | <shipment-tracking@amazon.co.jp>
6 34165 | myinfo@rakuten.co.jp

7 29603 | <point@shop.rakuten.co.jp>

8 28660 | <info@lows-jp.com>

9 28648 | <info@mailthx.com>

10 28223 | <info@thing-jp.com>

11 25015 | <info@youtube-info.jp>

12 20575 | <store-news@amazon.co.jp>

13 18618 | <e-issues@shop.rakuten.co.jp>
14 18384 | <yahoo@google-index.jp>

15 15919 | <partne@uniqlo.com>

16 12896 | <shipment_tracking@amazon.co.jp>
17 11964 | support@mail.rakuten-card.co.jp
18 10314 | <do_not_reply@line.me>

19 10112 | <info@uk-mailer.com>

20 10006 | <mail@googlehappy.net>

7 RLRATiED & spam HEINLT K RDH2HD, spam
EEHEDEFILA—NVT FLAZHIDICETT22 0 H
5 (Fe6. SALE 160 l).
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1L, FEETHY, BETHNE D NTEHTORBRIZL D
LIABRKEN., BEEELFLNCL TN Z RS
ORETHS.
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