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A Study of Tamper Resistant Implementation for Energy Harvester

YUSUKE NOZAKI'! MASAYA YOSHIKAWA !

Abstract: Recently, energy harvesting techniques have attracted attention for internet of things (IoT). Energy harvesting
converts various energy to electric power and it has been expected to be applied to consumer electronics. Also, since energy
harvesters are connected to various devices due to IoT, security countermeasure such as encryption technique is important. On
the other hand, in the field of hardware security, the risk of side-channel attacks, which reveal the secret information by utilizing
physical information leaked from the circuit operation, is pointed out. Therefore, for energy harvesters supporting loT, the tamper
resistance verification is very important. Then, we have developed the tamper resistance verification system for energy
harvesters, and verified the tamper resistance. This study proposes a tamper resistant implementation for energy harvesters. The
proposed method performs the countermeasure using shuffling, which is expected the implementation with low power, against

side-channel attacks. Experiments using a TWELITE energy harvester verify the validity of the proposed method.
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Figure 1 TWELITE energy harvester.
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Figure 2 Outline of TWINE.
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Figure 4 Tamper resistance verification method.
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Figure 5 Outline of the proposed method.
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Figure 6 Experimental environment.
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Table 1 Detail of experimental condition.
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Figure 7 Electromagnetic waveform in 36th round without

countermeasure.
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Figure 9 Experimental result for without the countermeasure.
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Figure 10 Experimental result for the proposed method.
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