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Abstract: A Bluetooth is one of short range wireless communication standard for controling Internet of
things (IoT) devices. However, the Bluetooth range is limited, and a user typically cannot communicate with
home devices from outside the home by means of the Bluetooth. In this paper, we propose a remote control
system for IoT devices with Bluetooth existing in a remote place by transmitting Bluetooth control message
over encrypted tunnel by datagram transport layer security (DTLS). In the proposed system, since remote
ToT devices with Bluetooth are virtually recognized as always existing in the vicinity of the control device,
remote control can be performed from anywhere. As a result of the operation verification of the proposed
system by the prototype implementation, it was confirmed that using the mobile Internet environment, it
is possible to communicate with IoT devices with Bluetooth in the home within a sufficiently shorter range
than the timeout time specified by Bluetooth.
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Fig. 3 Overview of the proposed system.
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Fig. 4 Sequence of the user authentication using public key
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Fig. 5 Sequence of the user authentication using the password.
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v b [24] #E VT —HTF ¥ FTEMEL T2 % HCI For-
warder 7—FE U NEINSL. 72, BGW fllo HCI 2 12
BUF 5 HCI A v & — TV ORXELHETIE, HCI Forwarder
F—F NP 5HZITH 572 CD ® HCI X v+ — 3 % BlueZ
DIy bE—=FANJETRE BN,

—77, BGW il HCI BT 5 HCI # v+ — V%42
WMIERTIE, RD 2262 E L HCIAXRY P Ay —T %
Netlink ¥ 7 v M2 X D HCI Forwarder 7 —F ¥ ~NET &
12 L7z. CD Ml HCI A v+t — Y ZE0EE ¢k, HCI
Forwarder 77— F v 5% - 72 CD @ HCI X v & —

e Transaction ID :
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10 FEBRERSE

Fig. 10 Experimental environment.

T% BlueZ OB A MNETRIEZEML 2. T OMIRIC
£h, CDIEZBGW 226 MHA~Y ¥ff&® HCL 4 X |k
Ay b—TRZITA L, ANy FICRBENTWDIE
HAEDHEICHCIANY M Ay -V %2ERL, CD HY
@ BlueZ % i UEEAF D Bluetooth Application ~NE &5,
INLOMBIZLY, HEWASZE L HCI A vtk —3
%, HIUiEK® Bluetooth Application & Bluetooth 1/F [
TR ENDLHCL A v =Y EFELLDE L TUHETE
BEHICTHRL.

HCI Forwarder 7—% > CD & BGW 2B VTV y
777y RTEEL, $Lik L7 Bluetooth 77 — % IV E
Ta—=VEDAy =T %E4T) Netlink V7 v FB X
O'DTLS M ¥ AV EHWI A v b=V EZEZ2IT) 720D
T=8 7Ly NefEkT A, DTLS N> Ry = A7
B L OB G LRGP 2 47 9 72912, OpenSSL 714 7
Z 1) (version 1.0.2g) [25] ZFIH L7z, %3, DTLS O 7
ORrIuN— 3 03 1.2 28 L.

5. &
5.1 EBAE

10 IORTHBIZBWT, 70 % o 79 LR
B AT HOBEMGEER X OMERESEAN 247 - 72. Ubuntu
1704 %4 VA =)V L7729y 7 by 7PC%CDBLY
BGW & L, Bluetooth4.0+EDR/LE &t USB 7 ¥ 7' %
(BUFFALO ##! BSBT4D09BK *!) ##:7 L 7-. CD &
AY—=F 7+ 2% TH) U LTAG LTE [#IZ X ) A >~
Z—A v ML, BGW IZFZ8= O LAN IZ3RE L T
JH— )XY FL—% (BBR) ##LTA ¥ —%v MZ
¥efr L7z, CD oM 121d EDR %150 Bluetooth A ¥ —
7 (HABE Mt OmniBeat *2) % ND & LT, $7-
BGW 121 BLE #lcoFEH ) Eaya1=y + (J
kv 2 v AT 248 REX-BTIREX1*3) # RD & L T#
NZENEE L, CD 25 E# RD 2R TE 2 Wi MRk
L7,

FROBEEIIBWT, AREIEHE L A 7-2— 58

http://buffalo.jp/product/peripheral /wireless-adapter/
bsbt4d09bk/

*2 http://www.nds-g.co.jp/files/news/pdf/4a5a826e.pdf
*3 http://www.ratocsystems.com /products/subpage/
btirex1.html

*1
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&1 BRLGHOFY RTT

Table 1 Average round-trip times between each device.

CD-BBR BBR-BGW BGW-RD
RTT [ms] 81.78 0.88 35.80

W% 4T - 72, CD I C Bluetooth #8582+ 5 a~<
> N hcitool ing #F47L, ND BLURD 2% TE %
WHERE L7z, Z DB, Wireshark & B\ € — HREGERE
%, $723~< Y F hcidump % W CHEZHEZR T A0 HCT
Ayv—TDR) L)%Y T L, Wireshark Z H\vCT CD
P HCI I~ Y F2 34T L T2 5 ND BX U RD OfF
WOTFLH SN D HCL A XY b2 F IS £ TICEL
TR AFTN L7z, 2B, REVAT A%EA L & WIKE
Tav Y Fping BEUI~ 2 F 12ping ™ % Fl v THATIC
100 [IlsE L 72 S 2B OF RTT (Round-Trip Time)
B3R 1OEBNVTHA. T/, ABHEIEHED RSA K5
FFIE 2,048bit, ¥4 Y = A M7 IV T X A0F SHA-256
ELTERLE DZHW.

5.2 BIERER

=2 IREV AT AEMARICB 5 21— HREE
PRI 2 10 [HE L 72/ R 2R . RE U
% CD B LU BGW B Tirbi/za— %mukﬁugan
IUBTETLTBY, 2—FP¥EHDLy b —7 124
L7 ZIC1IMAZTEETANETHLAZ ExERDL L,
FEHEMEIZZ 5%\, 72, ND B & RD O#FEZEFEH
FENZENTE685.49 I U, 489.92 I UM TH -7z, i
&, F—BRBEICBVWTIREI AT A& #H L2 WwlFERO
ND FERFEH 2 ME L2 25, 589.18 I UM TH-7-2
LasFRDHE, R—EVAT LATIEND FEHEFEH AL
TWb I EWGhsb. THIFREFXITBWTHCL X v
Y — UM /2, Je12 HCI Forwarder 7 — & ~ 128
WLZHCI Ay =Y %FELTHS, JLO HCL X v t—
¥ % Bluetooth & ¥ M B — I ~NETNHFE THEELIT-> T
LZENEETHALELEZ NS, —F, RD OHERIC
ND OEZEIFHIZINZ T CD & BGW D315 i_;?ol [
DTLS 12250 < Wi b B & OREREALHRE A3 g S v T w
5773, Bluetooth DLk TEFR SN TV B HER M 2.56 7
DHEPATRE > TH Y, FHEMELZVEEZZONS.

KA, WEHREBEREOFRER &b 7 — 7 @BEFICHED S
ﬂ‘ﬁﬁi’ﬁo 7z. Bluetooth DflAkZE 21X, BR/EDR ® % 1
L7y MER S BEERENTVE, F— 7 BERKIZBW
TOREHERIELFAFRICHCI A v =T % T v 7, BT+
WMEL TIRET 5. WERERBFEOHCI A vtE—T D7 v
7B LN T MBI AREIEFE 026 SV TH -
*4 Bluetooth ® L2CAP (Logical Link Control and Adaptation

Protocol) % Jiv»T Echo Request/Response DZcH 12 % L 72 #F
MErlETsra~ K.

Fﬁtfi&%
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x® 2 JERR
Table 2 Measurement results.
Min [ms] Avg [ms] Max [ms]
User authentication 255.16 332.74 445.71
ND discovery 122.99 685.49 974.40
RD discovery 102.79 489.92 907.39

2. @ O Bluetooth S#E 1A B HERH X O LTE /2
WA B HEIE, 2 L) ENEN 3580 I U, 81.78
IR THo ., HRELT, Ty EEICET LRI
11784 IV EBET LI ENTEL, Lz >T
LTE & v b7 — 27 HhigiE L CRIELS I L 72 & Mg L T

%,mwmmh@74A7ﬁbﬁim+A»@w:t#a
cEbNL.
53 EE

AKEF LTI BlueZ # FIIL TIRE AT 2070 %
A FHRERELH, 5% Android A —F 7+ YAND
B & ME L CwA. Android (& Linux 7 — 2 )V &R H
LTBY, W= 341 FTlE PCIA) Linux & [EEEIC
BlueZ 78R ENCTwiz, Z0720, REY AT L ORE
7O ATNANTAHZEIZED, Android A< —
T UANBHTLIENTEL, 2720, BHETKRS L
TWv5 Android A¥— b7+ > (ON—=2 32 42~51) &
“Bluedroid” & 5% L\ Bluetooth 7H I VA% v 7
ICEHENT WD, & 512 Bluedroid 1 “Fluoride” & £4F5k
ZZ28 L, Android 6.0 BAFEIZFERE ST\ 5 [26].

2T, #%EHRD Fluoride [ZEHTE B0 % METL
7z, 11 |2 Fluoride @ Bluetooth 742 NIV A ¥ v 7
%7~ [27]. Fluoride TIZ HCIEX HCI X v £ — I % b
L—AF 50D HAT LT ATy a3y BNt bi:
DI, Ny TR LR AMAPHAEIN TS, 20
728, 1libbt-hci FY 2 — VxR TH I LI2L D, BE
VAT LDOERER EETEXDLEEZOLNL, Lz25 T,
D Android A¥— b7 5% CD & LCRALT, &
FVAT L eFERTHI LTSS,

6. &0

KRG TlE, EIBHIZH 5 Bluetooth 58 IoT 7/3 1 A
ISR, BB L OMET 5V AT ARIRE L.
RE Y AT LTl Bluetooth 70 h IV AF v 71285
FAREa P PO—=FHTRYEY) ENDHIT X v =
% DTLS M » A V& W TEFE#O BGW I2f5%9 5 2

LICX Y, BGW OB ICHFAT S RD % CD O
ETADPDL)IHHBICLIENTELIEERLT.

/2, MEVATLOTO ¥ A FTERELRITW, FERE
IZBWTEEMRGES L OEEBIEE I L 72, ZOFEE,
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BLUETOOTH PROCESS

packages/apps/Bluetooth

Blusiooth Service Bluetooth Profiles

Bluetooth HAL Interfaces

Bluetooth Profile HAL Interfaces

Bluetooth Stack Vendor Extensions
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11 Fluoride ® Bluetooth 71 M IV A% v 7
Fig. 11 Bluetooth protocol stack of Fluoride.

Bluetooth THE SN TWA ¥ £ 477 MREMPIZ CD 28

HIEHD RD #3RC& 5 2 & R L 7.

¥ 72, BN

W ENTwb Android A~— b 7 + VIZIREFEHEEEHAT
b ERRLT.

HBIdIRE Y A5 L% Android ~“NBREL, AY— b7 4

PTOERTHET. T, BREVATL20ILHE LT,
Bluetooth Ol 2 v £ — T 7317 T%h <L, AL TNA A
DFH A v & — V& mBHICEEE L7277 — b7 = A 13
FTHZEICXID, F= MY oA ICEEINTVWELETINA A
AT — N7 x AR EEE L CRIFHIE T 2 T
ODWTHFTA2TFETH .

A EF

AEFFED—HBIL, FALRAELBEHZEIT 2B

LILFE T Y 27 VRO IEIZ L o TiTh Lz,
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