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Examination of Personal Authentication with Shoulder Surfing
Resistance using Mouse Operations

MAKOTO NAGATOMO!  YOSHIHIRO KiTA2 KENTARO ABURADA® NAONOBU OKAZAKI® MIRANG Park!

Abstract: Currently, password authentication by keyboard is mainly used. Biometric authentication is used
as substitute of this method, and has advantage of no memory burden, but has difficulty of reregistration for
the revealed information. There exists the method using mouse signature, but this method has no shoulder
surfing and recording resistance. In this paper, we propose the authentication method having shoulder surfing
resistance with mouse operations. The user specifies information that the matrix’s cell has. We implement
the proposed method, and perform experiments of usability and shoulder surfing, and evaluate the proposed
method.
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