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Proposal and Countermeasures for Spoofing Attack to
Prevent Unauthorized Message Transmission
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Abstract: The controller area network (CAN) widely used in in-vehicle networks employs a shared bus-type
topology, lacks a source address, and lacks an authentication and encryption mechanism. Therefore, it is vulnerable
to spoofing attacks. The number of electronic control unit (ECU) with certain destination CAN ID is only one in the
network. With this constraint, we propose a method for preventing unauthorized message transmission via an
authorized transmission ECU. To achieve this, we propose a spoofing attack that cannot be detected (even with this
prevention method). This attack simultaneously transmits a spoof message and regular message. We conducted an
evaluation experiment in a simulated environment and confirmed feasibility. Furthermore, by fully considering
system behavior when transmitting simultaneous messages, we propose a method that can detect and prevent the
proposed attack, and confirm the effectiveness of that method.
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DLC &~ f B— RiF25fOF&EMB 12 &2/ T b0 Liz.
RREARNIEEGEMHIE T RO ER R ERT 272D D
FEBRTOH, RERBSXOEBTREME LR T 5B A
U7 BRE 2 W 5. 72721, 358 ECU I RE & 3
ELEEbozANnD.
PEHTFADFIEIZOWT, LHK[4]TIX CAN =2 b —
7 RIicEEETo TR, 4Eik CAN 2> he—T %
PRI D CREZITo 72,
42 HEAXDORRER
REBBHFXNEToIBERER 8 L9 ITRT. HRIC
FAENTVDEA Y E—URNERRA =TT, HFiERRD
TELAvE—Y, BRDSEREESEL7DICHNEA
RIZERZ LR A v E—UTHS. 9 L 0 [RIFRFIZ 2%
FaBMHL 16 MIFEELHEVIELTHDLZ ERgnd. K
10 ® CAN Bus Event ICFE B9 2% &, REC 28 1 28/ L
TWDZERGDD. Tk, ZEFROAyE—VRTT
—|Z7polmZ L EFRT. RECA 1 TO8EL, 16 £ THM
LTWD Z &N BHIENEE ECU & WEH ECU OFEF L
T =B 7L =50 16 BT —{ZRoTND T LENah
5. Thbb, ¥#EECU L WBEF ECUNE T — Ny v T
REEICER L=, 2518 ECU BT —/ 3y U7 IRBICER

L7, ROTFELAE—UREAINRLTWS., 2L
D, RERBHFAOEBAEESHER TS
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Time (absrel) | Descripton | Arbld/Header |Len |DataBytes
[ HSCANSIC4__1C4 8 FrFFFFFFFRFFFFFF |
[ 22983ms HscaNs0 0 8 0000000000000000 |
73ps CANBusEvent CANRX/TXREGS-TEC:0-REC:1 3 0010100
85us CANBusEvent CANRX/TxREGS-TEC:0-REC:2 3 0010200
85ps CANBusEvent CANRX/TxREGS-TEC:0-REC:3 3 0010300
111ps CANBusEvent CANRX/TXREGS-TEC:0-REC:4 3 00[0400
85us CANBusEvent CANRX/TxREGS-TEC:0-REC:5 3 0010500
85ps CANBusEvent CANRX/TXREGS-TEC:0-REC:6 3 0010600
85pus CANBusEvent CANRX/TXREGS-TEC:0-REC:7 3 0000700
85us CANBusEvent CANRx/TxREGS-TEC:0-REC:9 3 0010800
87us CANBusEvent CANRX/TXREGS-TEC:0-REC:10 3 00/0A 00
85ps CANBusEvent CANRx/TxREGS-TEC:0-REC:11 3 000B 00
84ps CANBusEvent CANRX/TxREGS-TEC:0-REC:12 3 0010€ 00
85ps CANBusEvent CANRx/TxREGS-TEC:0-REC:13 3 000D 00
84ps CANBusEvent CANRX/TXREGS-TEC:0-REC:14 3 000E 00
85ps CANBusEvent CANRX/TXREGS-TEC:0-REC:15 3 001OF 00
85ps CANBusEvent CANR/TxREGS-TEC:0-REC:16 3 001000
258ps CANBusEvent CANRx/TxREGS-TEC:0-REC:15 3 0000F 00
[ 3ps HSCANSICS ica S 0000000000000000 ]
275ps CANBusEvent CANRX/TXREGS-TEC:0-REC: 14 3 000E 00

l 3ps HSCANSIC4  1C4

| 21.461ms HSCANSIC4 1C4
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