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Prediction of Malicious Access by Event Dependent Model

KoreHiTO KASHIKI! NaAoTO SONEZ MASAKATU MORII!

Abstract: Previously, we proposed event dependent model to predict malicious access. Dependencies were
built based on IDS(Intrusion Detection System) signatures. If the malicious access being executed is success-
ful, we narrow down the one that may be derived from it, and showed that the administrator can predict the
one that be accepted next. In this paper, we reimplemented event dependent model using the graph database.
We tried to predict the malicious access with higher accuracy by correlating the definition information of the
system entered in advance with the alert information outputted by IDS.
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Vulnerability:
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192.168.1.162

Wordpress.
(v3.1)

WordPress

Download Manager Vulnerability:

CVE-2012-2399

Vulnerability:
CWE-601

Cross Site
Scipting

Open
Redirect

H2 25 L0%EHBHROH

18:12:37.648678 [**][1:2009358:5]

ET SCAN Nmap Scripting Engine User-Agent Detected
(Nmap Scripting Engine)

[**] [Classification: Web Application Attack] [Priority: 1]
{TCP} 192.168.1.51:54868 -> 192.168.1.162:80
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