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Abstract:

STAMP (System Theoretic Accident Model and Processes) and its safety analysis application,
STPA (System Theoretic Process Analysis) have attracted much attention as a new safety
analysis method for complex systems of 10T. Though, STAMP/STPA is disseminated as a
safety analysis technique, they also can be applied in the security risk analysis, and the
security response of STPA is proposed as a STPA-Sec. However, current STPA-Sec is focused
on mission and business level, not referring the threat from the security perspective. We
propose adding only the threat analysis in the procedure of STPA-Sec. Specifically, using the
STRIDE model as “hintwords” and by incorporating the Threat Tree classification, a
systematic security scenario is created.
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