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A Study of applying Functional Encryption to the Internet of Things

Sakurako Tamura™  Akira Nagai'

Abstract: In few year, more varions loT devices appear, and 10T devices also can utilize date sensing from another 10T devices.
To prevent leakage of sensor data such as personal information, encryption of the sensor data is necessary. However,
conventional methods, such as common key or public key, apply to 10T systems that consist of many loT devices, a management
of keys becomes complicated. In order to solve this problem, we suggested that functional encryption algorithm, that enables data
encryption and decryption with flexible conditions, apply to loT systems. We showed the effectiveness of the proposed method in

terms of the performance aspect of functional encryption which is the most concerned aspects.
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WCEDAERLIEES# sk ZFHT 20 THE. 3ETHER
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AND T#Efl S 7218 B0 b Ak L7 18 58 sk &5l
MTHBE GE 3, BIXEHEDT AL ZDHTE LW
T— X EEFZAEER L DT, loT DT /31 A 1D, K]
T, 2o R %Z AND i Tl S 718 54
LA LIEE B sk 2 FIAT 256 (G4 4)0FIAEIRE
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2 BEERE 5 ORE S

5L BIER sk B
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Raspberry Pi 3 (23517 2 BAERIKS 5 00 - L3 0O ) 2 i 5
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7% 3 Raspberry Pi 3 123317 % BIHURIRE 75 D AL BRI
JLBRIER] [ msec

nE B
enc 587 586 741 897
dec 568 569 764 967
o setup 4437 6108 5958 7451
keygen 2002 2794 2794 3582

KIWOLNDLE T, ML FF 2 OEZGRERICE
HT 5L, HEHOERMFICAWIESFERNICEEND
BYERE OB HML TY, BRI ERN RN &R
binb. —J7, &MFE3, FF 41BN, EESRICSLE
BRI 213 8, W b, B 0EE & b ISP
L TWnWa.
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43 OFEF X v, Raspberry Pi 3 128\ T, BKANRE S %
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ZOEMENI =R —2EZ2 5L, 1 BLYHEN
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Raspberry Pi 3 fRE DMERE R > T e Th L, B
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WERIZDONTH, 1 LN TREPITA TN D, BFE{LkE
R 2 REEA M 213 L, H5 LR L
T2, FAFZEE LSS, BEEEIC 4 2L Lo
BEEAOCTEST 20IFBES LRV, =BEHFRIC
BWTHEGLARRRIIRRKTH 1B EHRITE 5.

F£7-, 4[E, Raspberry Pi3 oW T, BIEARE = 0 RE
EATo7el, BT —XE#EET 5O 10T ke LT
X ARM Coretex-A 2 DT 734 A T¥ % Raspberry Pi 3 £V
HEHRHRE S DIV ARM Coretex-M 2D 7 /34 2 OFIH &
BESND. ZNHDOT A RBWTE, #ETH Y
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F4 FEEATZEOLHR

TINR HEMphER/ NS A—2[10] BERY msec/ecmul
Fp254BN 9.7
. secp256k1 10.9
Raspberry Pi 3 secp256r1 10.2
secp384rl 16.1
STM32 F7 secp256k1 95
. secp256rl 121

Discovery

secp384rl 180
secp256k1 180
FRDM-K64F secp256rl 172
secp384rl 202

22 [RLTWD X 9T, BEAERT S o Sickir b
KUBRD ARG IIAE T AT TREFE N EDTWD (£ 3, 4 OHK
BB HHA LD, FHA D T EEOMEREEICE
%, AlalgEE U BIEART 5 TR STV DA M R
Fp254BN T&H %728, Z Ui, 256 bit D #EF % 1> secp256k1
7o &L VFREER 233 <, ARM Coretex-M 52 DT /3 A ATH
WTHRAEIFRAEWE FRHITE S, LoT, £ 4 TO
Raspberry Pi 3 & ARM Coretex-M 2D 2 DD T /S A A DAL
BIEM2N D, A D 7 EH O ARM Cortex-A R DT /3 A
AN, ARM Cortex-A 52 DT /3 A A TIXBIEAIRE B
M ALBRI 10~15 (SRR 23 2300 5 L HERI T & 5. &
>T, &3 COWERRESEIZTHE, ARM Cortex-M
BDTINA AT, BT — X B ERICR S{LAE & L
T, T L0 BRRENDR DD, BEALOY TV 2 A LM%
KD T —F THIUX, AR BAL TR 5
fbENToB BT =2 2R A TEIUTELS, 2D X5 7%
Ay—rizBnTix, +oFEANTHLLNZS.
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#5 FHEEROT A Z2DOPERE

BAREA— K CPUZ T Clock RAM ROM wifi BLE  Ethernet
Raspberry Pi 3 ARM Coretes-A53 1.2 GHz 1GB 0 o o o
FRDM-K64F ARM Coretex-M4F 120 MHz 256 KB 1024 KB o o o
STM32 F7 Discovery  ARM Coretex-M7 216 MHz 340KB 1MB X o
Discovery kit with

= X X X
STM32F42971 MCU ARM Coretex-M4 180 MHz 256 KB 2 MB
Arduino MO Pro ARM Coretex-M0+ 48 MHz 32 KB 256 KB x X X
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