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Abstract: Recently, smart cities have been spread all over the world. Numerous reports show that the smart cities can contribute to
realize a highly efficient society. On the other hand, cyber-attacks have been occurred in many countries. Thus, countermeasures
against such attacks are inevitable to achieve the smart cities successfully. As the first step, a threat analysis for the system model
of the smart city is necessary. However, since the existing system models are specific to use cases which various organizations
originally assume, it was difficult to extract general threats for the smart cities. Therefore, a generalized system model which is
independent from use case has been required. This paper describes the design of the generalized smart city model based on the
white papers and proposals which are published by several standards bodies. General security issues of the smart cities are
successfully extracted by threat analyses using the generalized model.
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