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Abstract:

Browser Fingerprinting is a technique which identifies browsers in the device by using device features that
can be collected by Web servers. Various features have been proposed in the previous research; however,
the correlation between the feature combination and the identification accuracy has never been discussed.
In this paper, we calculated the identification accuracy of each feature combination by using 9,457 samples
collected on our website. As a result, compared to Panopticlick[1], we realized 1.006 % on Windows, 3.894
% on Mac, 7.456 % on i0S, and 3.840 % on Android improvement of identification accuracy.
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1 %

xR A1 BHRENBRE RS MAGDYE &R

LSO NE Panopticlick | AmIUnique | ARG
UserAgent X741 0.669 v v v
[fiyedEs 0.314 v v v
7AxYMYA b 0.381 v v v
NN 0.017 v v
T34V AR 0.381 e v
HTTP Accept Encoding 0.119 v v
HTTP Accept Language | 0.244 v v
HTTP Connection 0.057 v v
Do Not Track 0.131 v v
Canvas 0.131 v v
Web GL Renderer 0.277 v v
VIIA RNy X 0.747 v v
platform 0.146 v v
HTTP Accept 0.114 v
HTTP 7 v ¥—OFAAA | 0.001 v
SuperCookie NaN v
WebStorage D F| AR E 0.002 v
Use of an ad blocker NaN v
Web GL Vender 0.198 v
GPU 0.988 v
worker 0.983 v
Web GL 0.492 v
2y F DA K 0.113 v
pOf 12 & 2 H#ExEqE 0.926 v
Tor D IP 7 KL A 0.021 v
Google Geolocation API 0.200 v
75 Y OREE 0.209 e
sse 0.220 v
ssdeep 0.894 v
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