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Abstract: Current cyberattack-exercises are generally coordinated for CSIRT / cybersecurity section, but in reality cooperation
with not only CSIRT but also executives, risk management department, public relations department and OT system department is
needed in case of leading infrastructure providers. Due to a variety of sections concerned, it is important to manage overall
cyberattack-exercises and implement limited ones for each section in order to make them efficient. To the more, after we prepare
for a flowchart of incident-handling for cyberattack and clarify necessary skills and knowledge, we should arrange cyberattack-
exercises aligned with each role .In this paper, we describe efficient cyberattack-exercises based on our cases of ones.
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Table 2 List of Cyberattack-exercises
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Figure 2 Flow of Executive-Training
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Figure 3 Image of Training Scenario
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Figure 4 Object of Information-Sharing-Training Cooperated
with SOC

BERGHAN—HE
BERLE

72 2 HHE#2% T SOC & CSIRT L L Tz & L
Th, BWEBICROVERRYANR—WEREENBEL
AT, B ¥R & RIS RRENTE D LIXR S 220,

— 958 —



LMo T, izl CRRZBELZENEETDH
v, ¥£72, HREZEODRILDZHDY — L EYEfE L TR
LZEBLAETHDHEEZRD.

45 EHTERL L OEREEIE

(1) EENE - BW

YA NI L) ST ER 2B E RIFT &N
MESNDEE, S Y IR IR, iS4
REDEEEMS.

fERSE BRI Y 13— 1T OFEMFE Tl 7=, CSIRT
YA N—BREFELEOFRICET 20 %2 Z T BRI
PANR—FLOWTTAGELZ BT 2720, ez T
BLRERDHD.

(2) FEhEkEHR

FERD LB, A S—FRICET 2 s B Y
FHOFRIZHONT, FEE L THEDAZ ENTE
Lth, VA N—FLLZOMOEENEENITHKETD
Kb IEIND Z &, BREESERARORILICEL T
A NR—WERTONDZELHESNDTD, ZDLD
ISR E B Y 3 A N—FHREICHT B2 DL 2 &
IHEETHS.

5, EFK

INET, xR EA - BINEIC X DV A S
DEFENEZIRRTE 7.

[BAREIRRL ) TRk L7z L 918, FrICEE A 7 T HE
FIZBNTL, EX a2 VT 04037 MREAERITHEA 72
S BBIBNEGRT DO T, ENENSEEAIC T E L
HEESEDZENEETHY, TOEDITHREN Y A /—
WA T A MERH 5.

(1) A N—KBEROKZME

DR ZIT OB, TN TORREZ RIS
T2 eNBETHD.

TrIZBNTS, KRHBHESOARKENRREE LIS
B2 fE LT Bh G TIE, 222K TR T 5 7
O, BREFT TN TSI L T, R RO
WD, EWisE - EFOFIEMR 2 E 2 AR L L THEM L
TN5.

UL, YA NS DFIME, BARIE AR
DFNE & BRFR N 72 D

HRKFOLGE, BIREEE R S S 2O W JEE D35
BB R Z A Y — LT, HERLOFBRIESEH,
BIRRIKBE S~ 7 &, BAERIE I 2 — 77 1245 2 D ENC
Al 7o x24T 5 Z 812 5.

PAN—KEFEROGE, WML WEEREDIEO X 5

LT3

(© 2017 Information Processing Society of Japan

—hedbIFTIERL, MorOEX2 )T 44T
VBB AL, BEREELITV, TORER, ITRVAT
LAY OT %K /XTAwé%«@&& S HIZERH 72
WENRRELY D, HOIWERELEGAICU TV A0k
L, ﬁﬁf@ﬁm&m,ﬁ%ﬁﬁ%é%fﬁﬁé%®%
R L OB L, RILET N EBURE DL > T <.

<BAKE>
[#IB%]

BAFEFR

(LA, BEGL CRAREATAHM)

<HAN—HEEE>
[HiREE]

| soc wy\ soc ‘ soc
| CSIRT | | CSIRT | csRT | [ sew |

g-ﬂ'SI@ Dé

[F@BEHK] [ BEFRE 0]

B5 HRKEF LY A N—WBEERDE
Figure 5 Image of Differences Between Natural Disaster and
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Figure 6 Example of Flowchart of Cyberattack-Handling
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