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Abstract: Cryptographic algorithms such as RC4 and SHA-1 are compromised these days. NIST, CRYP-
TREC and other national organizations advise to stop using such vulnerable algorithms. Major browser
vendors announced that they stop supporting server certificates using SHA-1, which requires web services
using SSL/TLS connections to adapt such settings. In this paper, we check the settings of SSL/TLS servers
in online banking services of main banks in Japan and examine the adaptation for the secure settings.
Futhermore, we propose the appropriate settings for SSL/TLS servers.
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e RSA (2048bit 2 k)
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e DSA/D-H (2048/224bit M )
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VIV ALZEFEHTZE5MHREINTNS,
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FENTWg [11], #HIERNZIZPAFONEN I N T
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LESEAL— b2 R—bLTWVWBE I M, FMDOETIZ
DN 5 TWD, DES IZBED OS RHEE T4 77 ) Tl
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C $R17® SSL/TLS ¥ —/NTlk DES 28f5& & T T \»
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WAGEPKRETH L7720, HVWOSRTA T 7)) TH—
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% 1 SSL/TLS #EEEE D Mg

128bit L4 PRI HESE

A WS 7T XL SSL/TLS SSL/TLS HE 5 A A — b
N—=T3a v
IETF [5] 112bit 2 MRS TLS 1.1 *2 | TLS_DHE_RSA_WITH_AES_128_GCM_SHA256

TLS 1.2 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

CRYPTREC CRYPTREC &5V 2 ME#
(FeFa)78) [6] 128bit 4Lk
SRALATI S — N ERH

Perfect Forward Secrecy

TLS 1.2 (V=T anH)
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384
TLS_DHE_RSA_WITH_CAMELLIA_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_CAMELLIA_256_GCM_SHA384
TLS_ECDHE_RSA_WITH_CAMELLIA 256_GCM_SHA384

CRYPTREC CRYPTREC K5 U A 8
(iR F a2V 7 8) [6] | 128bit &MLl L

TLS 1.1 (V=T A DA)

TLS 1.2 TLS_DHE_RSA WITH_AES_128_GCM_SHA256
TLS_DHE_RSA_WITH_CAMELLIA_128_GCM_SHA256
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256
TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_SHA256
TLS_DHE_RSA_WITH_AES_128_CBC_SHA
TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_ECDSA_WITH_CAMELLIA_128_GCM_SHA256
TLS_ECDHE _RSA_WITH_CAMELLIA_128_GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE _RSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_ECDSA_WITH_CAMELLIA_128_CBC_SHA256
TLS_ECDHE_RSA_WITH_CAMELLIA_128 _CBC_SHA256
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
TLS_ECDHE _RSA_WITH_AES_128_CBC_SHA

FISC [8], [9] 128bit 24 MLk - -
CRYPTREC 5V A MME#H

PCIDSS [10], [11] 112bit 22 k TLS 1.1 -
7z 7w giEElE 128bit 2L E | TLS 1.2

& 2 #HHHATIZHE TS SSL/TLS ¥ — @ Ri (AT YA )
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AT | B RC4 D]
Forward Secrecy DAY HR— b

BT | B 59\ DH # D9 K — b

C#f7T | C SSL3.0 i fH

TLS1.2 ~NDARFIG
RC4 OFFaf
Forward Secrecy DAY H— h

D #R47

FRFIRERIE © SHA-1 % {HifH
RC4 DFfA]
Forward Secrecy DAY H—h
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ZrFTED, FO—HT, BETRVEERZKT LT
Web = NOLEENMBETLTEY, HEE2ZI35Z
THERIIZBERNB AN KR E S R RS BV, 7z,

BETRVWHREEERTZICLD, RELLTOEFaY
T4 AT TRVEHEE SN, REOFHUNES LA
REMEE METER,
HARSA VDRE
FISC 71 R4 IZBWT, BTNV ITV X LDFEEIT
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POODLE B2 i 95
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Forward Secrecy DAY R — b

R1T FEAf | AR
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RC4 O]
CHRfr | F

RC4 OFFwf
D #R17 | A- -
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HoTEFaVT Ao WKEITID, HA KT VIZE
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L\, 72, FISC #1 R4 »i2BWTH SSL/TLS D
HRZLEIZODWTERT B I LeaRkDoND,

6. SSL/TLS DRELEEICMAITT

SSL/TLS DR ARBEARBEIHLDIZ, LTFO X
SN EEMBZ L HNEEND,

6.1 SSL/TLS #EBREDHA RS54 v ~DEH
FISC A R4 ZBWT, 57V TY XLIZHET 2
BEHIIRINTVWABA, SSL/TLS D7 H h I - ay
PSR — MBS EEIRI N TRV, RITICE
WCHS TV T XL % MHT 250 & LT SSL/TLS i¥X
EfEE D B8, FISC HA RF4 »iZH SSL/TLS
DFEIZHE T 2tk 2 &ITHNETH D,

6.2 SSL/TLS #EXEDHA KSA U ~DREH

FISC i1 R I4 ZBWT, BTV ITY XLIZET 2
BRI NTWED, SSL/TLS D7\ halnN—Tay
PWHAA — MIBETREEITRINT VAR, RTICH
WTHES 7T XL %S 250 & LT SSL/TLS 1&K
EhfiEE HDH D720, FISC A4 FJ4 »i2H SSL/TLS
DREIZET DB 2RITEIRETH S,

6.3 SSL/TLS®REHA K54 v DEH

CRYPTREC @ SSL/TLS fE /741 FJ A &, BHhR
T®H 5 Version 1.1 DFIFH 2015 FE8 ATH 5, BET I
IV XLDEREIIHEASTEDL S0, 2017 FHAET
FEEICHERAEWE A5, HWIERE ZDF AR L
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6.4 ERTZHHMWMICLBEHRRE

FEERE T 2 7« CEBSEMICET 2 BRA A E
U, A7 B 7ETh S FIEMBPNPAINTVS, L
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WOBEBZHWTHILIFH LWV, 20720, EMRIZ X
DEETEINERE2 UL RESEEDPSFET L &K
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6.5 BES7I T XLBRITEHEIEONEM
MEBEGEOHMAEDZD, HouteFa) T &KEEH
EEHRLTWVWD Web 1 NIZLKFHET S, DL R
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BATEIE 2T TBARETH B,
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