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Discovering New Type of Network Scan in Early Stage by
Change-Point Detection
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Abstract: In recent years, the volume of DDoS attack is remarkably increasing due to the fact that attackers
find vulnerable servers and IoT devices to exploit them as DDoS attack sources. To defend potentially vul-
nerable servers and IoT devices from exploiting, it is important to catch up new type of vulnerability scans
from attackers as soon as possible. In this paper, we propose a method of detecting new type of scans by
applying change-point detection algorithm to analyze honeypot logs. Evaluation result shows that proposed
method is possible to find unknown TCP scans and UDP scans which are turned out to be new type of
vulnerability scans and potentially linked to another DDoS attack.
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Fig. 1 Image of Outlier and Change Point.
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Fig. 2 Flow of Change Finder Method.
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Fig. 3 Flow of Proposed Method.
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Table 2 Honeypot Logs for Analyzing New Type of Network Scans.
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Fig. 6 Detection Result of TCP81.
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Fig. 7 Detection Result of TCP445.
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Table 7 Parameter Setting of Change Finder.
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Fig. 10 Difference in UDP389 Detection Result by

Change Finder Parameter.
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Table 8 Parameter Setting of Aggregation Period and
Aggregation Interval.
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