Computer Security Symposium 2017
23 -25 October 2017

BRI D OREEMEH#EMYZFIAL-RE R L OGS
B NRTD—FAAFE

AR DT NE R I ERT

BE AR T, ZERKGEES - SAT— ROANFELRET D, HITORKSLA VB EOMEE S « /XA T
— FAATIE, TRERERENDZ L arF—no X TORMBENRDD. ZOBBIEEL LT, REZICERHRED
BHEEMELTHD, F—RTREWHL, TXTORZ U 2BEHIE, BHRICHNORZ V24 v FT5. ME AT
HNE, BEORZ O BEZ FRFIITB X220, 2—FIXEBORZ NS> TNEHDT, B—DRZ 128
ST, TNEANT D, APIRITREREL TIERVR, BEOANFROLEE THHTE, =01 ROLEL
REC, FRAERE. FEMERICL Y, BE R L TitERSH 5 2 L BRI,

F—0—F: WEEES, NAT—F, HAGREE, RER, vard—ryF s

A PIN Code/Password Input Method Resilient to Shoulder Hacking
using Difficulty of Tracing Multiple Button Movements

Kokoro KOBAYASHI™  Tsuyoshi OGUNI?  Masaki NAKAGAWA

Abstract: This paper presents a secure PIN code/password input method. When a person inputs a PIN code or
password to a smartphone, tablet, banking terminal, etc., there exists risk of shoulder hacking of the PIN code or
password to be stolen. To decrease the risk, we assign colors or shapes to buttons, remove codes from buttons,
move them simultaneously and let the user to touch the target button. Peepers can’t trace movements of all the
buttons at the same time, but the user only need to trace a single button and touch it. This method does not have the
highest security, but it is easy to use and free from change to a server side. In performance evaluation, we
confirmed that this method has resistance to shoulder hacking.
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Figure 3 Under movement
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# 5 MLE LRI CTHE 4 0FHE =
Table 5 Number of stolen characters and rate of stolen PINs/passwords.

ES NN S . o | BERRNXFR [4XFR=EmIE
g | T -; o ] i e ST FIPTF I REl eI eI REE
Bl [ 7o%— | = ) . | 3.33 | 400 | 400 | 0.83 | 1.00 | 1.00
B2 | awerty | P & m | BEEL 367 | 383 | 400 ] 067 | 0.83 | 1.00
1 B—f = 1.20 | 2.00 | 1.60 | 0.00 | 0.00 | 0.20
2 EZ:) ” muspml 083 [ 117 [ 183§ 000000017
3 B—f . 1.00 | 067 | 1.50 | 0.00 | 0.00 | 0.00
4 | Tox—| 28 i 0.83 | 1.50 | 1.83 ] 0.00 | 0.00 | 0.17
5 Fa=) b 0.00 | 0.00 | 0.17 ] 0.00 [ 0.00 [ 0.00
6 El—f | |opu |®EBE] 040 100 ] 080 0.00 | 0.00 | 0.00
7 2 d 0.40 | 0.60 | 1.40 [ 0.00 [ 0.00 | 0.00
8 BE—f = 0.00 | 0.25 | 0.00 | 0.00 | 0.00 | 0.00
9 E2) > maspal 017 [ 01710331 000] 000 000
10 qwerty FE=21 qopssk 0.00 | 0.00 [ 0.40 | 0.00 | 0.00 [ 0.00
11 EZ3) ” 0.00 | 0.20 | 0.00 | 0.00 | 0.00 [ 0.00
12 EZ) F# _ [ympazsgy| 000 [ 000 | 0.00 T 000 [ 0.00 | 0.00
13 26 | 1ok |70 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00

£ 6 ANRILTHEE Y BT A B
Table 6  Number of successfully input characters and number of retries.

= 21k 204% 504%

B | F—AR—F| R BRI B[ BEAZ|A AR US4 |AHRERI| US4 |AADRRT| UbSA
No = XEHH =] 25 XFE# Bk XF [B] %
Bl| To%— | = , . 3.94 0.00 4.00 0.00 3.83 0.00
B2 | QWERTY Fl—& | BBEL 3.78 0.00 3.92 0.00 3.50 0.00
1 E—f{ g 3.93 0.27 4.00 0.00 3.83 0.67
2 E2) i & anl2.00 0.00 4.00 0.00 4.00 0.00
3 BB opux | 3.94 0.06 4.00 0.00 3.83 0.17
4| 7o 28 ’ 4.00 0.00 4.00 0.00 4.00 0.00
5 28 AR 3.83 0.50 3.92 0.42 3.67 0.67
6 E—f 10Rs 1k BRREEE 3.60 0.47 3.78 0.22 3.33 0.83
7 A=) 7 3.87 0.13 3.89 0.00 3.83 0.33
8 E—f{ g 3.75 0.58 3.83 0.00 3.67 1.17
9 EZE) 4 BEBE 3.80 0.33 4.00 0.22 3.50 0.50
10| qwerTY E—f&] ok 3.67 0.27 3.89 0.00 3.33 0.67
11 28 - 4.00 0.07 4.00 0.00 4.00 0.17
12 Zf Az = 1.67 0.67 2.00 0.50 1.33 0.83
13 28 104K BRRIE B 3.87 0.20 3.89 0.11 3.83 0.33

x 7 AR B)
Table 7 Input time (Sec)

= EXCY 204% 504t

B | F—AR—F|Ra2 | Rk BEAE] AD | 1XESHFEY | AR | 1IXEHBE=Y | AD | 1IXEHI=Y
No B | BEAA /IR | B | BBEAA /IR | BERE | BBEAA /IR
Bi| To&%— | = , R 2.86 0.95 2.89 0.96 2.79 0.93

B2 | QWERTY E & AR | BBEL 5.45 1.82 1.39 0.46 13.59 453

1 E—f& M 1291 1.99] 0.99] 9.87] 1.72] 0.72] 17.46] 2.40] 1.40
2 ER) ’ w1209 1991 099 982] 1770 077] 1664] 244] 144
3 B—f (ORs = 13.46] 1.99] 0.99] 10.13] 1.74] 074] 20.13] 250] 150
4 | 7ox—| 28 ’ 1217] 2.00] 1.00] 9.94] 1.74] 074] 16.63] 250] 150
5 Ea=) A 12.99 1.60 10.89 1.39 17.18 2.01

6 B—f1 omux BR8] 14.80 1.96 11.08 1.67 20.39 2.39

7 EZ3 ~ 11.54 1.40 7.82 1.08 17.13 1.88

8 E—f M 22.03] 252] 1.31] 16.18] 1.97] 0.64] 26.90] 2.97[ 1.97
9 Z26 4 w2098 2190 119l 17511 189] 089] 2932] 2.78] 1.78
10| qweRTY F—f 10Rs8E 16.77] 227 1.27] 1205] 1.88] 0.88] 23.85] 2.86] 1.86
11 e ’ 19.02] 220] 1.20] 11.93] 1.84] o084] 29.66] 273 1.73
12 Ea=) A mER s 8| 2288 3.15 29.66 3.37 25.20 2.81

13 26 5 22.00 2.58 15.91 2.10 31.12 3.30
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