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Security Evaluation of Memory Access Pattern Protection against
Active Adversaries
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Abstract: Video and music files are sometimes distributed to the users with encrypted form, and the secret
key for the decryption is embeded into the player application. When the ligitimate users consume the con-
tent, the player application read the secret key which is stored on RAM. A molisious user with an ability to
observe RAM can extract the secret key by analysing the behaviour of the player. Moreover, a software bug
can cause an unintended information leak as shown in Heartbleed. Oblivious RAM (ORAM) is a solution for
protecting such information, however, security of ORAM schemes are evaluated against passive adsersaries
where they can only have read access to RAM. In this paper, we evaluate the security of ORAM schemes
against active adversaries where they alter data on RAM and try to efficiently extract the secret information.
We also propose countermeasures against active adversaries.
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