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A study for malware similarity evaluation method
by Structural Entropy

Yuka Higashi'!

Abstract. Unknown malware are emerging every day. Their functions and structures are similar. However, it is difficult to confirm
the presence or absence of similarity without analysis. If you know what is similar even if the hashes are different, it is possible to
reduce costly processing (static and dynamic analysis).

In this paper, we propose a similarity assessment method of malware using Structural Entropy and report classification results using

actual samples.
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