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Evaluation of Multiple WannaCry Reports from Various Organizations

Hirok1 KuzuNo!  SHUN INAGAKI? KENICHI MACGATA?

Abstract: Security incidents are major threat for information system management. Major attacks are caused
by Malware, DDoS, Intrusion using vulnerability and so on. The attacking reports are one of the resources to
identify the detail of attack trend uses what kind of technique to success the breaking of information system.
Although many reports are published in huge security incident, we have to grasp the information from public
sector, private company and researchers. In order to unveil the individual security incident, we propose the
making method of time line that collects published security reports to focus a course of particular security
incident. We apply our method WannaCry incident includes 19 reports cover essential events to evaluate the
effects of our approach. In the result, it provides availability for user to catch the relation between important
event and report released timing, then easy to handle the whole of security incident flow from the WannaCry
time line.

Keywords: Open Source Intelligence, Ransomware, WannaCry

O WannaCry OO0 OWannaCryO O OO DOOOODO

0oo0dDo0oo0ooUooUOoDoooUooUooOoo

oooU0o0DOo0o0o0ooOoooooUooooooo gooU0ooo0ooUoUooUooUooUoUooUOoDUOoOoDOOo
Oo00o0ooo0oUooooOoUooooOoUoooooooo 0000000000000 000000 ENISAO The

1. OOogo

goo20170 050 12000000000000000O European Union Agency for Network and Information Se-
curity (DTPA Information-technology Promotion Agency,
' 0Doooooo Japan OO0 000000 OOO CSIRTO Computer Se-

SECOM Co., Ltd., Japan
2 gooooooiIsoog
Intelligent Systems Laboratory, SECOM Co., Ltd., Japan

curity Incident Response TeamO O OO OOO0O00OOOO

© 2017 Information Processing Society of Japan —517—



goooOooooooooDoUoooooDOoUoOoooOoOoOon
000o0o0ooU00oDoooUoUooooUoOoDooOooooo
000000000000 Oo0o0oOoULoUoUooUoo
J00D000000D0000D000 Twitter O Facebook
0000000000000 UoULooUoo
ooooogooog
OO0ooooOOooOoOoOooooooOoOooocsIRTOog
0000000000000 UoooUuoo
o00o0oo0o0UooooU0UoooooUoooooooo
gooopDOoU00ooooODoDOooUoooooODooDOoOoOoooo
o000 ULooUoo
0o000ooooooooooooogoooooooo
0o000o0oooooooooooooooUoooooo
goooo0ooooopoooooooOog IPOOOOO
URLOOOOOODOOOOOOOODOOOODODOOO
000o0oooU00oDoooU0UooooUoOoDoDooOooooo
000o0ooo00oooOoUoooooUoUDooOoOoooo
OOoODDOoO0OCCOoO0oO0OOg virusTotal 0OO0O0O0ODOO
0000000000000 oUooUooUoo
0000ooooooooooooooog
gdooooO00o0o0O0O0O000UOO0UOUUOOoDOoo
o000 OoULULOULUoUoo
o000 OoULULOULUoUoo
0000000000000 ULooUoo
o0o0ooo00opoooU0ooooUoOooDooOooooo
0000000000000 UoLoUooUoo
00000o0ooooooooooooooo
gdooooOoOoOoOoO0OoOOO0oO0OOUOUUDOUOoDoo
0000000000000 UoLoULooUoo
0000000000000 UoLoULooUoo
0000000000000 UoLoUooUoo
00o0ooooooooooooo
gdooooO00oO0O0O0O0O00OO0oOOoUOOUOOoDOoo
00o0ooooooOoo0ooUOooOooOooOooooo
0do00oo0ooU0Doooo0oooooUooooooon
WannaCry OO0 O00O0OWannaCry D 0O0O0000OOO
pgoboddddoooooooooboboboboboboboo
g oooooboboboboboooboog
pgooddddooooooobobobobobobobooobooo
pgobddoooooooobobobbobobboboboooboog
JoooDooooooOWannaCry OO0 OQOQOODOO
pgoobdddoooooooobooooboboboboooog
pgobdddooooooooobobobobbobobooobog
0oO000000oOoo0OWannaCry 0O0O0O0O 1900
pgobodddoooooooooboboboboboboboooboog
pgobodddooooooooobobobobbbbooobog
pgobodddoooooooobobooboboboboboooboog
pgooddddoooooooobbobobboobobooobooo

© 2017 Information Processing Society of Japan

Bulgaria

Chinese (simplified)

Chinese (raditional]
tian

not so enough time.

You can decrypt some of your files for free. Try now by clicking <Decryp{
[But if you want to decrypt all your files, you need to pay. g
'You only have 3 days to submit the payment. After that the price will be d|Czech
Also, if you don't pay in 7 days, you won't be able to recover your files for
We will have free events for users who are so poor that they couldn't pay|fifpino

P. it will be d French
ayment will be raised on How Do I Pay? $ieel

G

[Payment is accepted in Bitcoin only. For more information, click <About |Greek
Please check the current price of Bitcoin and buy some bitcoins. For morg "4
Tina Lok click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.
After your payment, click <Check Payment>. Best time to check: 9:00am {L&vian.
[GMT from Monday to Friday. 2
Once the payment is checked, you can start decrypting your files immedid

1/4/1970 00:00:00

Your files will be lost on Contact

1/8/1970 00:00:00 If you need our assistance, send a message by clicking <Contact Us>.

Tul
mend you to not remove this software, and disable yo(Vietn
ou pay and the payment gets processed. If your anti-virus gets
his software automatically, it will not be able to recover your

2

Send $600 worth of bitcoin to this address:

bitcoin

PR o2 | 13AM4VW2dhxYgXeQepoHkHSQuyBNgaEbg4

Contact Us Check Payment

0 1 WannaCry Ver. 20 0000000000 1000000
O0O0O00OQ0OQ0D Bitcoin O0OO0OO0OOODOODODO

coobOoooboooooOooOoooboOoooooOooon
coooooooon
ooboooooooocOoooocooboooooobooon
cooooooooboooon
e J0OOOOOOOOODOOODLOOOOODOOO
oobooooood
e WannaCry O 0000000 O0O0O0O0OCOCOOCODO
goboooooooooooooo
000000002000 WannaCry OOOOODOO
cobOoobooooocooooosoooooooboooon
coboboo40000000000000DO00O0DOOO
coooboboooooboobooocoooboooooon
5000000000000000000 WannaCry O
coboooboooooobobobeonoooOoboOoOoDOOD
cooooooboooooooobobooooooooon
coboooboooooovyoooooooboooobooon
ooo

2. OOoOo

2.1 WannaCry 000

WannaCry 000 D000000OOOCOOODCOOO
oo00Oo0O0bOOoOo0oOooOoOoOoDbooooooOooo
oo00OoOoOoOoooOoOooooooooOooboobo 1o
C0@ooooooOOoCooOoO0oOoooooooooooo
00O BetalVersion 1.000 Ver. 1.0 Version 2.00 Ver. 2.00
00000000000 20020170 050 120000
000000000 Ver. 20000000000CO0OO
OO0000D0OOO0O0O0DOOO Server Message Block
1.0 (SMBv1l) 000000 O0OCVE-2017-0143 — CVE-
2017-01480 2] 00000000000 OQO EternalBlue
OO0D0O0ODOO0O0ODOO0D0OO000OO0ODOEternalBlue O
OO000O0o00bOO0o00ooOoOoobDOoOooooogooo

— 518 —



O DoublePulsar00 0 0000000000000 [23]00
O0OO0OOOOENISADDOO OO O WannaCry Ver. 2.0 O
1500000230000 00 0000000O0O00OCO0OOO
ooooooo (3], 4o

2.2 WannaCry 000000

WannaCry 00000000000 OOOOOOCOO
o0oooopoopoooosSsMBOOOOOOOOOO
MS17-010 O 20170 030 1400000000 OS O
00 Windows Vista/7/8.1/10 O O O O Windows Server
2008/2008 R2/2012/2012 R2/2016 OO O OOOOOOO
000000000 Windows XP/XP Embedded/8 O O
00 Windows Server 2003 O 0 O WannaCry 000 OO
000020170050 300000000000O0OCO
000000 [20000MS17-010 0000 Windows 7
000o0o00oO0o0ooUo0oooOoooOooo euoo
00 DoublePulsar DO Ver. 2.0 OO0 OOOO0OODOOO
Shadow Brokers 000000000000 OOOO [13]
00000000 DoublePulsar 000 O0O0O000OOCO
0000000000000 ULooUoo
0o0o00o0o0ooo0ooooooooUoUUooooo
0000000000000 UooUooUoo
jo0o00o0o0ooo0oo0ooooUooUooUoo
o000 UULoULUoUoo
oooooooooo

WannaCry 0000000000000 O0OCOOOOOO
0jo0oo0o0oo0ooO0ooUooUOoDoDoOooUoDODO
0000000000000 UUUoULooUoo
joo0oo0ooo0oo0ooooUooUooUoo
jo0o0oo0ooo0oo0ooUoUooUooUoo
oo0oooooooooo

3. Uogug

cooooooooooooobobooOoooo2o01d
07 0 Code Red[35]0 2001 O 09 O Nimda[36]0 2003 O 01
0 SQL Slammer[37]00 0 0 20090 03 0 O Conflicker[38]
goboooobooooobooobooooooboooboooo
ooboooooboooobooocoOobobocooooboooon
ooboooooOooooooocoOoboocoooobocooon
oobooooboocooooocoobooooooocooon
000000000000 24, (250000000000
ooboooooooobooocoOoobocooooboooon
00000000000 [26], [27), [28]0

coobooooboooooboooboboobooooooo
goboooooooobooocooobooooooboooon
ooboooooobooooooocooboooooooboooon
ooboooooooobooocoOoobocoooooooon
goboooooooobooocooobooooooboooon

(© 2017 Information Processing Society of Japan

0 [29], [30]0

0000000000D000000000000000
000D000000000000000D00000 [31)0
00000000000000000000000000
0000000000000000000000 [32)00
00000000000000000000000000
000000000 [34000000000000000
00000000000000000000000000
000 [33)0

4. 0000

uooooooooooooocOobooocoooobooOon
cooboodooboooooOoocOoobooOoooooOooon
cooboooobooooooooobocOoooooooon
coobooooboooooOooOooboOoooooOooon
cooobooooooooobcoooooo

uobooboooooocOoobooOoooooooobooOono
cooobobooooooooobooOooboOoooooooon
cooboooobooooooOoooboboOoooooOooon
cooobooooboooooocOoobooOoooooOooon
cooooooooooooOooOooboOoooooooon
coooOoooboooooOooOoobObocOoOooboooooon
coooOooobooooOooOoOoOoboOoOoooOooOooon
cooooooboocoobooooboobocooboooo

4.1 OOOOOOOO0OO0
oobooOooooooooobOocOobooooooobooon
cooooooboooooOooOoocOoOobooOooooOooOooon
coooooobooooOooOooOoOoboOoOoooOooOooOooon
cooooooooooooOoocoobooOoooooOooon
cooooooboooOooOoocOoobooOoOoooOooOooon
coooooobooOoOooOoooOoboOoooooOooon
cooooooooboooon
(1)OOooDOoUDoOOOoOoOoUODOOooOoooOoooooo
goboooboocoobooooooooo
(2)00000D0O0OO00OU0DOOO0OODDOUOOOOO0
goboooooooooooooo
(3)00000D000000OUOOOOUDUOOOOd
goboooboooooood
(4)000000000000OO0O0OUDOOO0OOOO
ooboooboooooboooobooooo
(5)00000D00C0000UOOO0OUDOOOOOO
ooboooboooooboooooooooboon
ooboooboooooooooboooon
(6)00000D00O0D00O0OOOOUDUOODOOO
gobooobooooboobooobooono
(r)OOODOUDOOOOODOUDOOOODDOUOOODooOOO
gobooobooooboobooobooono

—519—



01 0oooooo0oooOoOooooo0oooOovOooooooooooooDOoOoDoOo
00AO00000000000000000000000000

gooooo goooo
gooo ogood gooooood goo good oo
gooooo v v v v
goooooo v VAN AN VAN v AN
gooooooooo v AN VAN v AN
0000000000000000000000000 e )
00000D000000000000000 i N
Sample Incident Community Vendor Public
e 00D DDOOUOUOUOUOUOODODOUOUODODODOO was occurred Report Report Report
000000000CSIRTO0000000000 | Py f | :
og | ~ i : | .
Jan 19 Jan 20 tJan 21 : Jan 22
e 0DDOUDDOODOODOODOODOODOO 2017 2017 :2017 © 2017
000000000000000 ool S ®--—-- @ | reieved mavare
e 10DDOUDDOODOODOODOODOODOO : :
ncident event Office Vulnerability | « ______ —a»
00000000000000000 O nedentevet nirevaware | @ L 2 >

coooooooooooboocobooobocOoooboooo
goboooooOooooooocoOoboocooooboooon
goboooooOoooobooocoOoboooooooboooon
goboooooOoooobooocoOoobocooooboooon
goooooboooboooboobOOoOooOoobOooooboo
gboooooooboocobOobooooob 10ob000n
goboooooOoooobooocoOoobocooooboooon
goboooooOoooobooocoOoobocooooboooon
goboooooOooooboooooboocooooboooon
goboooobooooboooooo

4.2 0OOOOOOOOO
cooboooobooooobOocOooooooooboboOon
ooboooooooobooocoOobobocooooboooon
ooboooooboooobooocoOoobocooooboooon
ooboooooooobooocoOobobocooooboooon
gooooo
ooboooooono
cooboooobooooobOooooobocOoooboooo
ooboooooocooooobooooboOo201rooro
2000000000000 O0O0DOODOOOOOCOOO
ooboooooooobooooooboocoboboooooon
ooboooooooobooocooobocoooooboooon
goooooo
coboooobooooboooooooooz20170O 01O
2000000000000000O0C00000O0O0OCC
oobooooooooooocooboooooobocooon
ooboooooooooon
oobooooooo
coobooooboooobooooooboooooa
e JOOOOODO2017O 010 220000000000

© 2017 Information Processing Society of Japan

02 0000000000000000000O0

goboooooo
e JOOOOODOOZ201I7TO 01O 21000000000
gooon
e JOODODOOOOOOO2017O 010 200000003
oo
coooocooooa
oobooooooOoocoooobOocOoboboocoOooobooOon
cobobooooobooooooboobocOooooobobooooon
coooooobooooOooOooOooboOoooooOooon
cooobobOooooooObomooooOooooooooon
coooooobooOooOooOoooobObocOoOoboooOooon
coooOooobooooOooOooOoobooOooooOooOooon
coooooobooooboooooooo
oobooOoooboocooooocoOoboocOoooooOon
coooOoooboooOoOobOooOobOoOooooOooOooon
200000 200000000000C000000DO0AO
oobOOo0oo0Ooo0ooo20170o1i020000000000
coooooobooooOooOoooobobooooooooon
cooooooooobooooobooocooooolno 190
coboobooooooobooooooboooOoolo1v90o0on
cooooooobooboobooooooboOoboooobooon
cooooooooooooOooooboooooooooon
coooooobobooobooooooooooboooon
ooboobooooooobooooobooboOoobooono
cooooooboooboooooobooooooooon
coobOoooboooooOooOoooobOooooooooon
coobooooooooobooooboooooooooon
coooooooon

— 520 —



5. Jbuodoboooboobuooboboon

OOo0o0000O000000D00O0WannaCry 0000
ooo0oooo00oO00OWannaCry 0000000000
0 MS17-0100 000000000 OShadow Brokers 0 O
goboobooboboobuooboobooooboobogoo
goboooobooboobbobobooboobogo
goboooobobobuooboobooooboobogoo
goboooobooboobooboboooboobogoo
gobboooboobooboobbooboobogoo
gobgooboobooboobooboobobobgon
gooboboooobobobooooobooobgboo
000000o0ooooooooooodn WannaCry O
goobobobobooooood

5.1 0000000000000

000 WamnaCry OO OOOOOOODOODOODOO
oooooOo0o0ob02000000000000002017
gosdi1s000do60190b0ooooooooon
gboooooboobooboooooboobobooog 19
gooooboooooooooosuobooooooonoo9
000000000000 s000000000 Twitter
O Facebook OO OOOOODOOOOOOOOOODODOO
goboooobooooboooooobooooooooon
goboooooboooobooooooboocooooooon
gobooooooooooooboooooooo

WannaCry 0000000000000 O00O0OOOO
gbooodobooboooocooobobooooobOoon
goboooooooobooooooboocooooboOooon
goboooooboooobooocoOooocooooboOooon
goboooooooooobooocbooocbooocboooo
goboooobooooboooobooocooooboOooon
gboooooooboboooooboooooooboon
WannaCry 0000000000000 00000O00O0OO
goboooooboooobooocoOooocooooboooon
goboooobooooooboocono 2000000000
goboooooboooobooooooboocooooboOooon
gobooooood

5.2 WannaCry 0000000 0ODO0O

WannaCry 00000000000 OOOOOCOOO
go0ooo0o0o0o0oUoOoUoooOoUooUUooULooUoo
00000000 WannaCry OOOODOOOCOOOO
j0000O0 30000 2000000000 O00D00O0
0000000000000 UoUooUoo
0000o0ooooooooooooo

e BetaODDOOO20170 020 100

(© 2017 Information Processing Society of Japan

e SMB OO OOMS1I7-0100000 [2]020170 030
140
e Ver. 1.0000020170 030 260
e Shadow Brokers 0 0 O0O00ODODO [13]: 20170 04 O
140

e Ver. 20000020170 050 120

e Ver. 2000000020170 050 120

e JO0DODUDODDDDDD2017O OS50 1200140
O00000oD0ooDoDoooooooDooDooooo
O00o0oo00oDooooooooooooooooon
OO00o0o0oo0ooooooooooooooooooon
ocoooooo
020000000000000000000D0O000
000000000000 000000Beta0ODOODO
O200Ver. 1.0000000600Ver. 2000000
O 170000000000 oooooooooooon
O0O0O0O0ooSMBUOOOOOOOODOO 14 OO Shadow
Brokers 0000000000 8O0O0OOOOODOOO
030000000 3000000000oD00O000O
00000000000 U0O0ooooOoooOog Ver. 200
Oo00o0ooooooooooooooooooooon
OO0 BetaOVer. 1.00000 10000000000CO
O00OVer. 2000000000 Shadow Brokers (0 Ver.
2000 0000000000000 00O0OOOODOO0O
ocoooooooo

0000000000000 00WannaCry 00000
000000 Ver. 20000000000 O0ODODOO
Oo00o0ooooooooooooooooooooon
Oo00o0ooooooooooooooooooooon
O00O0DO0O0 Ver. 200000000 SMBOODO
O Shadow Brokers 1 0000000000 OOODOOO
OO000000oDooooooooooooooooon
Ver. 1.00 Ver. 2.0 00000000000 O0OOOOO
ocoooooo

6. JUuouoboogoadad

oobooOocooooocOoOobobooooooOooobooOon
coOoooOoooOOoooOobOOoOobOOoOobOoOoDbDOooon
coboooobooboocooOoboocOooobOOobOooobooon
coOooooobooobooooooOoooOoOooDboOooon
coboooobooboooocoboOoocobooOoooobooon
WannaCry 0000000000000 O0O0O0O0O0OCOO
cooooooboooboooooboOoooooooon
cooobooooobooobooboOoocoooboooooon
WannaCry OO0 O0O0O0O0OO0OOOOOOOO0O0O0O0OOOO
coooooooooooobOoooboOoooboooooon
coobOoooboooooOooOoooobOooooooooon
coooooobooooOooooobooOoooooOooon

— 521 —



02 0000000 WannaCry 0O O O000O00O00O0OO0O0O0DOOOOOOv OODOO
go0o0oooOo0ooOo0ooOo0AOdOOO0OOOOOO0OOOO0OOOOODOOOD
OBetall Ver. 1.00Ver. 2000 000000000000000000 vOOO0OOO

SMB vulnerability was

gooooo ooooo
ooao gooa oo ooo Beta | Ver. 1.0 | Ver. 2.0 | SMBOODO Shadow Brokers | 00 Kill Switch
00 01 US-CERT[3] May 12, 2017 v v v v v
00 02 ENISA[4] May 15, 2017 v v v v v v
00 03 CERT-EU]16] May 12, 2017 A v v v v v
00 04 JPCERT/CCJ5] May 14, 2017 A N v N
00 05 IPA[6] May 14, 2017 A A v A
000 01 Kaspersky[21] May 12, 2017 v v ' v
000 02 Malwarebytes[22] May 12, 2017 A v v v v
000 03 Trendmicro[18] May 12, 2017 A JAN v v v '
000 04 Fortinet[20] May 15, 2017 v v v
000 05 Symantec[19] May 12, 2017 A v v v A '
00D 06 ESET[17] May 15, 2017 v v
000 07 Secdo[15] May 17, 2017 v v v v
000 08 ENDGAME[12] May 17, 2017 v v v v v
000 09 MBSD[11] May 18, 2017 v v v v
000000 01 Github[14] May 13, 2017 v v v v '
000000 02 Twitter[7] Feb 10, 2017 v
000000 03 Twitter[8] March 26, 2017 v
000000 04 Twitter[9] May 12, 2017 v
000000 05 Twitter[10] May 12, 2017 v '
| Community 04 ] | Vendor 01 ] Community 01 Public 02
m : =
= s -
: - Ver. 2.0 Incident - | Public 04 | | Vendor 04 ]
was cc:u.rred . -Puhllc 01 : \M -
| | | i | P - EIMEEEHHEIE
L I o ST . . Elee it ™

Feb10 ; Mar 14 Mar26  © Aprl4 May 12 : 2 B i S May 13 May14: : Mayis-:

2017 2017 2017 2017 2017 H 2017 2017 Pl 2017% .
oeanes | @ i S s dcid ¢ S il s
detected : : : : : §

------- o LB

released (MS17-010)

Ver. 1.0 was
detected

Shadow Brokers
leaked

PN L e m o
--------- —0~-o-am¢------o~——+

Ver. 2.0 was
detected

O Incident event
@ Timeline event

Kill Switch was
activated

03 WannaCry 00000000000 O0COOOO

j0dd0ddodd000Uo0U0U0UUUUUoUoo
d0ddd00d00000U0U0U0UU0UUUUUoUoo
00oooooooooooooooooooooooa

WannaCry 00 0000000000000 OOOOO
0000000 Beta Ver. 1.000000000O0OO
O00000SMB 0000 Shadow Brokers 00 0000
Jdddoddd0ddooU0oUoU0UUUUUoUoo
jdddddd0ddooUooUU0UUUUUoUoo
j0ddd00000U00U0U00UU0UUUUUoUoo

© 2017 Information Processing Society of Japan

gooooooo

000000o0o0oooo CSIRTOODDODOoOoooOoo
O00000D000OWannaCry OO0 0000000000
d000O0oO0oO0oO0oO0oO0OO0OO0O0OO0OOO0OO0OOOOOOOOOO
dO000O0O0oO0O0O0oO0O0OOoO0OOOOO0OO0OOOOOOOOO
god00oO0oO0oO0oO0oOoOoO0oO0OOO0OOOOOOOOOOOOO
goooooooo

0000000oooooooOOVer. 2000000
O SMBOOOODOOO Shadow Brokers 0000000

— 522 —



cooboboooooocOooboooooooooobooboOooon
O0OO0O0O0OO000000000 Beta Ver. 1.00000
cooobooooooocOoooocoobooooooboboOooon
00000000 Ver. 2000000000000000O
cooboooobooobooooboooooo
WannaCry 000000000000 OO0OO0COO
coooboooooobooooooooooooobooboOooon
cooooooooboooooOoocoobooooobooboooon
cobooboboooooooooOoooobooooobooboooon
coooooooooooboocooooooobooboooon
oooon

7. ODOgo

WannaCry 00000000000 000DO0OOOO
coooboooooooooooboooooooooboOooon
cobobobooobooooooOooooboooooooboOooon
cooobooooooooooooobooooooboboOooon
cobobobooobooooooboooobooooooboOooon
coobooooboooooboooooooOoooboboOooon
cooboooobooocooobooooooooooboboOooon
cooboodoooooooooobOoobOoobOooboo
cobooooooboocOoooocoobooooooboOooon
cooobooooooocoooOoocooboooooobooboOooon
coboboboooooocooboooooooooobooboOooon
O00000000000000000WannaCryO0onQO
cooobooooooocOoooocooobooooooboboOooon
O0O0O0OOWannaCry 00000 19000000000
cooboooooooooooooooooobOoboooon
cooboooooooooooooooooobooboOooon
coooboooooobooooobocooobooooobooboOooon
cooobooooOooobOOobOoOoocoooboOoogon
cooooooooooooboobocoooooooobooboooon
cooboooooooOooboooboooooooon

oooo

[1] Tech Media Network, “Huge Ransomware At-
tack Stopped by Accident: What to Do”, https:
//www.yahoo.com/tech/huge-ransomware-attack-
spreads-across-120000879.html (2017.06.19).

[2]  Microsoft Security Tech Center, “Microsoft Windows
SMB 000O0OD0ODOQOCOODOOOOOODODOOD
(4013389)”, https://technet.microsoft.com/ja-jp/
library/security/ms17-010.aspx (2017.06.19).

[3] US-CERT, “Indicators Associated With WannaCry Ran-
somware”, TA17-132A, https://www.us-cert.gov/
ncas/alerts/TA17-132A (2017.06.19).

[4] ENISA, “WannaCry Ransomware Outburst”,
https://wuw.enisa.europa.eu/publications/info-
notes/wannacry-ransomware-outburst (2017.06.19).

[5) JPCERT/CC, “C0O00000 ?WannaCrypt” O O
Oo0oooog”, JPCERT-AT-2017-0020, https://www.
jpcert.or.jp/at/2017/at170020.html (2017.06.19).

(© 2017 Information Processing Society of Japan

(6]

(10]
(1]

(12]

13]

(14]

(15]

(16]

(17]

(18]

(19]

20]

21]

(22]

23]

(24]

— 523 —

IPA, D0 0D0O0O0O0OOOODODODODOOODOO
0000000 Micresoft 0 0D OO0 OODOOOO
007, https://www.ipa.go.jp/security/ciadr/vul/
20170514-ransomware.html (2017.06.19).

SIRi  (@siriurz), https://twitter.com/siri_urz/
status/830008052954890242 (2017.06.19).

Karsten Hahn (@struppigel), https://twitter.
com/struppigel/status/846241982347427840
(2017.06.19).

MalwareHunterTeam (@malwrhunterteam),
https://twitter.com/malwrhunterteam/status/
862946459376857088 (2017.06.19).

Kafeine (@kafeine), https://twitter.com/kafeine/
status/863049739583016960 (2017.06.19).

MBSD, “WannaCry 2000000000007, http:
//www.mbsd. jp/blog/20170518 . html (2017.06.19).
ENDGAME, “WCry/WanaCry Ransomware Tech-
nical Analysis”, https://wuw.endgame. com/
blog/technical-blog/wcrywanacry-ransomware-
technical-analysis (2017.06.19).

theshadowbrokers, “Lost in Translation”, https:
//steemit.com/shadowbrokers/@theshadowbrokers/
lost-in-translation (2017.06.19).

rain-1, “WannaCry—WannaDecryptOr
NSA-Cyberweapon-Powered Ransomware
Worm”, https://gist.github.com/rain-1/
989428£a5504£378b993eebefbcOb168 (2017.06.19).
SECDO, “Multiple Groups Have Been Exploit-
ing ETERNALBLUE Weeks Before WannaCry”,
http://blog.secdo.com/multiple-groups—
exploiting-eternalblue-weeks-before-wannacry
(2017.06.19).

CERT-EU, “WannaCry Ransomware Campaign Exploit-
ing SMB Vulnerability”, Security Advisory 2017-012.
ESET, “Vulnerability CVE-2017-0144 in SMB exploited
by WannaCryptor ransomware to spread over LAN”,
http://support.eset.com/ca6443/71locale=en_US&
viewlocale=en_US (2017.06.19).

TrendMicro, “Massive ~ WannaCry/Wery
somware Attack Hits Various Countries”,
//blog.trendmicro.com/trendlabs-security-
intelligence/massive-wannacrywcry-ransomware-—
attack-hits-various-countries (2017.06.19).
Symantec, “Ransom.Wannacry”, https://wuw.
symantec.com/security_response/writeup.jsp?
docid=2017-051310-3522-99 (2017.06.19).

Fortinet, “WannaCry: FEvolving History from Beta
to 2.0”, http://blog.fortinet.com/2017/05/15/
wannacry-evolving-history-from-beta-to-2-0
(2017.06.19).

SECURELIST, “WannaCry ransomware used in
widespread attacks all over the world”, https:
//securelist.com/wannacry-ransomware-used-in-
widespread-attacks-all-over-the-world/78351/
(2017.06.19).

Malwarebytes, “WanaCryptOr ransomware
hits it big just before the weekend”, https:
//blog.malwarebytes.com/cybercrime/2017/05/
wanacryptOr-ransomware-hits-it-big-just-
before-the-weekend/ (2017.06.19).

Rapid7,  “Microsoft CVE-2017-0143: Windows
SMB  Remote Code Execution Vulnerability”,
https://wuw.rapid7.com/db/vulnerabilities/
msft-cve-2017-0143 (2017.06.19).

V Yegneswaran, P Barford, and J Ullrich, “Internet

Ran-
http:



intrusions: Global characteristics and prevalence”, in
ACM SIGMETRICS, 2003.

[25] CC Zou, L Gao, W Gong, and D Towsley, “Monitoring
and early warning for internet worms”, in ACM CCS,

2003.
[26] NICT, “NICTER WEB 2.0”, http://www.nicter.jp/
(2017.07.05).

[27) OO0 Police, “C00000000OOO7, https://www.
npa.go.jp/cyberpolice/detect/observation.html
(2017.07.05).

[28) JPCERT/CC, “TSUBAME(0 0 000000 OO
O0000D00)”, https://www.jpcert.or.jp/tsubame/
(2017.07.05).

[29] F. Buchholz and C. Falk, “Design and Implementation of
Zeitline: A Forensic Timeline Editor”, in DFRWS 2005.

[30] J. Olsson and M. Boldt, “Computer forensic timeline vi-
sualization tool”, in DFRW.S 2009.

3] ODO0OO0OO0O0OOO0OO0OOO O0OO0O0OO0O00O0OO0o0
oooooooooo (oo), 2016.

[32) OO0, “00000OODOUO0OOLOO,DU0O0O0ODOO,
Vol.64 No.2 p.94 O 103, 2015.

[33] WHO, “H5N1 avian influenza: Timeline of major events
13 December 20117, 2011.

[34] P. McConnell, “Banks and Avian Flu: Planning for a
Possible Pandemic”, Risk Trading Technology, 2005.

[35] CERT/CC, “Code Red” Worm Exploiting Buffer Over-
flow In IIS Indexing Service DLL”, CA-2001-19, 2001,
http://www.cert.org/historical/advisories/CA-
2001-19.cfm (2017.07.05).

[36) CERT/CC, “Nimda Worm”, CA-2001-26, 2001,
http://www.cert.org/historical/advisories/CA-
2001-26. cfm (2017.07.05).

[37] CERT/CC, “MS-SQL Server Worm”, CA-2003-04, 2003,
http://www.cert.org/historical/advisories/CA-
2003-04. cfm (2017.07.05).

[38] US-CERT, “Conficker Worm Targets Microsoft Win-
dows Systems”, TA09-088A, 2009, https://www.us-
cert.gov/ncas/alerts/TA09-0884A (2017.07.05).

© 2017 Information Processing Society of Japan — 524 —



