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STARDUST: Large-scale Infrastructure for Luring Cyber Adversaries
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Abstract: Cyberattacks, which target enterprise or government organizations, have been considered glob-
ally as a serious social problem. Although we need actual knowledge about these attacks to create practical
countermeasures, it is difficult to obtain them because most of victims could not publicly disclose details of
attacks (i.e., security logs). It is also hard to deeply understand actual behavior of human adversaries by
only analyzing malware. Therefore, we develop STARDUST, which is an infrastructure enabling us to lure
adversaries into a mimetic network and to monitor their whole behavior for long term. STARDUST can build
an enterprise-scale mimetic network called “parallel-world network” within several hours, which is configured
based on a real-world one. In addition, the parallel-world network has network-based and host-based moni-
toring functions to observe adversaries’ activities. In this paper, we describe the design and implementation
of STARDUST, and present several case studies of luring adversaries regarding to actual APT campaigns.

Keywords: Countermeasure against APT, Luring Cyber Adversaries, Parallel-world Network

L o ZLA—EHH D [1-3). L, KERICHEL =40
TEIIBEIERDSE EN D 2 L% L, 2 DRI
BRI B2 1 R X N 2 BURARE 70 & O fi 2 AH 9 4 CABE NS Z LI TH B (4,5
AN—RERHEMEE > TALY, TDXI) RV A — T, YAN—KETHVWONZe LY 2 T2 E—0D
IN— TN D BT % WENL T 5 7 DI VLM 2 0 R % 15 RKie> vy FRy 7 AR CRNTT 2 2 & 23—
ZNEDRH L, FOVEDIEF 2 F 4 RVIDBNET ThHD. LrL, TIrsERBOREN LML HESN

1.

U ENCTRETEE N TS EOEIE ok T, BEHEPHENIRA L B0  ClitEcE &
National Institute of Information and Communications VW, F7, BEOMHBEH S T2 A N—IEE R T B
Technology

© 2017 Information Processing Society of Japan — 472 —



[ i 9]
%
infected!

TRy hT—2

B merrrLz
B mterxa>
@ YT

B vy rrvozmin

etc.

vhI—=U LD
8748

ISR
AT RT — Y ART

HET—ER

STARDUST

1 STARDUST D> A7 LHEEE

&, FBEoxy b7 =2 (LT, FExv b —72) Ligbr
BB OHNDPKEEZICL > TESTH LMEDLH 5 (6,7,
Z 20, WEE R BHTRENICES L 2 ofE8i% B
JE - TEINNIEE 7 STARDUST ##8% - 239 %, STAR-
DUST (&fi#ti#5 o i@ i bR It %y b7 —7
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NDo—2) k2, Fi, WiTFy 87 =27 3@y —
ZRREASTICBEEH % ) 7V Y A Lo RIHEE
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B¢ NAT & VPN ZHIH L 70— LR—JLCEHfRT 5 2 &
T, WBEHEDF O —NLDOWENHERY b T —2%FNL
THAEL, FEry b7 —7 LRI % KT 2.
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ZEBHEIL, ZNERRICEHETEZT S, RBICETH
ICBHBIZE 2R, R ETE LD ESRDHEEBR S,
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2.1 YATLHEE

X 112 STARDUST @ 2 5 L% % 77§ . STAR-
DUST TI3HERE DB HE N ) 2kt (8] 2@ T 5.
STARDUST % Fl\VCTRENT S 2 B81C, % 3MTE I3RE
BEIYRFLAZHCTETRY PV —7 28T 2. W7
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1 {
2 "ylan": [
3 { "ID": "server", "vlanid": "3133" },
4 { "ID": "client", "vlanid": "3136" } 1],
5
" ",
ES/ ?m‘??D"‘ : |:"dhcp" s
8 "hostname": "dhcp.example.com",
9 "os": "Cent0S6",
10 "apps": [ "dhcp" 1,
11 "network": [ { "name": "ethO",
12 "vlan": "server",
13 "ipaddr": "10.140.8.6",
14 "netmask": "255.255.255.0",
15 "gateway": "10.140.8.254",
16 "dnsi": "10.140.0.2" } 1 },
17 { "ID": "WinO1"
18 "hostname": "ﬁinOl.example.com",
19 "os": "Win7x64",
20 "apps": [ "office2010", "yarai" 1],
21 "contents": [ { "name": " 3 Fn,
22 "path": "C:\Users\tsuda" } 1,
23 "network": [ { "name": "ethO",
24 "vlan": "client",
%g ) "ipaddr": "dhcp" } 1 } 1]

K2 Wiffry b7 —IREDDDL T EDY

node 121%, WfT Ry b7 —27 RICERET 2~ v O
E (ID®HRAM4, 0S, EATLZ77Yr—>ray, o
VTUIRRy N7 = RE) BT 5. network DI
Jizid, L 7% vlan OFEESR, IP 7 NV A, T7 %)V
F7r—k 7 24, DNSEDERZBT 2.

X6, WTHY b7 — 7 2T BRI, BMAaZ
HTHIUIAAT Ry b7 — 7 k2 0 HIHEI3 20,
72 Z20E, BEDA vy — %y MERICHTTP 7o ¥
SEMALZOESE, TeXi Y —N"oEFELBLXUY 7
FY 2T N—F OFRELETEMTEHRAT S Lo fliG N
BFECTRABTE OERZ ¢ %

2.3 EBBTIAT LA

Wit ty P 7 =2 NTeLY = 7 % ET LIRS %55
L 7zB%, STARDUST Tk ZN 5 DiEE % X 7 )V ALDE
WRECENT 2. BEENTC AT LTI, Ry b7 =7
L m A+ Loiliims & B L 72 ERE 2T 5.

2.3.1 Xy ~NT7—7 LOEEOEA

Wity b —27 Lo~y i, WEEDOY—NIC
AV =%y bENLUTRICHIBROERTE S, 207k
b, WEEOY—NL2)LT 7 HOBEERESY — LD
B va—F, iftxy by 79—=0h5D07 74 VT Y
Ju— N EOiEEIEBTcE 5, £/, Wrky b —
JHICBIFERFALvyarru—o97 74 LY —"%H
R 5 k) BKEZEOIHED FRICENTE %,
STARDUST Ti&, difi%y b7 =27 T34 TD
FVENI—=0 5749 0 BRBEAAL vy F 25357V
SLUTHFET S, 2995 HTTP % DNS, ICMP &5
TR TR T 238 7v b a 2835, 20
72®, STARDUST %\ 7% § 2 & EIIFENTED
[Z K% pcap 7 7 A Va2 THE T 2081370\,
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STARDUST (33if7 % v bV —7 LB v NEED
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b Cld OS D 1 ZIEMGE # R T %, RIZ Windows
PEBHEINDE 774 7Y FRAMIEZY FRA ¥ PR
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HFEHRE IP 7 FL AR P XA V4 CBIMANT 3,
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OS F—E X - &g
Windows 7 Professional Microsoft Office 2010/2013/2016,

Windows 8.1

Windows 10 Pro
Windows Server 2008 R2
CentOS 6.5

CentOS 7.0

Ubuntu 12.04 LTS
Ubuntu 14.04 LTS
Ubuntu 16.04 LTS
VyOS 1.1.0

I FARA v b AR,

JRE, Adobe Flash/Acrobat, etc.
AD, 77 A VIR

HTTP (Apache), rsyslog,
DHCP, HTTP 70 %3 (Squid),
POP, IMAP, SMTP (Postfix),
DNS (BIND), FTP

=T A7, 7 IR

25 1—HYAYH¥T71—2X

ENTZ DMEHEIC STARDUST %2 BETE % & 5 Ic&t¥hE
EHRETH UL ZERT 5. 20 Ul Cl3E&Toilifi =y k
7 —7 LM~ v ORISR OMETE S, £
7o, BT 7 a—%HEIMLT 572012 API 2 2 5.

3. £

3.1 RIFEEIITLA

Wif7% v b7 — 2% VMware vSphere *! & vSphere Dis-
tributed Switch *2 Z 7kl v K%Y b7 —72
CHEEL 72, TS % Alfons [9) 2/ L CHET 3. Alfons
EERBEY R oy b7 — 7 2RI HEIETE 52 AT 4
ThH5.

RKies Ty 7L —rici3#£ 1 2HATES, i,
Fv P7—=7 bRuYRK2DEIRLIERERT S
LORETES., Eolcavyyyry7L—r2AHL
T Microsoft Office X&ES PDF 7 7 A4 )L, BEfK, 7'v 7
=7, A=Vl VICHATE S,

3.2 EFEIIAT L

Fv b7 =7 EOIGENOBL D 72 1 fENTE DIEAT R
F7 =0 LORE- S VICRERY 7 F 7 2 TR MA 50
HixZew, Wrky b= LOF%y FI—=0 774
2 1% vSphere Distributed Switch T2 77— v 7' &, i
1%y b7 —=29DH — 3T tepdump T peap 7 7 { )L &
LTHEENS, E 512 HTTP, DNS, ICMP &\ o7z
71 b anl% SF-TAP [10] TET 5. SF-TAP &
LTLRUVCRy b7 =0 T 74y 7 %@ ICfRITCE
LHMETH D,

R A b EoEEOBIHNCIZ OS XD 1 IEKRE S
Y RERA Y R E W2, Linux oK< > Tl
rsyslog, Windows DRI~ > CTld Windows 4 X¥ 1
JRAMAL, 2Tz, Windows 2MEEH S - kfE~<
2 ¥ TlE FFRI yarai > 2l CEEH 7r X 29 70+ 2
VY —, 7ak Z0MERNEZIUFTE 5 [11].

3.3 T—LKR—=I
H2AMITHEIT T — LR — L OERZ T 0IC%
BYNAT & VPN ZH\w7-. % B NAT 1214 iptables™ @
PREROUTING % /7 — F#iz, FKkIC POSTROUTING
77X ENCEM L 72, 7 — ML 7a X oo,
OpenVPN*> ZHWTH#fi L7z, &E, ZoLE7—E
E7RX I TR Y P Y= DL—F L LTHERET 5.
ZDY, 7= BTTIL 2&6bETHFRLZ, Z 51T,
7 — b E8CIX Snort *6 & iptables &I L T DoS K 5
2N 2T DG K % R - T 2 BRE A SR L 7.

34 1—YHYA4v571—2X

STARDUST @ UI & Ruby on Rails *7 THEL 72, 2
D UL TIEBHF R OME S VNC® o X 2 kfl~vs v D
BEDSCE %, F7, RESTful API ¥F¥snTk b,
WMEAETZ D API ZHWW Tt 7 v —%2 HELTE 3,

4. MEeEMh

AT, WiTRy b7 — 27 OREFIC O THRE 2 Sl
L7z, FHliic VB2 R 2 IR T. K2 OHRIEET
10 GbE % v b7 — 7o L7z, £, %72
WfT2y P =213 KEIDELZ 3EHEEL3IDLD
WCERL, ZNEFTNOMEICTE L 2R ZEHIL 72,

& 2 PEBEIHINC B 1 2 BRET D REK

AT b

CPU: Intel Xeon (E5-2695 2.40 GHz) x2
RAM: 96 GB

NIC: Broadcom BCM57810 (10 GbE)
OS: Ubuntu 14.04 LTS (Kernel 4.2.0)
DISK: Fusion-io ioDrive2

CPU: Intel Xeon (E5-2670 2.60 GHz) x2
RAM: 96 GB

NIC: Broadcom BCM57810S (10 GbE)
OS: VMWare ESXi 5.1.1

DISK: FUJITSU NR1000 V3250 (NFSv4)

BABIREE Y 25 A

INA IS—N A FRE

= 3 MMl CHgET 2 TRy P —2
F7 %y F | KE<S YD OS (F—E R)
SERVER | CentOS 6.5x2 (DNS, DHCP)

S | CLIENT | Windows 7 Professional 64bit X1

M| SERVER syslog, HTTP 7u X, yarai aL 7% [11]),
Windows Server 2008 R2x1 (AD)
"CLIENT | Windows 7 Professional 64bitx5 =~ 7

DMZ CentOS 6.5%x2 (DNS, syslog),
Ubuntu 12.04 LTSx3 (X —/L, WWW, FTP)

L | SERVER syslog, HTTP 7u ¥, yarai 2L 7% [11]),
Windows Server 2008 R2x3
(AD, 7 7 A LY —N x2)
"CLIENTT"
"CLIENTZ

*1 http://www.vmware.com/products/vsphere/

http://www.vmware.com/products/vsphere/features/
distributed-switch
http://www.ffri.jp/assets/files/products/ctrg/yarai_
E_brochure.pdf

*2

*3
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*4 http://www.netfilter.org/projects/iptables/

https://openvpn.net/
https://www.snort.org/
http://rubyonrails.org/

*8 https://kanaka.github.io/noVNC/

*5
*6
*7
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x4 KWy b7 — 7 ORGERHE

Wfrey P =7 & K=~ 0OS Size Min. Med. Max. Ave.

(GB) (s) (s) (s) (s)
ST R — 990.8 | 1,060.5 | 1,087.7 | 1,045.7
M ¥4 R — | 4,023.5 | 4,208.2 | 4,275.3 | 4,163.7
L4¥AR 1 6.990.7 | 7,040.4 | 7.188.0 | 7.074.7
DNS CentOS 6.5 1.7 191.5 244.8 268.1 233.5
DHCP CentOS 6.5 3.1 255.5 265.4 340.5 277.9
HTTP 7m¥> CentOS 6.5 2.3 450.7 470.9 517.8 476.9
AYF7 WWW CentOS 6.5 2.0 228.3 231.6 305.3 246.1
yarai 2L 7% [11] CentOS 6.5 8.7 418.7 464.6 471.7 457.3
Syslog CentOS 6.5 2.3 246.7 256.3 258.8 253.5
WWW Ubuntu 12.04 LTS 4.0 199.2 208.4 213.2 206.9
Mail Ubuntu 12.04 LTS 4.9 231.0 237.5 307.6 249.4
FTP Ubuntu 12.04 LTS 5.1 560.3 668.7 687.3 646.7
N—% VyOS 1.1.0 5.1 216.6 222.9 227.8 222.4
AD Windows Server 2008 R2 7.0 280.6 287.0 297.0 287.8
77 AN =N Windows Server 2008 R2 7.0 283.6 287.1 297.4 288.5
Window 7 74 7~ b Windows 7 Professional 7.8 304.1 306.0 312.9 307.0

R AWATH Y b7 — 7 ORERICE L Rz R d. 7% 5.2 Case 0

B, ZhicEBoSE~s v OBRICE L 2RI L Y
A RDWATF Y b7 — 7 HERERICERIL 72 b0 THh 5.
T2y b 7—=7DSHYA X, MY A X, LI A XDOREHIC
2N ZF N T 11,0457 B, 4,163.7F, 71,0747 HEL
72, BAED Alfons DFEETIZ, kK< VBB DWHIEST
RTARID2Y v MERLR ETE 5 7% 5 Ed b o4’
b5,

5 T—XRRYT 4

51 #E
KH5ICT—ARY T4 OBMEZRT, AFTIEHASR
BEOME BN & L7z DragonOK [2] 24 L L7z 344
(Case 1~3) DfENFERZLBRS, TP e LT,
HA D BRI 8% b 72 & L 7 BlueTermite [3] D fi#
Wl % 14 (Case 0) RS, WfTHy b7 —2713K3 D
M ¥4 RIZ A=, FTP, WWW ¥ —-% (Ubuntu 12.04
LTS) # DMZ 2, 7 74 V¥ —N (Windows Server 2008
R2) ZH—Ne 7 Ay MBEMLEDDZHAM L 7.
WL OEIEZNZNX 4 D58 ITRT., KEED
IEENIFEARINIZ C&CBED 515 5 4172 Windows DFEHE
2V BT, fEIMF 0TS (B : [download file], [list_files]
ZRE) IFRNy 2 TICFEEI N cae y FRERT.
DIFIZ, 7—=AAY 54 DRFNETRT,
(1) =7 2 7 DEIWEHTICE D C&C F—"DF XA
LML, nslookup Z W THEIBRTELZ L%
T 5.
WifTRy b7 =2 3D A ¥ —F v FEFRT telnet
a2y FZEMAOWT C&C Y —NEEfHTE S &2
BT 5,
(3) Y Eof&ERICNf TRy 7= NTeL Y =27 %2 HE
79%. 20727 %% L 7% Windows 7 7 A4
v EDBETIE TERER R b LIRS
(4) BHA R P D6 C&C B —N~DEEVEIMZ 5, b
L IZBEBEF OIS 5 LB Z 4 T 5.

(2

~—
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132 U 12 BlueTermite D<)L7 = 7 “Emdivi® %\ 7
BHIFSRIC >V TR S, D7 — A TRIEfTR Y b7 —
7 BICLE PRV Evokary Ty ke EELZ L
IREETHWEE ORI Z 8 L 72, SR ZX 4 1ISR7,

F 9, B IEGR A M ITRAL ipconfig, net, tasklist,
whoami 3= FRFAL, BB A~ ORESLIREE % fig
ALTwk, R, dir a2y FT7 3 VY HNEERL,
NS DRI, KEFIZELA R M2 format ° shutdown
aw Y FEAALCEILSE XS E L, ZofiRkD,
WEEDI T OREGA A M IRITERSE D —H8 72 &5 L 72 v]
M 5. 207w, RELED T — 2T 200D
XEPA— NV Evolarvy T Uy RHRETLIEE LT,

5.3 Casel

7FANY—=NRTF Y by 7 RICHAE/T (a5
20XX ) o MHEEHEHH, EET) Lvok7 1 18% TR
AV N—FRxlsxy EWVWI 77 A NVERBEL, KBED
EBZBHL 72 (M 5). Ihs 21k a<y Fidk 304y
RICSET SN T, WKL net, systeminfo, whoami,
tasklist 2 FZ2HWT, EYer 2 b OERERE IS
LTwk, 2005, dir 3wy FT7 4 VT ONEEE
ARL72, ZNslk Case 0 THRRICHE S N8I TH 5.

DT —ADREN 3 REFONG. T, avv %
FEETHITL TV EEZ NI RDDH S, 5 HD
whomai 2% ¥ Fl¥ Windows IZHE#HINTE ST, 20D
ERRIC whoami 2= FOEFTPEIA TI A2 L
PEZ5, 2RHELT, 8305 LERETa~Y FHRHE
TENTORRETH S, mitic, WEHIZWITHY P 7 —
7 NORE % A B BRI net, netstat, ping, arp, tracert
avwvyFEwI)ry b —HOEE Ay FE2FETL
TWZ BTN,

5.4 Case 2
HAD K - TFEHEI %2 B & L 70 5 o fif ir S5 40 %
6lCRT. 2N 36D aey FIEH 15 5N AT
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OOONOUTWN -

OOO~NOUTPWN-

OCONOUT WN =

£5 =AY T 4 DIERER

TR TR

<)Y =7 (MD5) C&C

AT % v 7 — 7 OIRRE

2016/03/25-04/11 | DragonOK
2016/05/27-05/31 | DragonOK

w N~ O3

2015/08/04-08/04 | BlueTermite | 7af68ddba0lba2d69a8ef7c17430e5d0 JP
251c0f90bfe9a302c471bf352b259874 US FxXA
acc2eb5f8abd7426574712fe6al13c2342 SG FXA S, 7740« A —)Li%kiE
2016/08/18-09/30 DragonOK c938690a0558d070528a7cab4de0e9b3 US FxX A

NEEPZE I
VBN, 7740 X—VEE

VBN, 77 AN X—)LERIE

ipconfig /all

tasklist /v

tasklist /v

net view /domain

whoami

net use

dir c:\users\ktakahashi)
dir c:\users\ktakahashi\Desktop
format c: /s

shutdown -t O

format c:\

format c:

shutdown /s /t O

K 4 Case 0. THML7za<v .

net view

systeminfo

whoami

tasklist

dir c:\users\nito\desktop\
dir "c:\program files\"

dir d:

dir c:\users\nito\

dir c:\users\nitoldocuments\
dir c:\users\nitoldownloads\
dir \x03"c:\Program Files (x86)\"
netstat -an

dir c:\users\nito\documents\\x03Credential\

ipconfig /all
whomai %groups | find /i "level"
whoami

whoami /groups
net group

net view

arp -a

netstat -ano
pinﬁ 10.136.8.4 -n 1
tasklist

netstat -an

net view

tracert

net view \\winO5

K5 Casel. THML/Aza<wv

ipconfig /all
cd Users\ktakahashi\Desktop

dir

[download_file]l [ % v N — & . x1sx]
cd ?77-777777777201605

dir

net view /domain

z:

dir

cd 772016

dir

tasklist

net view

net user /domain

net user skawano /domain
whoami

net user ktakahashi /domain
net user

cd \

net view

dir \\SOUMUO04\

z:

cd 777

cd 7777

cd %2011

dir

cd. .

cd %2016

dir

cd. .

cd %2015

dir

net view /domain

net group "Domain computers" /domain
ping FS -n 1

net view \\10.136.8.10

X 6 Case2 THML/Aa<wv ¥
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ENTwh, Eoig, vz 7IcREINEET TR
BB A v N —Fxlsxy ZBEHEOY —NIZREEFL T,

DT —ADFE LT, WEBHIL od 27 FOETIC
IEFIREZHAAL T/, BEMIZIE Windows ETlE 13

BE), 1 XFEY ey F2RKT 9 2RHLA (“*20117,
“kQ0167, “*20157). ZDI E kb, KEHIZHAZAN
2RI TS 2011, TS 20161, TAH 2015 Lo
7 ANTICBHT I RE LTk EMETS, kE,
Wif7% v b7 — 27 IZH]H L 72 Windows 7 Professional £ T
1Eed 792 % cd 2222 DIERER IR TE 20,

X 51T, Wiy — AERRICIKEFZ T net 2= v FCHAT
Fv V7= NEREZLTWED, ZHUlA TREED
AVvEI0F47WCasy FEEFTLTOLRERETPEBA
SN, £9, net view 27 FTREYEF A FDOSH R X
AV EDFAFRBERLTVS, Zoawy FORRICIE
“FS? LI B A MZZEFRODT7 7 AN —A"DBEENS,
ZHUZH LT, ping FS-n 1 £\»H XHIT “FS” I LT
1ERTICMP X7y FZ2REFL T, 2o X
D, BPEKRZFE FS DRy b7 — BBt MR %
TV, “FS” @ IP 7 FL 2 (2 2T, “10.136.8.107) &3
Fons, 2LT, ZOMHEREIC net view \\10.136.8.10 &
IP7FRFLAZEBELCa~>Yy FEEFLTWVE, 20k
ICWEERFETa~ Y FOFREMHLTRDaw > F
ZFETLTOBEMTDMA AT,

5.5 Case 3

WEDT —ACEB T 2B REZR 7187, “con-
host.exe” Z FIT L REEZFEI L1z, ZDr—2ADKE
Flx ZnE ¢ L FBRIC 54 D Windows 2= ¥ FDOETT
WATH Y b7 — 27 NOBREPCKRIZFE L 72, fhr—A L
B2 2 fE, BT Mimikatz 2527 L AD ZAfD 720D
Fry OB ERA TV ETH D,

X512, 2016 4E 8 A 29 HIT “3.exe” DBFEfFEI N, M
B, IR TETCIDRNLT 2720 L TREH T L
T, ZOFFT77AV%2NfTRy b7 =0 6RbH
LIEHT L 72 & 2 %, PlugX OHfiffi £ &2 5 N2 RM»1H -
2. ZLC, W3y b =7 LTI EETLALET A,
8DEkIH)a~vy FPEFZBNTE ., 207 —AiC
IFEEE 1T “$Recycle.Bin” %7 “Startup” &\ o727 4V
YoM RHRL Tz, £/, w7z T70F—ah—

*9 https://raw.githubusercontent.com/mattifestation/
PowerSploit/master/Exfiltration/Invoke-Mimikatz.ps1
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ipconfig /all
systeminfo
tasklist

(W : kD 3 a2y RODIEL Do)
net view

net group /domain

net view /doamin

net view /domain

arp -a

10 dir "c:\program files"

11 dir c:\

12 dir "c:\Program Files (x86)"

13 net group /domain

14 net group "domain admins" /domain

15 ver

16 powershell IEX (New-Object Net.WebClient).
DownloadString(’UHL*g’); Invoke-Mimikatz-
DumpCerts

17 dir d:\

18 dir

19 dir *.txt

WO ~NO U WN -

20 ipconfig /all

21 arp -a

22 net group /domain

23 net group "domain admins" /domain

24 tasklist

25 net start

26 systeminfo

27 dir C:\USERS

28 dir c:\\

29 net user

30 dir c:\users\ktakahashi

31 dir c:\users\ktakahashildesktop

32 dir c:\users\ktakahashildesktop\ff ¥ h

33 dir c:\users\ktakahashildesktop /s

34 dir "c:\Program Files"

36 dir "c:\Program Files (x86)"

36 dir c:\windows\temp\3.exe

37 c:\windows\temp\3.exe 3 )

38 (% : dir 2= FOFETOZEDEL D)

39 systeminfo

40 dir "C:\Documents and Settings\Administrator\
desktop" X

a1 (8% : dir 22 FOFEITORDIEL DR D)

7 Case 3. T “conhost.exe” DFETRHCEHM L 7za<w v P

1 [list_files] [C:\$Recycle.Bin]

2 [list_files] [C:\Users\ktakahashil\AppData\Roaming
\Microsoft\Windows\Start Menu\Programs\
Startup\]

[key_logger]

[screen_capture

)|
(B:  DLEDIEARFECTHREDIBEENE-0)

oW

8 Case 3. T “3.exe” DETRHCEHM L Zca<v F

xR 6 E7 Y OREHBGRE (£ 5 kKeH).
Cases [1£3 283 12 01 0r3 0F2
[ 079 052 049 038 035 _ 0.16

PRI = F v 7 v BEENEITI N EDY C&C
BoTIcE b b o,

D — ATl C&C H — NDAFIRRTIL—T Ny 7
TRVAZBETE)ICARY)—EKT LA LaL, 20
5811 7y HRICEHOHDOIP 7 FLAZET L HIckhko 7
Z N 5 STARDUST % F W Ci#iT 2 sl 7223, DART
DX ) ICHEBEEDIER T 2T RS e o 7z,

5.6 T—ARITADEEH

STARDUST ZF|H ¥ 2 2 & CWEEDOIHH %2 £
o THHITE ., IWED LD Case 3 T4 43 HIE
o 7. BEAARFZE [12] TIRECRTREI O BIHID R T 6 I
ML 7223, STARDUST T3 RBE D RIAFET 122 2
itk 2B LTy b7 — 2 TS EELOND,
B L 72 Windows BEEMEE L o = > RO FEITEIBUZ D »
TE7Y v ORBEMHBAREETR LB REE2E 6 ICRT

(© 2017 Information Processing Society of Japan

Case 1 & 3122 TEWHEE (> 0.7) 285 D, Case 2 & 3,
1 E 2220 TERPME (>04) 8Ho7. Tabb,
DragonOK DI DWW TEAMHBENH - 7. Z DAz,
WEETN—TH7 2 Case 0 & 1 XU Case 0 & 3 DIH
DHBEIREIZ D W TE PR R (> 0.2) H-7
F7z, Case 1 & 2 CIHER (2020493047, £15
FIFE) Tawy PREfTIN, avr FETROFMA
Ty a VISR, e ZIE, ping AU
FITRHC-n 1 A 7> a v AL Cuk, Zhs DfiR%
BET B E, WBEIT = 2 7ML 7 5 CRER R AR
DFy b7 =2 HFHEL T EHRTE, ZHUEERE
REMEHE ALY TR LAEERD 3.

6. EX

Case 0 TR TH Y b7 —27 BIZXXEPRPXA—ILEw-o
leav sy il REETICHTZ2RA%, Thbb,
ZOWATH Y b7 — 7 IFKEFIT L o TR ITRITEREL
EHGTEZRETH > 7, WREEIRYIEREFIR O
2y P RER T TANDODEEEZFTBEL 2BICT
IZ format % shutdown 3= FZHAWTY AT L %&EIL
ZikAte, 2o s, BWEEPNTRY N7 -7 %K
v b= R EERET RIS THRIER, BPHETH D
IEWRBENG, 2D, THBED T —ATIEHE
7 4NY, A=), Windows D TELfHfi>727 74,
mEEEN R a Yy Ty AL TRy b —0 %
MEEE L 7. 2 O, REAIMICHE > T8@E&F 2Ty b
7 — 7 \ZFERITE R,

%72, STARDUST OB R 5FE %y b7 — 71T
FATRE A 2L TE 5 EEZ 65, BHIRERIC
I net, ipconfig, netstat, tasklist, systeminfo 7 EH3% <
BILI N, TN I3 REELBUMRIR D —MRIRE 2335 B D
EBECHBIAHT 2 Lidhvwa~vy FThsb, 207
b, TNoDavy FETZRAT 2 A2 g A
TRRTTOEDEPEOND LEZ OGNS, MRk
ping ® net A Y FD X%k y b7 —7 LOEEDOBA
YA THLEEZONS, TDXHIZ, STARDUST I
X BBIKERAESY PT =TI 74— Ny T3 L
T, YTNE A LA BT E B ARELD 5.

7. BEME

7.1 YILT T OERIENT

ENTHIZEHETHORAY <A XL -BNENTERSE % K5 o,
A= >~ k2 Wireshark*!? 52 Process Monitor*!! , iNet-
SIm* 2 R EZHEI TN Y = 7 OGS 2 BT 5, F

*10 https://www.wireshark.org/

*I1 https://technet.microsoft.com/en-us/sysinternals/
processmonitor.aspx

*12 http://www.inetsim.org/
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7z, DNS % HTTP j#f5 2 NR & § % Sandnet [13] ¥ C&C
WE L AR LOEHICEHT %2 JACKSTRAWS [14] &
Vo 7 HEIENTS 2 T ADBIES TV B,

STARDUST TldA ¥ ¥ —% v MEREZMELL 72 T4
TOXy F7—7 « FA M LOJE#E 2GR LT o N5,
oI, WATHRY b7 — 27 NEOME D ARICEIRTE 5.
CD®d, ?V7 27 RPREFICLWfTRy F7 =0
NOEE % SbE CTHHElTE 3,

7.2 HEEDOFHOEHA
FPEREFTM 7 547y bon=—Ky b & STARDUST
DEBRZMICT 2. S DN ==Ky MIRFEDOFHIC

STARDUST 3, KR&8&%Wifrzy v v—2 EcHHIC
WHSE oD, KBEZWT Y 87 —27 N TOBRER
FOMER A, BEERINELR EHIR T TE S, &
2L, Wrxry r—2tA4 v ¥ —Fvy FEDBEDI L
JEYHL RS DDoS B L o 72T v F 7 — 7 A2
ZRUITTIHEITIE T — L5 =)L TR - BRI TE 5.

RIZFE 2y b7 —7 2R L sz @i %, CIN-
DAM [17] & SDN THE 2y F 7 —27 2 ¥§i%y 7 —7
ICHEHAd %5, Wang 51353y b7 =7 Eoa—¥, 77
A, F—NOBHEHTENC X 2 E FRE L T3 (18]

—75C STARDUST ZFE % v b7 — 7 % SR B
L7clifiry P =27 2835, 2L T, TNo6DFy
7= %7 —LF—VCEREL, WEHICKBHE AT
v P — 7 DRz KE#IZT 5.

8. HhhIC

AFETIEY A N—BEFE T STARDUST #2424, #
L 7%, STARDUST \ZfEtTHERE Z Ko WifT Ry b7 —7
ZHEFEBRE CHIMETE 2, 7— AR ¥ T4 TIIKE
HEBAATH v b7 —2 1T Windows D a2 ¥ FRli&s
Jryua—FLAY—LVE2ETTIRTZETE. I
5 DIEBINEDELED & 2 = 2 T ML I N HETH Y
FY—27 ERR A MHNZREEL TR L EL SN D,

SHOMEE LT, WiTRy b7 — 7RO EEP,
£ D AT N AEDE B OBYE, WAT Ry 7 —2
DR X D 1A L& 8 3 720 OB 22 S0P 2 —
b7 74y 7 OABEREROMNIENE o NG, X6
IZ, STARDUST %M\ 7-BEBHFET DWW T Z DR
PAFFIEZIERL T L,

T

STARDUST DOHFERFIC B iR 2 IS B2 AW /-1
REIR, MK, ANEL, SMEiEEdE, &
KHEN G, AREHERICERHOE2FRT 3.
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