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Investigation of Induction Cyber Attack detection based on Emotional Analysis

PHAM THANH QUANG™ YAMAKI HIROFUMI ™

Abstract: Due to the spread of smartphones, Induction Cyber Attacks targeting individuals have been increasing in recent years.
Those are contacted through SNSs such as LINE and Twitter, to induce users to infect malware and to issue a PIN code to hijack
accounts. Unlike broadcast type attacks that send sentences of the same content all together at the same time as spam mails, they
are customized to individuals, so it is difficult to extract features with conventional Bayesian Filter. In this paper, we implemented

Emotion Analysis on filter and investigated whether we can extract characteristics of Induction Cyber Attacks.
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Figure 1 System Configuration for Emotional Analysis
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