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Easy implementation of bare-metal sandbox
with commercial system recovery software
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Abstract: For a long while, malware sandboxes have been mainly implemented with virtual machine or emulator for ease of
system recovery and management. However, series of studies have revealed that more and more malware authors are trying to
evade these virtual sandboxes. Although bare-metal systems have been proposed to overcome these evasion, their
implementation is more complicated and costly than virtual ones as they require physical disk management below OS layer. In
this paper, we propose an easy implementation of bare-metal malware sandbox using commercial system recovery software. At
the experiment, we evaluate the proposed system with 18 malware samples known to evade virtual sandboxes. In addition, we
discuss the possibility of evasion against our sandbox to prepare for future attacks.
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Figure 2 Structure of proposed system.
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Figure 3 Implementation of Dynamic analysis system with

system recovery software.
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Table 1 List of RAT client used in experiment 1

Eki HEE
Cerberus RAT 1.03.4 Anri VMWare, Antl VirtualBox
Cybergate RAT 1.07.5 Anti VMWare, Anti VirtualBox, Other
DHRat2.0 Anti VMWare, Anti VirtualBox
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L7z 2 MEOERI AT AL, BEMLY 7Yz
7 "VMWare[4]”, “Virtual Box[5]”, “QEMU[7]”% & ZFh H
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Table 2 Details of malware samples used for experiment 2.

H{FNo | Number Symantec TrendMicro
1 3 Trojan.Gen TROJ_FORUCON.BMC
2 3a Trojan.Gen.2 BKDR_ANDROM.RN
3 3b Trojan.Gen TROJ_FORUCON.BMC
4 3c Trojan.Zbot TROJ WAUCHOS VTI
5 3d Backdoor . Trojan BKDR_ANDROM.LMP
6 3e Trojan Klovbot TROJ_INJECT.RZA
7 3f Trojan Zbot BKDR_ANDROM.ABE
8 4 Trojan.Zbot TROJ_FRS.BMAQOOOLI13
9 4a Trojan.Zbot TSPY_ZBOT.ZZC
10 4b Trojan.Zbot TSPY_ZBOT.SMIG
11 4e Downloader. Upatre!gens TSPY _ZBOT.YUNJH
12 4 ‘WS Reputation.1 TROJ_GEN ROCBODCK14
13 9 ML Relstionship HishConfidenca[Downloader Donik] BKDR EMDIVI SM
14 10 Infostealer Dyre TSPY_DYRE.SMNC
15 10a Infostealer.Dyre TSPY_DYRE.AATZ
16 11 Suspicious.Cloud.? TROJ_BLOCKER.GA
17 13 Trojan Horse TROJ_ROVNIX.E
18 13 Trojan Horse BKDR_OBFUSC.SDF
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Table 3 Result of evaluation experiment using RAT samples

(experiment 1)
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43 EE

IR T, fHMBEBROBR CRETEORTIZONTSE
BYD.
FHAGSEBR D 2 M2 DT

FBR 1, FEBR 2 RICEARREE AT 5 Z LR S
TWH<AT=THIKIZED, BETEOGIEEZ ML
e, W ERE A DO CGHIAMRAEZ 23 RIKLAAE T
Rinolz. ZO, ILICKEERT 28y FEHAW
TR BN LB TH D, L LA s, ETEREEHa
AR AT A2 LRI TWE /LY = TRIKRDO K
T —4 2y MIFx BDAMDIBY FEL TR, B
HIZ LY BELERIEERNT, BT = T RO
BREEIRENBERE 1 X3 72§ BUMEAT 24T 5 LISMC IEfE IR 3
LZERELNEYD, TOX I RT—FEy FOEKBIK
PR 72 b EBbns. £, SEIE~LV T =T
ROBEZEHOEH L THEEIT 7220, fTERETR
HDFREZ ERMIZHIRT 5720121, BB OB
SEHMBMIEE 2D, —J7, WNEREBZEHT 57200
BHEEERL~L T =TI X DMAORIG L e D729,
NEVEMC 2D ERTPRENS.

VT =TI X BRBRERMDER
EBR 1 THW 2 RAT Bk 5 (1%, WPy VMWare <°

Virtual Box THEZE L 7= BT AT A& L1-— T,

ZDHIL 3L, =321 —FThHD QEMU THEL L /-
BT AT D BRI Uie otz EB 2 TIE, BiR 1
~3 1%, VMWare THEE LTZfRIT S AT A EBRAMET, K
& 5~8 I QEMU % FIVN THELE L 7= BIUFRIT o A 7 L % 1R
HMLTWARWEEDbhD., Zokoiz, SRERICHERL
e~y = TRIRIC X D REBERERAITSE A TR, —
HORBERIED A BT 556 LN LB bholz.
LovL Ekoi@y, AEER LZBREES D ani=n, f#
MAHTICIE S HIZE L DRIBORER LI L NZ D,

BBV AT LOBRA D REME

REVAT AE, TROBREETY 7 hv=7Z2FHL
TWAH, THHIXHBAD 77 AN, Fatx, LI R
) OFENSREEITY 7 NV = 7 OFENLBREANCE
L, i ESNIENESHD. —JF, BREETHRE
L0V 7 hyaTIEEEREENTEY, ENZTTY
D &b 10 HEU OB RFEET L. TN60ETE
W4 DHERE A HEET D DT BEITE > TH IR M3
MDD, HMICIEETH > T, BEEMITHREN
ITONBRWATRRERH 5. EEE, AibRo®@Y, 4 B0
EBRCTHLETERREILY 7 T =T THDH VMWare,
Virtual Box, QEMU (Zx%f L CHERERI 2RI 24T > T e
MIENSHHER SN TWA, £, ERLCRry b7 &
Wo 2Nk Tlix, BRBEITY 7 F 2T RERO—FE
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BICA VA R—=LENTWAEYD, 20X ) RERICEA
AT D W 1T EHL o — P EREE & AT BREE & B O FRIEIC
L 0HBITHIVERD D, MAT, RICHEORER T
TN =T ERAT VAT 2 T BIEE LRAICE, #
NHEOY 7 Ny =T OFEEEMERT 2EER KRN IERD T
077 AOEHLEIINTEEN TS ZEND, HIZEDX
IMYNT =T HRAMTEDARESER S D, 7ok, fifHTER
BEORMERLDEHEZRZ TV T =7 2 RMT 551k
E LU CIEHBEIZERX[15) End 5.

BBV AT MIBEBRRE BT 2~V U = 7ICHHE
WD LD BERWTIIIEROBIIIENT o 2 7 A L [FEk
Th D70, RIBBREERE LIS O BT B E1 FiE IS D0
THEHBERIR B LECTH D, HlxE, BMTEREICIT=
—PEAEREN KM L TWD &0 D Bra Fv 7o m%n [1e,
1712 ENBESNDD, ZOMEEBRT =010,
XIS THRE I N TV D 2 —F OENEBIE 2 N3 5 ik
CREFHEEMAADEL ZENREE L.

OS LVEVWLVASYEEETEIILY=T

BREE LY 7 by, 3.0 HiTHHELE LD ICR#E
KGNR—T 3 r~OEZALIEE RIFREIRICE XA
Fr, WL T HECIIRFEBEONE ZHIBRT 5, Lol
B HFEEZRANTWEHDONRE. Lz > T, MBR 12
Ped BN =T [19]0 L 512 08 LVIEWL A VY EEE
THINT 2T ICBY LT LE -GS, ELRTEREE
EEGTTDHIENTERVATREER S 5. iR B L LT,
HHIIC MBR 2 8~ LT = 7 NS 5 Z L R EN T
WA A~DT 7B A %2135 LR ERE T oD 0,
ZORGETAS % OMEE T 5.

5. EEHESHROERE

EER N2~ D = TEIIRNT S AT A%, BREE T
VT R 2T ERCTESGITHET 2 7iEEREL, KR
RIEZMIT 5 RAT KL E~ LD = THRIEZ AW, i
ERIEOAIMEEZ R LT,

SO, KR~V =TRIET—% &> MC
K BFHIESR & MBR DT 540 =27 DL 51T OS
FVENWL A Y ELETFFT LAV =TT HFMTH 5.
F7, SEMER L 2 EEOREE LY 7 b= 74T
DEBFREMEIZ SOV T HREET 5.
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