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A basic study on targeted mail attack method using OSINT
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Abstract: In recent years, attackers could get much information on companies and individuals easily by OSINT (Open Source
Intelligence), and the threat of targeted attacks has been increased. In light of such a situation, modeling the synergistic effect of
OSINT and targeted attack is the effective contribution for taking measure against the targeted attacks. In this paper, we construct
a state transition model which defines the process of attackers, who gathers the target’s information by using OSINT tools. Then
we categorize targeted e-mails that attackers can generate in each state. The analysis result can be used for the victim to estimate
the depth of attack from the contents of the targeted e-mail and to take measures.
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