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Abstract. There are many embedded devices that have WebUI for device management and operation, and some of them are
open to the Internet with vulnerability and weak credentials. In this paper, we propose a honeypot to monitor attacks against these
WebUIs by using bare-metal devices. The observation results contain attacks against regular Web servers, so we show how to
identify attacks targeting particular device. Next, we show some of the attacks are automatically conducted by using some tools
or malware. Our observation and analysis show that attacks on WebUI of IoT devices are widely conducted with certain degree

of automation.
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