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Abstract: Recent cyber attacks to information systems are more sophisticated and more complex. And
attacks to organizations are becoming the mainstream. On the other hand, it is difficult to understand all
complicated systems, because information systems consisted on web applications use cloud computing and
other information technologies so that they become larger scale and more complex. Therefore, it is required
to web application frameworks themselves have cyber security functions, because it is difficult to defend all
complicated information systems from attacks. In this reseach, we propose a new attack detection method
which makes existing web applications honeypots by appending security functions.
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*1 Honeypot in web application framework

© 2017 Information Processing Society of Japan — 174 —

2 VAT LK.



"Session": "da275c8d4ffd4d6a9eebfc1900e911lee

"
>

"Port": 8000
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<?php

namespace App\Http\Controllers;

use Illuminate\Http\Request;

class APIHomeController extends Controller

{
01

return ’true API for Home’;

protected function ret_msg

( Request $req ) {
0 ->

([’msg’=>$this->ret_msg

public function index
return response
01,

json

200 ) ;

8
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<?php
namespace App\Http\Controllers;
use Illuminate\Http\Request;
class FakeAPIHomeController extends
APIHomeController
{
protected function ret_msg () {
return ’Fake API Home’;
}
}
K 5 £LLEHAD Home APL.
{
"msg": "true API for Home"
}
6 EHEEA D Home API DE1TH.
{
"msg": "Fake API Home"
}

7 SELUE D Home API D474,
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TIEHTTP V27 T A M &ZITH > 2Bz a2 — Vgt o B
R DIRRBIZ R 72 < Host 1HWMOE SR 217> TERF
LTWwWb., £/, VARV ZDOBIZIZZITEL > 7ZBRIZV R
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5.2 Web Application Firewall & D#fFH

Hoppin & Web Application Firewall (WAF) (ZZh%
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