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Proposal for a Method to Detect and Analyze Attacks using a
WordPress Plugin
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Abstract: WordPress is a popular CMS (Contents Management System), used by a large number of web-
sites. WordPress has many users, and the number of attacks against the platform is increasing. Mitigations
such as WAF (Web Application Firewall) and IPS products are useful to prevent attacks. We developed
a flexible WordPress plugin to prevent attacks similar to the methods used by WAFs and IPSes because a
WordPress plugin can be installed on WordPress hosted on shared servers. Furthermore, we developed a
platform system to analyze the logs generated by our WordPress plugin. Finally, we evaluated the plugin
and system.
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Fig. 1 Overview of the plugin.

if (strpos($namespaces, ’wp/v2/posts/’) === 1) {
$request_body = $request->get_body();
$request_arr = json_decode($request_body) ;
$blog_version = get_bloginfo(’version’);
$vulnerable = array(
4.7, "4.7.1"
)3
if (in_array($blog_version, $vulnerable)) {
die(’rest_api_attack’);

}

}
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Fig. 2 Protectio REST API
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Fig. 3 Overview of analysis system.
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POST http://domain/wp-json/wp/v2/posts/1/7id=1abc HTTP/1.1

Content-Length: 21
Content-Type: application/json
Connection: close

User-Agent: Python-urllib/2.7
Host: domain

{"content": "test\n"}

4 REST API #GEa— K
Fig. 4 PoC code for the REST API vulnerability.

POST http://domain/wp-login.php HTTP/1.1

Host: domain

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:45.0)\
Gecko/20100101 Firefox/45.0

Accept: text/html,application/xhtml+xml,\
application/xml;q=0.9,%/%;q=0.8

Accept-Language: en-US,en;q=0.5

Connection: keep-alive

Content-Type: application/x-www-form-urlencoded
Content-Length: 103

log=admin&pwd=admin
BM5 nrsoqvioy 7T A
Fig. 5 Request for login.
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HTTP/1.1 200 OK

Date: Wed, 16 Aug 2017 02:33:04 GMT

Server: Apache/2.4.10 (Debian)
X-Powered-By: PHP/5.6.30

X-Robots-Tag: noindex

Link: <http://domain/wp-json/>;\
rel="https://api.w.org/"
X-Content-Type-Options: nosniff
Access-Control-Expose-Headers: X-WP-Total,\
X-WP-TotalPages
Access-Control-Allow-Headers: Authorizationm,\
Content-Type

Allow: POST, PUT, PATCH, DELETE
Content-Length: 1624

Connection: close

Content-Type: application/json; charset=UTF-8

M6 HEOHZN—YaVTOLVARVA (Ny KEWHDH)
Fig. 6 HTTP response (only header) from an affected Word-

Press version.

HTTP/1.1 400 Bad Request

Date: Wed, 16 Aug 2017 02:52:20 GMT

Server: Apache/2.4.10 (Debian)
X-Powered-By: PHP/5.6.30

X-Robots-Tag: noindex

Link: <http://192.168.99.100/wp-json/>;\
rel="https://api.w.org/"
X-Content-Type-Options: nosniff
Access-Control-Expose-Headers: X-WP-Total,\
X-WP-TotalPages
Access-Control-Allow-Headers: Authorizationm,\
Content-Type

Allow: GET

Content-Length: 133

Connection: close

Content-Type: application/json; charset=UTF-8

B 7 HEORWA—TUa Y TOLARYA (~Ny XEHIOHR)
Fig. 7 HTTP response (only header) from an NOT affected

‘WordPress version.
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Table 2 Result of login attempt requests.
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