Computer Security Symposium 2017
23 -25 October 2017

PWSCUP2017: REAIEIDERET—49 OBHEA) AT &5 D

S FEHIY MR B IO B RS RSN A B RS Rk RS
PR PO (LR A ml™ e B I RIEGEY

BEE - 2017 4£ 5 A OBUEMEANEHREEEIETIC LY, RARBP RS L E=FRENTES TEL
THEH ] OFHAPEE > -, MAGREERZE ST AR M BT 2 EEBETHEA 22460,
TOHE 19 FRIT, BAINTIEROMERGFEICET S 5 DML EDHTND., LilEE - TELMIE
WIE—EDEMEDOE L THHIFNEHTE 2720, BAMTEREZFALZHLOEY X ZDRIH A
XNTWE., LHrULAEYRDL, BELINTHEBOESN) A 73T nEEAWFTIEAR <, FEEN 2 50Tk
EEoTHAWY., HlZIE, BELMIHEIZEEL TO A EOEBBIZE > CREENFRET 2 &, kY
ATNEED LB RINDS., TITELAE, BEANTLUAT—0Zet e GRAEEH> IV T AN
AL, SERELMNTHEMOMKEE2RAS. IVFANTES F—4TlE, BEHHRE2EHTET A
A—F—Re, {rxDHBERBBEZEHTLEZ NI Y I Y aryF—20 2 FBED, B4 IDICEDEOND
LNTWE. IVTAMDSINEE, RA ID 2HEYICEETLZ 22128 ->T, LVEVAERMEE L IEN
B A2 2 /HOBEAMTT— 22 ERT2 2L 2HET. ARMTIE, ZOaVFAMNDEREHEL, A
FAME - ZRMWOFHE HER EIZDNWTIHRAS.

F—7— N BEANRRE, B4, B4

PWSCUP2017: Evaluate re-identification risk on long time history data

Hiroak! KikucHI! HIDENOBU OGURI? HIROSHI NAKACGAWA'O1L  Ryo Nojima3 Takuma HaTANO?
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CHIEMI WATANABE?

Abstract: On May 30, 2017, the amended Act on the Protection of Personal Information has been enforced
fully in Japan. Under the new regulation, big-data businesses are about to run efficiently with the newly
introduced notion, a de-identified information (anonymously processed data). While, it is not trivial to
choose the best algorithm to make the given data anonymized to be secure for a given particular purpose.
Especially, the risk of re-identification could increase as the anonymized data are accumulated for a long term
observation. Hence, business parties are required the long-term history to be divided into small datasets so
that identification to individual is impossible.

To assess the risk to be compromised accurately, the data needs to be balanced in the tradeoff between the
utility and the security. We propose a new competition for best anonymization and re-identification algo-
rithm. Our dataset consists of a customer dataset and a transaction dataset and these datasets are linked
with pseudonyms, assigned for each customer identities. The paper addresses the aim of the competition,
the target dataset, sample algorithms, utility and security metrics.

Keywords: personal identifiable information, anonymization, anonymity
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